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INOJACTAHOBOYHO-IEPECTAHOBOYHBIE HIN®PbI

B pabote npetokeH HOBBIM MeToa IKH(GPOBAHKS JaHHBIX, OCHOBAHHBIA Ha MPE00-
pa3oBaHMU U IIEPECTAHOBKE OJIOKOB TEKCTa, IPUYEM OJIOKH MpeoOpa3yroTes U repe-
CTaBJISIFOTCSL BHYTPH MaccuBa OOJBLIETO pa3Mepa B 3aBUCHMMOCTH OT TEKYIIEro Co-
cTosiHUS pabodero kimova W mudppyemoit mHpopmarmn. [TpemioxkeHHBIN MeTO
JIETKO Pean3yeTcsl MPOTPaMMHBIM CIIOCOOOM M 00ECICUMBACT PACCCHBAHUE U Tie-

pemMemmBaHne HHGOPMAIMHU B MIPEAETAX BCETO MH(PYEMOro MacCHBa JaHHBIX.

BBenenue

Lenp naHHOrO MCCiIeAOBaHUS — MOJydeHHUE crocoba MUGPOBaHUS JAaHHBIX, JIETKO
peanu3yeMoro nporpaMMHbIM CIIOCOOOM M 00€CIIEUMBAIOIIEr0 PacCEMBAHNE U NEpEeMEIlNBa-
HUe MH(OpMaLUK B Mpesienax Bcero mmdpyeMoro MaccuBa JJaHHbBIX, pa3Mep KOTOPOro orpa-
HUYMBAETCS, BOOOIIE TOBOPS, JIUIIH pa3MepaMi CUCTEMHOM MaMsATH UCTIONb3yeMoit DBM.

PazpabotanHblii croco0 MOKET OBITH pealin30BaH B BUJE AITOPUTMA IIU(PPOBAHHUA,
KOTOPBIM paboTaeT ¢ OJIOKOM JaHHBIX M KIIOYOM IPOU3BOJIBHOM AnuHBL. B anroputme uc-
HOJIb3YETCsl NEPEeCTaHOBKA m-OUTHBIX OJIOKOB BHYTpHU 0OpabaThIBAEMOIO MaccHBa JaHHBIX
OosbIIOro pasmepa (CpaBHUMOTO ¢ OOBEMOM CHUCTEMHOM MaMsATH KOMIbIOTepa), OMHapHas
onepanusi XOR m-OUTHBIX OJIOKOB M MX MUKIMYECKUN CIBUT, TPUYEM KaXKI0€ MOCIEAYIOIIee
npeoOpa3oBaHue 3aBUCUT OT mpeawinymiero. lludp codyeraer B cebe rneMeHTHI OJOYHBIX
mudpoB, NOTOUHBIX MHUGPOB U MHUGPOB NEPeCTaHOBKU. [ yMEHBIIEHUS KOPPEIALH MEX-
Ny OTKPBITBIM TEKCTOM M IHM(PTEKCTOM HA TEKCT HAKJIAJbIBACTCS TamMMma, JUIs WHUIHAIH3a-
IUHA KOTOPOM MCIOJB3YETCS NOMOIHUTEIbHBIA BXOAHON MAaCCUB MPOU3BOJIbHON JIMHBL. MHU-
[aIU3alysl MacCHBa IaMMbI IIPOBOJUTCSI OJHOKPAaTHO HAa HAyaJIbHOM JTare paboThl ajro-
pUTMa, B IIpoOllecce MHULMAIN3ALUHI UCTIONIb3YIOTCSl OJHOHaNpaBieHHble GyHKuu. [Tomyuen-
HBII B UTOTE MU(PTEKCT 3aBUCUT OT OTKPHITOTO TEKCTA, KJIF0Ya U MacCUBa FaMMBbL. AJITOPUTM
MOJKET OINEPHUPOBATh M-OUTHBIMH OJIOKaMHU JHOO0OTO pasmepa. OT pa3Mepa 0JIOKa 3aBUCAT
CKOpOCTb M NEPEMEIINBAIOLINE XapaKTEPUCTUKU anropuTMa. Ha naHHBI MOMEHT HanmMCcaHbI
peanu3anuu aaroputMa, paboraromue ¢ 16-tu w 32-x OUTHBIMH OJOKamH, 4YTO, TIO-

BUIUMOMY, SBJIACTCA ONITUMAJIbHBIM BI:IGOpOM.
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Oco0eHHOCTh TaHHOTO AITOpUTMa 3aKJII0YAETCs B TOM, YTO B MpoIiecce paboThl ajiro-
PUTMA KI0Ue8as UHGOPMAYUsL NOCIMOAHHO USMEHAEMCs 8 npoyecce ee UCNOIb308aHUs 8 3a-
BUCUMOCIU OM WUDPYEMbIX OAHHBIX: U3MEHEHHE CEKPETHOIO KIIIoYa MPOUCXOAUT B 3aBUCH-
MOCTH OT OTKpBITOTO TEKCTa, CaMOro KJo4a M MacchBa ramMMbl.. Bmecte ¢ mudprekcToMm
HYKHO XpaHHTH (MJTU TepeiaBaTh) HHPOPMALINIO, HEOOXOIUMYIO I BOCCTAHOBJICHHS KITFOUa

pacmudpoBaHus, pojib KOTOPOTO BBIMOJIHSAET 3HAYEHHE KJII0Ua B KOHIIE pa0doThl anropurma. B

Ka4ecTBe TAKOW MH(OPMAIMU MOXKHO HCnojb30Bath K @K — cyMMy ceKpeTHOro Kirouda u

xmoda pacmmbposanus. Bemmunna K@K moxer Takxe paccMaTpHBAThCS KakK XOII-

(GYHKIHS ¥ UCTIONB30BAThCS AJISl IOCTPOCHUSI CUCTEMBI AJIEKTPOHHOM 1M(POBOI MOATUCH.

1. IloacTaHOBOYHO-TIEPECTAHOBOYHOE NIPpeodpa3oBaHue HH(pOpMaALUH

B ocHOBY MeTo1a MONI0KEHA Ui COEMHEHUS IBYX TUIIOB IIPeoOpa30oBaHul: ICEBIO-
CllydaifHbIX MpeoOpa30BaHUi OT/ENbHBIX OJOKOB IIM(PPYyEeMOro MaccuBa JaHHbIX (MH(pOpMa-
IIMOHHOT'0 MaCCUBA) U ICEBAOCITyYaliHBIX IEPECTAHOBOK NPeoOpa30BaHHBIX OJIOKOB B Mpee-
Jax Bcero MH(OpManMoOHHOTO MaccuBa. [locraBieHHas 3ajada TOCTUTAETCS TEM, YTO IPH
npeoOpa3oBaHUM OUYEPETHOTO OJIOKA TaHHBIX BHAYaAJIe BHIYUCIIACTCS HOBOE 3HAUCHUE paboue-
ro KJIf04Ya, KOTOPOE 3aBHCUT KaK OT 3HaYeHMs paboyero Kioya Ha MpeablaylleM dTane pado-
ThI, TAK U OT 3HAYECHUSI HHPOPMALIMOHHOTO 0JIOKA, TPeodpa3yeMoro B JaHHBII MOMEHT. 3aTeM
10 BBIYHMCIICHHOMY 3HAYEHHIO paboyero Kiroda BHIOMpAeTCs emle OJUH OJIOK MaccuBa JlaH-
HBIX, HOMEp KOTOPOTO SIBJISIETCS TICEBIOCTyYaiiHOW BenmuuHON. O6a Oioka moaBepraroTcs
COBMECTHBIM IICEBJIOCITYYalHBIM MPeoOpa3oBaHMsIM, MOCIE YEro ux o0pa3bl MEHAIOTCSA Mec-
TaMH B HH(GOPMAIIMOHHOTO MaccuBa AaHHbIX. [lon ncesdocayuaiinocmvio noHnMaeTcs To, 4TO
0e3 3HaHUs TeKYIIEero 3HaueHus: pabouero Kio4ya HEBO3MOXKHO OIPEISIUTh COBMECTHO C Ka-
KM OJIoKOM OyieT mpeoOpa3oBhIBAaThCS TaHHBINH WHPOPMAIIMOHHBIN OJIOK M KaKuM IMpeodpa-

30BaHUSIM OHU OYIyT MOABEPKEHBI.

dopmabHOE ONKMCAHNE MOICTAHOBOYHO-NIEPECTAHOBOYHBIX HH(POB
[Ipennaraemserii criocod KpunrorpadguIeckoro mpeoopa3oBaHus MOXKET OBITh OIHCaH

cieayomuM GopMalibHBIM 00pa3oM.

Bynem o6o3nauate wepes AX|Vi,..., V,) OyHKumo (0ToOpakeHHE) MHOKECTBA
XxY1%...xY, BMHOXecTBO Z, 0611aJaIOILYI0 TEM CBOWCTBOM, YTO MPH JHOOBIX (PUKCHPO-
BAHHBIX 3HAUCHUAX DIEMEHTOB V1,..., V, , THE Vi € Y, COOTBETCTBYIOIIEE OTOOPaXKEHHE
MHOXKECTBa X B MHOXKecTBO Z oOparumo. Eciu 3aukcupoBaTh 3HAUEHHS 2JIEMEHTOB



Viseeus Yn » Vi € Y3), TO cooTBETCTBYIOIIEE 0OpaTHOE OTOOpaXkeHHE OyIeM 0603HAUATE Ye-

pes [, V), Te. ectu Axr,....Vn)=2, 10 [ (21, .. Vn)=x.

[Tycte M — nBOMYHBIA MacCHB JaHHBIX, TOIEKAIMA KPUNITOrpahUIECKOMY Tpeod-

pa30BaHUIO; IIyCTh 00BEM 3TOrO MaccuBa — N+ 6I/IT, rac m — HECKOTopas (I)I/IKCI/IpOBaHHaH

BCINYHHA. Pa3Mep MaCCuBa AAHHBIX MOXKCT OBITE MPOU3BOJIBHBIM U OTPaHUYMBACTCA JIMIIb

pasmepoM cucteMHou nmamsata DBM.

Brauane Bech MaccuB nanubix M pasmepa n+m 6ut pazousaercs Ha 1 61okos (M,

M, ..., M,.|) , Ha3pIBaeMBbIX B JaIbHEHINEM UHBOpMAUUOHHLIMU Ol0KaMU, TIO Nl OWUT B
Ka)XXI0M OJIOKE.

AuroputM mu@poBaHust cocTouT U3 1 > 1 nukiIoB mU(poBaHUs: CHaYaIa BHIIOJ-
usercs -1 uuki mudposanus, 3ateM 2-i U T.1. 10 1-ro uukna. Kaxasiii nuk mudposanms
COCTOUT W3 /1 WTEPAIUii: IPH BBIMOJHEHUH /-TO IMKJIA MU(PPOBAHHUS B HaYaJle BBITOIHICTCS
0-s urepauus, 3areM 1-s1 urepanus u 1.4. 10 (11-1)-i urepanuu. Ilocne BeimonHenus (n-1)-i
UTepaluu [-To HUKJIA IU(PPOBAaHUS aJTOPUTM HAYMHAET BHIMONHATH 0-10 urepanuio (#+1)-ro
uukina. [Tocne Beimonnenus (M1-1)-i ureparmu 7-ro nukia muppoBaHus aaropuT™ 3aKaHIH-
BaeT paborty.

ITycte K — cekperHblii k04, B Havane paboThl aaroputMa KitoueBas HHGOpMaIus
MIOMEIIAeTCsl B pabOYrii MAaCCHB, COJEPKMMOE KOTOPOTO B MPOIECCe PadOTHI allrOPUTMA I10-
CTOSIHHO M3MeHsieTcs. Byiem 0003HauaTh 3aMoHEHUE 3TOrO MAacCHBa MpU [-0if UTepanuu f-
ro LUKJa paboThl aIropuT™Ma yepes Ki(t) Y Ha3bIBaTh €r0 3HAUYCHHUEM padouezo Karwua npy I-
oii urepauuu f-ro nukia. IlpeoOpa3oBanue, KOTOPOMY aIrOpUTM IK(POBAHUS MOJIBEPraeT
maccuB naHHbix M B pesynbrare i-0i WTEpaluu f-ro IUKIa 3axaetcs (OmnpeuessieTcsi) cie-
TYIOIIUM 00pa3oMm:

1. BeluncisieTcs 3HaueHre paboyero Kiaroua st I-0i MTepanuu -ro mukia mmdpo-
panns: K = fAK\ | M) nnsseex i>1,
. -1
IIpu sTom: s I =0, ¢>2, nojaraem K_l(t) =K,,_1(t );

mig [ =0, t=1, momaraem K_l(l) =K.

2. Onpenensiercs HoMep OJI0Ka, KOTOPbIM OyAeT MmpeoOpa3oBBIBATHCSI COBMECTHO C

omokom M;:  j = o(K").

3. Berumciisitorcst HOBbIe 3Hauenus 6nokos M; u M;:
A=F(M;| M;, k)
B =Fy(M;| K")
M;=A4
M;=B



4. Ecmu I < n-1, To OCYIIECTBIISIETCS IEPeX0. K utepaiuu I+1 Toro e mukna f;
Ecmu i =n-1 u t<T, 1o ocymecTBasercs nepexo k urepauun 0 mukna £+1;
Ecim i =n-1, t =T, 1o pabora ajiropurMa 3aKaHUMBAETCS.

3nauenus Onokos My, My, ..., M, | nocne 3aBepuieHus mociaeaHeil UTepaLyy IMo-
CJIEZIHETO IHKIJIA mupoBaHus 00pa3yloT MacCUB MU(pPTEKCTa, KOTOPbIM nepexaercs (Xpa-
HHTCS) BMECTE CO 3HAYCHUEM XOII-(PYHKIHH

K’ = kK"K,

KOTOpasi OTHOBPEMEHHO CITYXHT JJIs TOTy4YEeHHUs KiIroua pacindpoBaHus Kn_l(T).

AuroputM pacuu@ppoBanus npeoOpasyeT MacCHB NaHHBIX M, KOTOPBIA Takke
pasowur ua 6noxu My, My, ..., M,_; 1o m Gur B KaXKI0M ¥ HAUUHAETCS C ONPENEIECHHS 3Ha-

yerms pabouero kmoua K, : K, =k (K’|K).
3arem mpogenbBacTest 1 UKIOB pacin(poBaHysi, HAUMHAS C 1-r0 UK pacumd-

pOBaHUsS M 3aKaHuMBas 1-M HukiIoM pacimuppoBanus. Kaxapli nuxn pacmudpoBaHus co-

CTOUT U3 /1 UTEpallUii, HAYMHAS C BBIMOJIHEHUS (71-1)-1 nTEepaluy U 3aKaHYMBas BBINOJIHEHU-
em 0-if ureparuu. Ilocne 0-if urepauuu f-ro 1uKIa pacmupoBaHus BeIONHSAETCH (71-1)-5

utepanus (f-1)-ro mukna pacumdpoBanus. [locne BeimonHenus: 0- ureparuu 1-ro mukia
pacmudpoBaHus AITOPUTM pacuIM(PpOBaHUs 3aKaHIMBAET PadoTYy.

[IpeoOpazoBanre, KOTOPOMY AJITOPUTM pacIIM(DPOBAHHS TTOJBEPracT MACCHB JIaH-
HBIX M B pe3yibTare i-Oi UTepalny {-ro MUK paciuppoBaHus 33JaeTCs CICIYIOMIM 00pa-
30M:

1. Onpenensiercss HOMep OJI0OKa, KOTOPBI OyAeT NmpeoOpa3oBBIBATHCSI COBMECTHO C

onokom My j = oK)

2. Berumcisiotes HoBble 3HaueHus Onokos M; u M;:
A=Fy'(M;| K
B=F" (M;| 4, K")
M;=A4
M;=B

3. Beluucisiercst 3HaueHue padodero kirouda s (I-1)-0i uTepanuu {-ro mukia md-
pOBaHMUS:

K.," :f'l(Ki(t) | M;) nnsaseex i>1;

IMpu stom: st 1 =0, ¢< T, nonaraem Kn_l(t) _ K_l(t+1);

mis i =n-1, t=T, nomaraem K, |\ = k'l(K’| K).

4. Ecmu 1 <0, TO OCYIIECTBIISICTCS MIEPEX0/] K UTepauu I-1 Toro xe uukia f;
Eciui=0 u ¢ > 1, T0 ocyriecTBisieTcst mepexo K (#1-1)-it urepanuu 1ukna -1,



Eciu i =0, =1, To pabora ajgropurma pacumdpoBaHus 3aKaHINBAETCS.

3uauenus omoxos My, M, ..., M, nocne 3aBepmenus 0-i urepanuu 1-ro nuxina
pacmmppoBanus 06pa3yrOT MACCUB UCXOJHOTO OTKPHITOIO TEKCTA.

OTmeTuM elie pa3 cieayronme 0coOeHHOCTH MpeiaraeMoro MeToa:

e paboumii K04 JUIsl KQXKJOH UTEPAllH aITOPUTMA BBIYUCIISAETCS M0 3HAYCHHIO TIpe-
o0pazyeMoro 0J10Ka ¥ 3HaYEHHIO pabovero Kio4a Ha MpebIayIeH nTepanumy;

¢ pHPOPMAIMOHHBIN OJIOK, TpeoOpa3yeMblii BO BpeMsi OYepeHON UTepalnu, Ipeod-
pasyercsi COBMECTHO C JPYTUM OJIOKOM, BBIOOP KOTOPOTO M3 OOIIEro MaccuBa AaHHBIX 3aBH-
CHUT OT 3HAa4YEHHUs pabovero KIo4a Ha JaHHON UTEpaLuy;

e Ba mpeoOpa3oBaHHBIX HAa JAaHHOW HUTepanuu OJOKa MEpecTaBIIAIOTCS B 0OO0IIEM
MacCHBE JaHHBIX.

bnaronapst TakoMy pemieHHI0 00eCIeYrBaeTCsl pacCeMBaHUE W TEPEMEIINBAHUE HMH-
dopmaru B mpeaenax BCero mpeoOpa3yeMoro MacCuBa JaHHBIX, YTO JIETAeT HEBO3MOKHBIM
NPUMEHEHHE CTaTHCTUYECKMX METOJOB KPHIITOAHAIHM3a, B TOM YHCJIE METOIOB Pa3sHOCTHOT'O

KPHUIITOAHAIM3a U JIMHEHHOT0 KPUIITOAHAIN3A.

2. Bp10op ¢pyHkuuii U peanu3anus

[Ipu KOHKpETHOH peanu3amuy MpeIaraeMoro crnocoda Kpunrorpaguiaeckoro mpeoo-

pasoBaHus MH(pOpMaIK, HEOOXO0AUMO 33aJaTh JETKO pealu3yeMble 0OpaTuMble (QyHKIMH

AKLO| M), Fy(M;| M, K, Fx(M;| K®), k(Ky1'" |K),

a TakKe JIETKO peannzyemMyro (pyHKIUIo BEIOOpa HoMepa Oiioka (D(Kl-(t)).

Hwxe i onHOro U3 BapuaHTOB BBIOOpa YKa3aHHBIX (DYHKIIMNA MPUBOAUTCS ONMCAHUE

COOTBETCTBYIOIIEH peann3ainy oACTaHOBOYHO-IIEPECTAHOBOYHOTO CIIoco0a M (ppOBaHHUSI.

2.1. BxoaHble JaHHbIE

ITycts M — nBouuHbBIi MacCHB AaHHBIX, HOMJIEXKAIIUN KpUOTOrpapuIecKkoMy Ipeood-
pa30BaHUIO, B JajbHEHIIEM 3TOT MacCUB OYyJIeT HAa3bIBATHCA UHPOPMAUUOHHBIM MACCUBOM;
MyCcTh 00BbEM ATOr0 MaccuBa — MM OUT, TIe M — HEKOTOpas (PUKCUPOBAHHAS BEIMYMHA.
Pasmep nHdopmanmoHHOr0 MaccuBa MOXKET OBITh MPOM3BOJIBHBIM U OIpaHUYMBACTCA JIUIIb

pasmepom cucteMHoi namsatd IBM. Bech maccus nannbix M pasmepa n+m Gut pazOousaet-



cana n 6nokos (My, My, ..., M,.1) mo m 6uT B Kaxa0M GJIOKE, B JaTbHEHIIEM 3TH GIOKH
OyIyT Ha3bIBATHCS UHPOPMAUUOHHBIMU DJIOKAMU.

[Tycts K — qBOMYHBIN MAacCHB JaHHBIX, OOPA3YIOIMX CEKPETHBIN KIIIOY, B JAIbHEH-
[IeM TOT MacCUB OYJET Ha3bIBATHCS KIHOUEGbIM MACCUBOM; TIYCTh 00BEM 3TOTO MaccHuBa —
S*m OuT, TIe M — Ta Ke BeIM4YMHa, 4To M BhIle. Bech Mmaccus K pasOuBaercs Ha S OJI0KOB
(Ko, K1, ..., Ki.1) no m 6ur B kaxkaom GII0Ke, B JadbHEHIIEM 5TH GJI0KU OyIyT Ha3bIBATh-
cs1 nookrouamu. B niporuiecce paboThl alroputMa 3amnojdHeHne MaccuBa K MEHSETCS NPH Tie-
pexojie K KaI0W CAeIyIOIel HTepalii; ero 3aroHEHHE MIPH BBIIOJIHEHUN [-OH UTEpaIluu
-ro nMKIa paboThl aIropuTMa SBIISETCS 3HAUEHHEM paboyero Kiroua K,-(t). Pabouum noo-
KJllouem HasbIBacTcs 0JI0K MaccuBa K, MCHONB3yeMBIi B IpeoOpa3oBaHusX Ha I-OU MTepa-

IIUU [-TO IIUKJIAa pabOThI aIrOpUTMA.
Jlia u3meHeHus: THPOPMAIIMOHHBIX OJIOKOB U MOJKIIIOUEH B Ipoliecce padoThl anro-
pPUTMa HCIOJB3YIOTCS JONOJHUTENbHbIE OJIOKH, KOTOpPbIE BBIOMPAIOTCS ICEBIOCITYYailHBIM

00pa3oM M3 HONONHUTENbHOr0 Maccusa (G, IPOMHUIUANIU3UPOBAHHOrO B HaYaje paboTHI all-
TOPMTMA U Ha3bIBAEMOTO Maccueom 2ammul. IlycTh 00BEM 3TOrO MaccuBa — P+l OWT, Iae
M — Ta ke BeJW4uHa, 4To W Bhille. Bech maccuB G pazousaercs Ha p 6nokos (Gy, G, ...,

Gp.1) o m OWT B Kax10M OJIOKe, B JalbHEHIIEM 9TH OIOKH OyIyT Ha3bIBATHCS O10KaMU

CaAMMbl.

2.2. Ucnoab3zyeMble 0003HAYEHUSA

Byznem nonp30BaThes CleAyOMMMA 0003HAYCHUSAMU:

e X’— npeoGpazoBaHHBI MaccHB X
e (X)RRot(Y) — umknuueckuii cipur X BrpaBo Ha Y mosummii;

* (X)LRot(Y) — muxmmueckuii casur X Bieo Ha Y mo3ummii;

e Omnepamus + 310 160 @ (XOR), mmbdo (cnoskenue mo Moy 2™, rue M — pas-
Mep OJI0KOB B OUTax);

e VWV m (Zz)m—) Zm;

o A w:(Zy)'">7Z;

o b o i s (Z2,)"— Z,;

Q- (Z2)m_> Zn



1.2.2. Uauumnaan3anusa raMMbl

Ha navanpHOM 3Tame mpouCXOIUT WHHUIIMATU3AIM MaccuBa TaMMbl. [laHHas mporre-
nypa HeoOxoauMa JUIsl TOro, YTOOBI 00EeCTIeYnTh BIPa0OTKY KaueCTBEHHOM TaMMBI B MPOIIEC-
ce mudpoBanus. VM3HA4anTbHO MACCUB raMMBbI 3aIllOJHSCTCS JIIOOBIMU JaHHBIMHU, HAIpUMeEp,
TEKCTOM WJIM TICEBIOCIYYalHOM MOCJIEI0BATEIbHOCTHIO. MHUIIMaNu3aus npeIcTaBiseT co-
0011 MHOTOKpaTHOE OJTHOHAIIPABJICHHOE U3MEHEHUE HAYAIHHOTO 3aITOJTHEHUSI MAaCCHBA TaMMBbI
(Hampumep, onepanrsIMy MUKINYECKOTO CABUTa, BEKTOPHOTO CI0XKeHus, mopaspsanoro XOR
U T.JI.) C UCIIOJIb30BAaHUEM CEKPETHOTr0 Kitova. MHumanm3anms CHUMaeT KeCTKUE OrpaHuye-
HUS Ha JJIMHY U HA4aJIbHOE 3arl0JIHEHWE MacCHBa TaMMBbI, YTO MO3BOJISET HCIOIb30BaTh B Ka-

YCCTBC HA4YAJIBbHOI'O 3aII0JIHCHHUS KaK TEKCTOBBIC, TaK U 6I/IHapHBIe @paFMCHTBI.

Unuimanuzams rammel: G =Ig(G) — ogHOKpaTHas HHUIMATH3AMS JOTIOTHUATEb-
HOI'O MAacCHBa B 3aBUCUMOCTH OT KJIIOUa IH(POBAHHMS.

1.2.3. 3amudpoBanue
3amudpoBanre NHPOPMAITMOHHOTO MACCHUBA TTPOU3BOIUTCS MOCIEAOBATEIBHBIM CUH-

THIBAHHEM HH(DOPMAIMOHHBIX OJIOKOB W MOAKIIOYEH (M3 COOTBETCTBYIOIIUX MACCHBOB) C MIX

HOCJICAYIOIIUM TPeoOpa3oBaHUEM. [-s1 UTEPAIUs aJrOPUTMa COBMECTHO 0OpabaThIBaeT Ove-
penHoii uHpopManuoHHb 610k M; W nceBgoOCIy4aiiHO BBIOPAHHBIM MH(GOPMALMOHHEIH

6ok M. Ilpu npeoOpa3oBaHUU OdYepeSHOro OJIOKA NAHHBIX BHAYalIe BBIYMCISIETCS HOBOC
3HA4YCeHHE pabodvero KIio4a, KOTOPOe 3aBUCHT KaK OT 3HAUCHHs pabodvero Kiro4va Ha Tpeibl-
JylieM dtare paboThl, TaK U OT 3HAYCHUsI HHPOPMAIIMOHHOTO 0JI0Ka, mpeoOpa3yeMoro B JIaH-
HBIA MOMEHT. 3aTeéM IO BBIYUCICHHOMY 3HAY€HHIO pabodero Kiroda BbIOMpaeTcs emle OAuH
0JIOK MaccuBa JIaHHBIX, HOMEP KOTOPOTO SIBJISIETCA TMICeBAOCTyYaitHOM BennunHon. O0a O1oka
TIOJIBEPTalOTCS COBMECTHBIM TICEBIOCITYYallHBIM MPeoOpa3oBaHUsIM, MOCIE Yero WX 00pasbl
MEHSIFOTCSI MECTaMHU B HH(OPMAITMOHHOM MacCHBE JaHHBIX. TakuM o0pa3zom, mpu i-il utepa-

MU AITOPUTMA MPOUCXOIAT CIIELYIOINE MPeodpa3oBanms KI04eBoro maccusa K u uudop-

MaluoHHoro macusa M:

IIpeoOpa3oBanne maccuBa K: Bpruncisercs 3HaueHue pabodero Kiroua ajsi ode-

pEeAHOM UTepaluy OYepeTHOTO LUKJIIA MHU(pPOBaHUS:

L4 M.~ N3MCHCHHC TCKYHICIO IOJAKIIKOYa B 3aBUCUMOCTU OT

'
K. =K.
i (mod s) i (mod s) i
TEKYIIEro 0JI0Ka TEKCTa;
. . — H3MEHCHHE

Livtmods) =it mods) ¥ (0 O
1\ ™7 (mod s) 2\ ™ (mod s)

CJICOYIOIIECTO 110 NOPAAKY IMOAKIII0OYAa B 3aBUCUMOCTH OT TCKYILICTO IMMOAKIIOYA,



° " ' — HU3MCHC-

K. =K. +K : +G \
i (mod s) i (mod s) K K
HI{ *i+1 (mod ) Ho\ Bi+1 (mod s)

HHUC TCKYHICTO IIOAKIIOYa B 3aBUCUMOCTH OT CIICAYIOLICTO IO MOPAAKY HCIIOJb30BaHUA

MTOJIKJTFOYA;
"

'

K. =K.
i+1 (mod s) i+1 (mod s) (mod s))
IETO TOJKIIF0Ya BIIPABO HA KOJIMUYECTBO PaspsiioB, ONMPEIEIIEMOE TEKYIIIHM MOIAKIIOUOM;

o " " " — OUKJIWYECKHUH CIOBUT TEKyLIero moj-
K. =K. RRot(v,(K. o
i(mods) "~ i(mod s) ( 2( i+1 (mod s)))
KJIFO4Ya BIIPABO HA KOIUYECTBO Pa3psiI0B, OIPEACIIEMOE CIEAYIOMIUM TOAKIFOYOM.

RROI(VI (Kl ) — IUKJIUYECKHN CIOBUT CIIeayro-

IIpeoOpazoBanue MmaccuBa M:

CrioxeHne TeKyIero M MceBA0CIy4ailHO BHIOPAHHOTO (B 3aBUCHMOCTU OT TEKYILETrO
MOJIKJIt0Ya) OJI0Ka TeKCTa ¢ OJIOKOM, ICEBIOCIYYaiHO BHIOPAHHBIM (B 3aBUCUMOCTH OT TEKY-
IIET0 MOAKIII0Ya) U3 JIOMOJHUTEIFHOTO MACCHBA, IUKINYECKUH CABHUT BIPABO HAa KOINYECTBO

pa3psaaoB, onpeacIsieMOC TCKYIIUM ITOAKIIFOYOM, U UX B3aUMHAA IICPCCTaHOBKA:

S om=(m o, G, . )RRot(z, (K" )
l ¢(Ki (mod s)) V/I(Ki (mod s)) 1 i mods)

"M, (M, +¢ )RRot(7, (K. )
‘P(Ki (mod s)j l V/2(Ki (mod s)) 2 i (meds)

7l TIOCJIEIOBATENbHBIX UTEpalUii 00pa3yloT OJMH LUK mH@poBaHus. B pesynbraTe paboTbl
OJTHOTO LUKJA MU(PPOBaHUSA KaXKAbIH MH(YOPMAIMOHHBINA 050K OyneT rapaHTUPOBAHHO MOJ-
BEPrHYT NMPeoOpa3oBaHMIO XOTs ObI OAWH pa3. 3aloJHEHHE KIII0YEBOTO0 MAacCHBA B KOHIIE pa-

OOTBI AIrOPUTMA SIBISIETCS Katouem pacuugposanus K. 3nauenue K ©K ssnsercst 3naue-
HUEM X31I-(QyHKIUH [T HAIlIero TeKCTa.

M, | M, M; M, M,




3. IIporpamMmmMHas peajJn3anus U TeCTUPOBAHUE AJTOPUTMA

Ha ocHoBe mpeiaraeMoil cxeMbl MOXKET OBITh IMOCTPOEHO MHOXKECTBO aJITOPUTMOB,
napaMeTpbl KOTOPBIX OyIyT 3aBUCETh OT KOHKPETHBIX TpeOoBaHMiA. J[1s1 TOCTHKEHHUST BBICO-
KOM CKOpOCTH pabOThl MOXKHO, HAPUMEP, YIIPOCTUTH UCIIONIb3yeMble (QYHKINH, 3a(hUKCUPO-
BaTh pa3Mepbl KI0Ya M MAacCUBa I'aMMBI, a JUId MOBBILIEHNUS KPUITOCTONKOCTH HA00OPOT —

YCIIOKHUTh (DYHKIIUH U YBETHMUYUTH YUCIO LUKIIOB MHU(POBAHUS.

3.1. Peasm3auus U CKOpOCTh

OnvH U3 BapHaHTOB MPEIJIOKESHHON CXeMbl ObUT peann3oBaH Ha si3bike C B cpene pas-
pabotku npunoxxkeruit Visual Studio 6.0 myist paGoThl MO/ yrpaBieHUEM OTEPAIIMOHHOMN CHC-

teMmbl Windows 9x wiin Windows NT.

Peanu3oBaHHBIN BapuaHT anropuTMa He ObLJT ONTUMU3UPOBAH 10 CKOPOCTH, HO JlaXKe B
3TOM Ccllydae CKOpOCTh mudpoBaHus/pacmmppoBanust cocraBuina 10 Moaiit/cex (80
Mo6wut/cex) nns nporeccopa Intel Celeron ¢ TaktoBoi yactotoi 845 MHz. CkopocTth omnpee-
nsmack myteM mudposanust/pacundpoBanus 1000 pa3 ogHoro u Toro xe ¢aiina oobeMoM B
1 MGaiit. bnarogapst ToMy, YTO B QJITOPUTME UCHOJIB3YIOTCA MPOCTHIE (OBICTPHIC) ONepalH,
BO3MOXXHO 3HAYUTEIHHOE YBEIMYCHHUE CKOPOCTH IMHU(PPOBAHHSA, IIyTEM YIPOIICHUS HUCIOIb-

3yeMbIX (PYyHKIIHH, TPH HE3HAYUTEITHHOU MOTEPE KPUNTOCTOHKOCTH.

Jnist onpenesieHust KpunTorpauueckux XapakTepUCTHK aropuTMa Obll POBEECH

PSI TECTOB.

3.2. PapHoMepHOCTH pacnpenejieHust 0aiToB mudprTeKcra

[TpoBepka paBHOMEPHOCTH pactpe/iesieHns 0aiiToB mudpTeKcTa MPOU3BOAMIACH C
NOMOIIBIO KpuTepus cornacusi xu-kBaapat K.[Tupcona. [IpoBeneHHbIE TECTHI MOKA3aIH, YTO
npu mWK(POBaHUH TEKCTOBOTO U OMHApHOTO (aiiioB pazmepa 1 MO kaxaplii paBHOMEPHOCTb

pacripezencHus 0aiiToB mHUdPTEKCTa JOCTUTACTCS SCITH:

e JIIMHA KJII0Ya — HE MEHee 5 0alToB,
e JJIMHA MacCHBAa raMMEBI — He MeHee 45 0aliToB,
e  YUNCJIO IJIABHBIX IIMKJIOB — HE MEHee 2-X,
pUYeM yBEIMYCHHE NTapaMeTPOB CBEPX YKa3aHHBIX HE BEJIET K 3aMETHOMY yBEIUYCHHUIO

PaBHOMEPHOCTH paclpeesICHusI.



3.3. I dexT pasMa3bIBaAHHA

Jpyroii BaxkHOM XapaKTepUCTUKOH siBisieTcs 3 dekt pazmasbiBanus [ 1]. [Iposeps-
JIOCh U3MEHEHUE MHU(PTEKTa B 3aBUCUMOCTH OT U3MEHEHHsI 1 6uTa OTKPHITOro TeKcTa uiu 1
Oura kimtoua B 1000 mo3unuu. B uaeane nomkHa M3MEHUTHCS IPUMEPHO MOJIOBUHA OUTOB
mudp-texcra. Tect mokazan #50% u3menenue. TecTHPOBAINCH JaHHBIE PA3TUYHBIX TUIIOB.

HO3I/II_[I/I$I W3MEHEHHOTO OMTa 3HAUCHHUS HE UMEET.

3.4. UMHUTOCTOMKOCTEL

NmurocToiikocTh [2] mpoBepsiach MyTeM ONpeNeNICHHs BIUSHUS U3MEHEHHS OJTHOTO
oura mumdprekcrta Ha pacuMdppoBaHHBIA TeKCT. PasHuIa moOMTOBOrO cCpaBHEHHs (aiiioB
1ocje pacmu@poBaHus, B OJHOM M3 KOTOPHIX ObUT MpeABapUTEIbHO M3MeHEeH | OuT, cocra-

Bwita 50%. ITo3unusa n3MEeHEHHOTO ONTa 3HAUYEHUS HE MMEET.

3.5. AHaJIN3 CBOMCTB HAKJIAABIBAEMOIl FTaMMbl

Tak kak Ha OJIOKM TEKCTa HAKJIAIBIBAIOTCS OJIOKH, MCEBIOCITyYallHBIM 00pa3oM BHI-
OpaHHbBIC U3 MacCHBA TaMMBI (T.€. (aKTHUECKH Ha TEKCT HAKJIAbIBACTCS TaMMa), HEOOXO0IUMO
MPOAHANIU3UPOBATh HAKIAIBIBAEMYIO IMOCIIEIOBATEILHOCTh. TecTHpOBalach MOCIEeI0BATENb-
HOCTh pa3zmepoM 3 Kobaiita, T.e. 24000 OuT, 4TO yIOBIETBOpsET TpeOOBaHUSIM TecTOB. Mc-
MOJIL30BAJIUCH TISTh OCHOBHBIX TECTOB JUIS IMPOBEPKH KA4YeCTBA ICEBIOCTYYalHBIX MOCIIEI0-
BarenbHOCTEH [3], [4]:

Monobit test
Two-bit test

Poker test

Runs test
Autocorrelation test

Hccnenyemas nocneqoBaTeNbHOCTh YAOBIETBOPUTEIBHO MPOILIA BCE TECThI. DTO TO-
BOpI/IT O TOM, 4TO I/ICCHGI[yeMaH IIOCJIC0BATCIIBHOCTD 6111/131(21 I10 CBOUM CBOﬁCTBaM K cnyqaﬁ-
HOU ¥ BIIOJIHE YJIOBJIETBOPSIET TPEOOBAHHSIM JAHHOTO aJITOPUTMA.

st onipeneneHust TMHEHHON CIIOAKHOCTH UCCIIEAYEMOU MOCIEA0BATEIbHOCTH UCIOJb-
30Basicst anroput™M beprnekemmna-Meccu [S], [6]. 3BecTHO, 4TO 17 CIIy4ailHOM TMOCJIEA0Ba-
TETBHOCTH AJUHBI 7 MAaTEMaTUYECKOe OXKHMJIAaHUE JIMHEHHOU croxkHocTu paBHO n/2 [7]. Tect
NOKa3all, YTO JMHEWHAs CIIOKHOCTh MCCIEIyeMOM MOCIeI0BATEIbHOCTU JJIMHBI /1 paBHaA 71/2

TIOYTH JIJISl BCEX 3HAUCHUH 71, IPUYEM OTKIIOHCHHE OT 7/2 HU pa3y He TMPEBBICHIIO 3.



BoiBoabI

BriepBrie mpemiokeH MeTo 1 uQpoBaHus, OCHOBAaHHBIN Ha OJHOBPEMEHHOM Ipeodpa3o-
BaHHUH JBYX OJIOKOB TEKCTa, MPHUYEM BMECTE C TEKYIIUM IO odepeu 0JI0KOM mpeoldpasy-
eTcst OJIOK, HOMEp KOTOPOTO BBIOpaH ICEBIOCTYYaiHBIM 00pa3oM (B 3aBUCUMOCTH OT Te-
KYIIEro COCTOSHHS padoyero Kikoya), MpU 3TOM IpeoOpa3oBaHHBIC OJIOKU MEpecTaBIIs-
I0TCSl BHYTPH MaccrBa OOJIBIIETO pa3mepa.

PaGounii k1109 M3MeHsieTcs mociie 00pabOTKH KaKI0To 0JI0Ka TeKCTa, PUYEM €ro U3Me-
HEHHE 3aBUCUT OT CAMOT0 TEKCTA W MPEAbIIYIIEro 3Ha4eHus padboyero kiro4da. Packpeitue
MOJKJII0YA Ha OJIHOM U3 TaKTOB PabOTHI HE OMPEEIIeT 1aXKe YacTH KII0UEBOTO0 MAacCHBA,
TaK KakK B JaJbHEHUIIIEM OH MEPECYUTHIBACTCSI.

M3meHeHne 0JTHOTO OMTa OTKPHITOrO TEKCTa BEIET K M3MEHEHHUIO pabovero Kirova u, cie-
JI0BaTENIbHO, K U3MEHEHHUIO BCEX MOCIICIYIOIINX MTPeoOpa3oBaHU.

Koneunoe 3nauenue pabouero kiroya sIBISETCS KI0UoM pacuudpoBanusa. Kirou pac-
mrdpoBaHus 3aBUCHUT OT KITFOYA MU(PPOBAHUS U OTKPBITOTO TEKCTA. JIJIsl KaXKI0TO OTKPHI-
TOTO TeKcTa OH cBOM. Kimtou pacmmdpoBanus cloXKeHHBIH ¢ KIIOUYOM MG poBaHUs (WK
peoOpa30BaHHBIN HHBIM CIIOCOO0OM) UTPAET POJIb XAII-(QYHKIINH.

[Ipennoxxenusiii MeTox MUGPOBAHUS ¢ U3MEHEHUEM padouero Kiroya B 3aBUCUMOCTH OT
mHdpyeMbIX TaHHBIX, TIEPECTAHOBKOW OJIOKOB JAaHHBIX M TOCIEIYIONIMM HaJIOKCHHEM
raMMBbI U3-32 CBOMX OCOOCHHOCTEH, OTIMYAIONIMX €ro OT OOJBIIMHCTBA CTAHIAPTHBIX aJl-
TOPUTMOB, 3HAYUTEIBHO YCIOXKHSICT 3a/lauy KpHunToaHanu3a. [I0CKOIbKY ajaropuTM ocy-
IIECTBIISIET NIepeMelIuBaHie nHpopMaluu B mpeaenax OoJIbIIOro MacCcuBa JaHHBIX, CTa-
HOBSITCSI TIPAKTUYECKH HETIPIMEHUMBIMU CTATHCTUYECKHE TTOAXO/IBI K aHAIH3y MHdpyro-
IUX aJTOPUTMOB, B YACTHOCTH Pa3HOCTHBIN (quddepeHnnanbHbIil) U TUHEHHBIA KPHUII-
TOAHAJIH3.

[Mockonbky ans onpoOoBaHus Kiroya morpedyercs pacmupoBaTh (WK 3alIugpoBaTh)
BECh MAacCHB JaHHBIX, BO3MOKHOCTh MAIIMHHOTO Iepedopa CEKPETHBIX KITF0UEH CyIIecT-
BEHHO OCJIOXKHUTCS, YTO CITY>KUT 3aIUTON OT aTaKu «rpy0Ooit CHUIION».

YacTruHOE COBMAJICHHUE JIBYX OTKPBITBHIX TEKCTOB HE JTACT COBIAICHUS YaCTeH COOTBETCT-
BYIOIIMX MIM(ppP-TeKcTOB. MI3MEHEHNE OTKPHITOTO TEKCTA Ja)Ke B OJJHOM OUTE BEJET K Ja-
BUHHOMY U3MeHeHHuIo mmdp-Texcta (=50%), nmpudem TaBUHHBIA Y3PPEKT MPOUCXOIUT HE
Ha YpOBHE OJHOTO OJIOKa, a HAa YPOBHE BCETO TEKCTA.

TectupoBanueM anroputMa MHU(GPOBAHUS YCTAHOBJICHO €T0 COOTBETCTBUE KPUMITOTpadu-

YCCKUM Tpe6OBaHI/I$IM AJIs IPUMCHCHHUA B PA3JIMYHBIX I/IH(I)OpMaI_II/IOHHHX CHUCTEMax, oa-



HaKO HOBM3HA IpesiaraeMoro Meroja mudpoaHus Tpedyer B OyaymieM ero BCeCTOPOH-

HEero aHanusa (4, Ipu HEOOXOIUMOCTH, JATBHEHIIIETO COBEPIICHCTBOBAHMS ).

Takum oOpazom:

JlaHHBII adTOPUTM MOXKET UCIIOIB30BAaThCS B KAUECTBE CUMMETPUYHOTO aIrOPUTMA M-
poBanus. biaaromapsi cBouM KauecTBaM, a UMEHHO: YHHBEPCATbHOCTH, CKOPOCTH, MPOCTO-
TE peaju3alfii, OH MOKET MCIOJIB30BATHCS UISA MOCTPOCHHUS IMHUPOKOTO CIIEKTpa 3allH-
HICHHBIX MH()OPMAIMOHHBIX CHUCTEM C Pa3IMYHBIMH TPeOOBaHHSIMHU K KpHITOrpadude-
CKUM CPEJICTBAM 3allUThlI.

DTOT aNrOpPUTM MOXHO TaK)K€ MCIOJB30BaTh JUISl OPTaHU3alUd CUMMETPUYHOM KPUIITO-
CHUCTEMBI C CEAHCOBBIMU KJIFOUaMH, YTO IOBBIIIACT 3AIIUIIEHHOCTh WH(GOPMAIIMOHHOMN
cuctembl. B kadectBe Kirouda 3ammgpoBaHUs CeaHCa MOXKET HCIOJb30BaTh, HAPUMED,
KJTI0Y pactii(poBaHus IPEABAYIIETO Ceanca.

OnucaHHBIA ANTOPUTM MOKET HCIIOJIB30BATHCS JJIs BRIPAOOTKH X3mI-QyHKIMU. Ha ero

OCHOBE MOJKET OBITh CO3/I1aHa CHUCTEMa DJICKTPOHHOU U(PPOBOH TTOIHCH.
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