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RA-TexHonoruu. ObecneyeHue 6eszonacHocTu cuctem RFID

B pamkax nokiana Ha koHpepenunu PycKpunro 2006 «Munnmamcrckas kpunrorpadus u ee
npumeHerue B cucremax RFID»

C cucTeMHBIX O3ULUI H3TIaraloTcs OCHOBBI CTOXacTUUeCKoW Kpunrorpadpun u Random Art TEXHONOTHIA.
Ocoboe BHUMaHHE yIeNAeTC MUHUMAIUCTKON KPUNITOrpaQuy U CHMMETPUYHBIM KPHIITOrpadUUECKUM ITPUMH-
THUBaM, C peryJaupyeMoil B HEOOXOAMMBIX MpeAeiax CTOHKOCThIO U PACCUNTAHHBIM HA PEaTM3allUio B YCIOBUAX
KpaifHero ae¢uuTa pecypcoB (Te4aTHbIe, IIacTUKOBbIe U KpeMHueBble MeTku RFID). [IpencraBnenHsle Kpuil-
TorpadMuecKie MPUMHUTHBBI MPOCTHl B MCIOJIHEHUH, AOMYCKAIOT MacIiiTaOMpOBaHWE M PaclpOCTpaHEHHE Ha
nro0ble MIaT(HOPMBI U KaYECTBEHHO OTIMYAIOTCS OT CYIISCTBYIOIIMX aHAJIOroB. THIIMYHBIC BapHaHTHI peann3a-
UM BEIHECEHBI Ha 0011ee 00CyKICHHE 1 MPOIUTH IPeABAPUTEILHYIO0 KPUIITOTPAPUUECKYIO SKCIIEPTH3Y .

1. OCHOBbI cTOXacTMYyecKkon Kpuntorpacum

Croxactudeckas Kpunrorpadus ¢ €IMHBIX TEOPETUYECKHX IMO3UIMI OXBAaTHIBAET BCE OCHOB-
HbIE pa3zieibl CHMMETPUYHON KpunTorpaduu U MpeacTaBisieT co0oil HOBOE HAyYHO-NPAKTUYECKOE
HaNpaBJICHUE PA3BUTUS JTUHEUHBIX U HETMHEHHBIX CTOXACTUYECKUX CHCTEM C JUCKPETHBIM BPEMEHEM.
OpuuM U3 pemamux (akTopoB pa3BUTHS ATOTO HANPABIEHUS SIBUIOCH BBEICHUE HENONHOU apud-
MemuKu M OTKPHITHE IPUCYIIUX CTOXACTUIECKUM CHCTEMaM OUXOMOMUYECKUX CEOUCE.

OCHOBY CTOXaCTHUECKON KpUNTOTrpaduu COCTABISIOT OuUXomomuyeckue U noauxomomuyecKue
orneparopsl. Juxomomuueckue D-oriepaTopbl JUHEHHBI MO0 apXUTEKType M BHICTYHAIOT B KayeCTBE
CTPOUTENBHBIX OJIOKOB JTUHEHHBIX PaHIOMU3AIMOHHBIX CUCTEM U MPEIONPEICIIAIOT HalpaBIeHUs pa3-
BUTHS HEMHEHHBIX cucteM. Ilonuxomomuueckue D-onepaTopsl NPEICTABISIOTCS HEIUHEUHbIM AHA-
Jn020M D-01IepaToOpOB HENUHEUHBIX CUCTEM.

[Tonumxoromuueckue H-onepaTopsl MO3BOJISAIOT YCTPAHUTH CYIIECTBEHHbBIE HEOCTATKU MPHUCY-
1[Me TUXOTOMHYECKUM OINEepaTopaM, CYIIECTBEHHO MPEBOCXOMAT UX B KPUNTOTpaduyecKoM OTHOLIe-
HUM U O60JIee TPOCTHI B UCTIOTTHEHUH.

B cBoro ouepenb, 0cobas poiab B CTOXaCTHUECKOW KPUNTOrpapuu OTBOAUTCS PAZBUTHUIO MUHUMAIU-
CMKOU Kpunmozpaghuu, pacCCUNTaHHON Ha cynepMmaible OJOKH, ATUHON OT 8 1o 48 Out, mpeamnona-
rafolei peaym3auio YCTOWIUBBIX K “B3JIOMY” KPUNTOTPaUIECKUX CPENICTB M YCTPOUCTB B YCIOBHUIX
KpaifHero ne¢uiura pecypcosn, JA0oMycKamomeil MaciTabupoBaHie M PAacIpOCTpaHEHUE HA TPaTULIM-
OHHBIE U HOBBIE, CBEPXCKOPOCTHBIE U BBICOKOIPOU3BOAUTEIbHBIE KpUNITOrpAPHUECKHE TPUIIOKEHUS.

MunuManucTkas Kpunrorpadus U ee MpOoAOKEHUs, MOHOOI0UHbL TIO apxuTekType. Ilyrem
KOMITIEKCUPOBAHUS OJOKOB, MOHOOJIOYHASI KpUNTOTpadusi IEPEXOAUT B MYbMUOIOUHYIO, IOTTyCKa-
IOLIYI0 UCHOJIb30BAHNE MPUHIUIIOB HApaIlXBaeMOW MOJYJIBHOW apXUTEKTYpbl, 0COOCHHO 3(pPeKTHB-
HYIO JUIS TIPOTPaMMHOW W almapaTHOW pean3aliil KPUNTOTpapruecKuX PEUIeHUH OYeHb BBICOKOU
CTOMKOCTH Y NPOU3BOJAUTEIBHOCTH.

2. RA-TeXHONOrMmn 1 UX NpenmyLLecTea

Texaudeckas peann3anus CTOXACTHYECKUX CHCTEM M CTOXACTHYECKOW KpUNTOrpaduy MOXKET
OBITH OCYIIIECTBUMO Ha OCHOBE pa3paboTanHbix Kommnanwueii, Tak Ha3zbiBaeMbIx Random Art (RA) Tex-
HOJIOTUH

RA-TeXHOJIOTMH B TEXHMYECKOM OTHOUIEHHH, a TAKXKE 3aJI0)KEHHBIM B HUX MOTEHLHAIbHBIM
BO3MOXKHOCTSIM 3aMETHO OTIIMYAETCS OT CBOUX IPEANIECTBEHHHUIL, IO CIIETYIOIINM IOKa3aTeIIsIM:

1. IlpocToTa peanu3anuu, oOyCIOBICHHAs MPOCTEHINEH TUHEHHOM apXUTEKTypOil U TOMOJIO-
THEH, MpeayCMaTpUBalOIed UCIOIb30BaHUE OJHOPOAHBIX JIMHEEK, IIOCTPOCHHBIX HA OCHOBE OJHOTO
W3 JIBYX 3JIEMEHTOB - Jornyeckoi onepauuu cinoxkenuss XOR unu konbronkiuu H.

2. Bpicokasi IPOM3BOAUTEIBHOCTD, IIPEICTAaBICHHAS BO3MOKHOCTBIO OpraHU3aliy BCIOAY Ia-
pajIenTbHON KpUNTOTpaguuecKkoil 00paboTKH KaxI0ro OTACIBHOr0 OMTa U3 6J10Ka, CO CKOPOCTHIO CO-
U3MEPUMOM C BBIMIOJIHEHUEM OJHOM joruueckoit onepanuu XOR.

3. @yHKIHMOHAJIBHOCTB, O0CCIIeYBacMasi HECTAllMOHAPHBIM, MHOTOMEPHBIM U TTapaMeTpHyec-
KHM XapaKTEpOM CXEM pealn3aliii, IOCTPOCHHBIX HA OCHOBE YIIPABJISIEMBIX OIIEpALMi, TO3BOJISIOIIAS
YCIIEUTHO MPOTUBOCTOSITh U3BECTHBIM KPUNITOIPAhUUIECKUM aTaKaM.
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4. YcTOHYHMBOCTh K CTOPOHHHUM aTaKaM, 3a CUET 3JIEMEHTApHOro Habopa 3a7eiCTBYEMbIX
olepanuii, mapaMeTpu3aluu, HeleTepMUHNA3MA U NTapajljiesin3Ma.

5. Hu3zkoe 3Hepronorped/jieHue H ce0eCTOUMOCTD, JOCTUraeMble Oarojapsi IpOCThIM CXEMO-
TEXHUYECKUM PEIICHUSIM U MaJbIM allllapaTHBIM 3aTparaM, He TpeOYyIOIUM MPUBJICUYEHUS aJpecyeMoit
NaMSATH U TOPOTOCTOSIIIEH MPoLeccOpHOi 00pabOTKH.

6. MacmTabupyeMoCTh, OT CyliepMaIbIX OJIOKOB JJIMHOW 8 OWUT M 10 CYNepOOIbIINX, JITHHOM
B 512 u Oonee OUT, JocTUraemast 3a C4eT UCIOJIb30BAHUS SKCIIOHEHIIMAIBHO HAPACTAIOIINX, TABUHHBIX
3G HEKTOB U MEXaHU3MOB PACIIPOCTPAHECHHUS BIUSHUS OUT.

7. CTpyKTypHasi THOKOCTb, OT BO3MOYKHOCTH KOMIIJIEKCUPOBAHUS OJIOKOB M HMCIIOJIb30BaHMS
HapalrBaeMoil MOJTyJIbHON apXUTEKTYPhbI, 10 BO3MOKHOCTH MOCTPOEHUS LIEIOCTHBIX CETEBBIX CUCTEM
000 CIOKHOCTH.

8. OTKPBITOCTH M NMPO3PAYHOCTD JIJISl KCIIEPTHOTO aHAIN3a, HATMYKME 00Iel METOIMKA KOM-
IUIEKCHOM OIIEHKH CTOXaCTUYECKON HAaJEKHOCTU M KpUNTOrpaduueckoil CTOMKOCTH pa3padaTbiBaéMbIX
MIPUIIOKEHUHN.

9. I'ny0mHa ¥ IIMPHHA 0XBAaTA, BhITEKAIOMas U3 (PyHAAMEHTAIBHOTO U BHICOKONPOYKTHBHO-
r0 XapakTepa UCIOJIb3yeMOl TeopeTHYecKor 0a3bl, BEICOKOTO YPOBHS 0000mIeHHS U (OpMaTH3aIiH,
YHU(UKALNY ¥ CTaHIapPTU3ALUN ONTUMAJIbHBIX PELICHUH.

Hcxoas U3 IpuOpUTETOB HAYYHO-TEXHUUYECKOH IeATENbHOCTH KOMIIAaHUHU U TOTPEOHOCTEH PhIH-
Ka, K HAcTOsILEMYy BpeMeHH HauOojiee JETanbHO OTpabOTaHBl PEIEHUs, CBSI3aHHBIE C MOCTPOCHUEM
reHepaTopoB (TICEBI0) CIyUYalHBIX YHCEN, HCIIONIb3yEeMbIX B CUCTEMAaX YNPaBICHHs KIIOYaMU U MOTOY-
HOro MHU(POBaHUs, BKIOYass OCHOBaHHbIE HA CUMMETPUYHOM KpHUNTOTrpaguu MPOTOKOIBI M 3aJauu
MPOBEJICHUS] UACHTU(PHUKAIIMU, OJTHOCTOPOHHEH U B3aUMHOM ayTeHTHU(UKALUU OOBEKTOB, XEIIMPOBa-
HUS 1 BBIPAOOTKH MOKa3aTeNeil KOHTPOJIS IIEIOCTHOCTH MH(OpMAITIH.

B ocHoBy RA-texHonoruii noioxensl «Crocod mpuaaHus peasbHOMY OOBEKTY paHIOMHM3alMOHHBIX
CBOWCTB M PaHAOMHU3AIIMOHHAS CUCTEMay, HAIIEANINX CBOE OTPAKCHUE B 3asBKE HA MEXKIIyHAPOTHBIN
nateHT PCT/RU03/00141, 7 anpens 2003 roxa.

3. UHcTpymeHTanbHble cpeacTBa RA-TeXHONornn

Hcxonst u3 TpeOOBaHMiA, NPEABSIBIAEMBIM K 3JIEMEHTaM COBPEMEHHBIX KPHITOrpapuYecKux
CUCTEM, Ha OCHOBE RA-TEXHOJIOTHI, TPOBEACHA pa3paboTKa U anpoOaius IIMPOKOro Kiiacca MaTeMa-
THYECKHX aJITOPUTMOB M BBIYMCIHUTENBHBIX MPOrpaMM, HMPUTOTHBIX JUI UX CAMOCTOSITEIFHOTO HC-
IIOJIb30BAHHA B MPOIrpaMMHBIX MPOAYKTax U annapaTHofI peamn3anun COOTBETCTBYIOIIUX UM PaHI0-
MU3AIMOHHBIX YCTPOUCTB, 00BETMHEHHBIX O] OOIIUM HAa3BAHUEM — UHCIPYMEHMAbHble CPeOCmaa
RA-texHONOTHIA.

HHcTpyMeHTanbHbIE CpencTBa RA-TEXHONOTHI pacCYMTaHbl Ha MEPCIEKTHUBY M BKIIOYAIOT B
cebs1, caenyroue (COnpoBOKIAEMbIE HE CTPOTUMU OTNIPEAETIEHUSIMHU ) KOMITOHEHTBHI:

Jluxomomuyeckuit onepamop — paHJOMU3AUOHHBIN ONIEPATOP, CIIOCOOHBIN MOPOKAATH Iy TEM
MOCJIEIOBATEIBLHBIX €T0 UTEPAIN, OHY MU HECKOJIBKO, TaK HA3bIBAEMBIX OUXOMOMUUECKUX NOCAE00-
samenbHOCmell, COCTABICHHBIX U3 HEOTPULATENbHBIX LEIbIX ABOMYHBIX uncel 0,1,2 ..., pa3psagHOCTbIO
n, 00JaNarIIMX CBOMCTBAMHU MPHUCYIIUM OUTaM TMOCJIECIOBATEILHOCTH, (POPMHUPYEMBIM Ha OCHOBE Op-

JIMHAPHBIX CUETUUKOB, TUMA X; =X;_; £ C.

Henumneininwlii cuemuux (Ouxomomuueckuti cuemyux) — paHJOMU3aLIMOHHBIN T€HEpaTOp UHKpE-

MEHTHOTO WM JAEKPEMEHTHOTO THMA X; = X;—; £ ¢, TpPeIHa3HAYCHHbIH 11 (OPMUPOBAHUS MPOCTEH-
i€l TMXOTOMHYECKON IOCIEA0BAaTENbHOCTH, IIyTEM IOCIEA0BATENbHBIX UTEpALMi COCTABIISIOIIETO
€ro IMPOCTENUIIEro AMXOTOMUYECKOTO OIIEPATOPA.

Jluxomomuueckuii 2enepamop — PaHIOMU3ALMOHHBIN T'€HEpaToOp, NMOCTPOEHHBIH HAa OCHOBE
JUXOTOMHYECKUX CUYETYMKOB, C JUXOTOMHUYECKHUM OIEPATOPOM, NPELyCMATPUBAIOLIIUM YCKOPEHHOE
pacnpocTpaHeHHe BIMAHUS MJIaAIIMX OMTOB Ha CTapliue, MpeJIHa3HAYeHHBINH U1l (GOPMUPOBAHUS O
HOM HJIM HECKOJIBKUX CJIOKHO YCTPOCHHBIX JUXOTOMHYECKUX ITOCIEN0BATEIBHOCTEH, OJJHOBPEMEHHO,

n
C MIEpUOJIOM MOBTOPEHUS 2 .
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T'enepamop kn10ues020 nomoka (panoOMuU3AYUOHHBIU, OECNOBMOPHDILL) — CTOXACTUYECKUH Te-
HepaTop, NpeIHa3HAYEHHbIH A (OpPMHUPOBaHUS OECIOBTOPHBIX IOCIIEI0BATEILHOCTEW HEOTpHIla-
TEJBHBIX LIENIBIX JBOMUHBIX YHCEI, C TIEPHOOM TIOBTOPEHHs 2", IyTeM GHEKTUBHBIX (B3aHMHO OJHO3-
HAuHBIX) MpeoOpa30BaHUI UCXOAHBIX AJIS HUX TUXOTOMHUYECKUX MTOCIEI0BATEIbHOCTEM.

OonocmopouHnuit onepamop (PaHOOMU3AYUOHHbBIN) — CTOXACTUYECKHM OIMepaTop OT MHOTHX
JTBOMYHBIX TIEPEMEHHBIX, TIOCTPOCHHBI Ha OCHOBE JMXOTOMHUYECKHX OMEpPATOPOB, MPEAHAZHAUCHHBIH
JUTSL TIOTy4YeHUsT HeoOpaTuMoro obOpasa mpeoOpa3oBaHMA MO OAHOMY M3 CBOMX apryMEHTOB, 3a CUET
HEJCTEPMUHUPOBAHHOTO XapaKTepa U3MEHEHHUSI MHOKECTBA OCTATBHBIX €T0 apTyMEHTOB.

I'enepamop zammol (paHooMu3ayuoOHHbIIL) — CTOXaCTUYECKUN TE€HEPATOp, IMOCTPOCHHBINA HA OC-
HOBE OJHOCTOPOHHHX OIEpPaTOpPOB, MpeIHA3HAYCHHBINH s (OPMUPOBAHHE PABHOMOBTOPHBIX IOC-
JIeI0BaTEIbHOCTEN HEOTPULIATENIBHBIX LEIbIX IBOUYHBIX YHCEI, C IEPUOJIOM HE MEHEe 3aJJaHHOTO.

Oononanpaenennslii onepamop (PaHoOMU3aYUOHHLIL) — CTOXACTHUECKUN OMEepaTop OT MHO-
IMX JIBOMYHBIX TMEPEMEHHBIX, 00pa3yeMblii MyTeM KOHEYHOI'O YHCIa MOCJIeI0BaTeNIbHbIX HUTepaluii
(payH0os) BXOJAIIETO B €r0 COCTaB OJJHOCTOPOHHETO OIepaTopa.

B koHTeKcTe cToxacTudeckuX (paHIOMH3AIMOHHBIX) CHCTEM, TICeBAOCTyYaitHbie PR-pyukyuu
U onepamopsl ayTeHTUGUKauuu, xXeuwt-pyuxkyuu u onepamopsvt, MAC-ghynxkyuu n onepamopul CKaTus
JTaHHBIX M BBIPAOOTKM TOKa3aTeseld KOHTPOJs MEeTOCTHOCTH MH(OpPMAIMH — PacCMaTPHUBAIOTCS Kak
CIELMAJIbHBIN KJIACC OJHOHAIIPABJICHHBIX OIEPAaTOPOB, UMEHYEMBIX PAHOOMUSAUUOHHbIMU azpeca-
mamu.

OYHKIMOHATHHO 3aKOHYEHHBIE KOMIIOHEHTHI HHCTPYMEHTANBHBIX CPelICTB RA-TEeXHOIOTUH UMEHYIOT-
Csl Kpunmozpaguueckumu nPUMUMUEAMU CTOXACTUIECKON KPUIITOTpapuH.

4. MepBooyepeaHble 3agayum peanusaunm RA-TeXHONOrun

Cpenu mepBoOYEpeTHBIX 3a1a4 BHeApPeHUs! RA-TeXHOIOrui, Kak Hauboee MepCIeKTUBHBIX C
TOYKH 3PECHUSI TIPOJBUIKEHUS PEIICHU KOMIIAaHUU HA PHIHOK, OTBOJUTCS 3a/1auaM 3allUThl MaTepUallb-
HBIX 00BEKTOB OT KJIOHUPOBaHUS, (hadbCUPUKAIIUU U TOIICIKH, IPEAOTBPAIICHUIO MOMBITOK KYIbHH-
4ecTBa, BOPOBCTBA U IPYTMX HECAHKIIMOHUPOBAHHBIX JEUCTBUI HA OCHOBE TexHOJIorui RFID:

® 3aIIKTa NPOAYKIMHU OT KIIOHUPOBAHUS, pabcuUKaAINK U TTOAIEIKH;
® OCYIIECTBIICHHE MEIKHUX JICHEKHBIX PACUETOB U IUIATEKEM;
® MapKHPOBKAa M KOHTPOJb pecypca 000pyA0BaHUs, yCTPOMCTB, y3JI0B U ACTalCH,
CHApSDKEHUS, OPYKHUS U OOCTIPUTIACOB;
® 3aIUTa TPAHCIIOPTHBIX CPEJICTB OT XMINECHUH (YTOHOB), AUCTAHIIMOHHOE BBISBIICHUE TTOXHIIICH-
HBIX CPEJICTB;
3JIEKTPOHHOE KJIEMMEHHUE PACTEHU, )KUBOTHBIX, CKOTA U IITULIBI;
3aIllUTa U 3aBEPEHHUE IOKYMEHTOB U IIEHHBIX OyMar;
3alIMTa HAllMOHAJTBHOM BAJIIOTHI;
JIpyTHE 3a]lauu, BKJIIOYasl 3a/1a4d NMPEIOTBPAILICHUS] HECAHKIIMOHUPOBAHHOTO JIOCTYyIIAa U Opra-
HU3aIUHU IPOITYCKHOTO PeXUMa.

3ammTa NpoAYKIIMU OT KJIOHUPOBAHUS, (palbCH(PUKAIIMK U TIOJIEITKHA MOXKET ObITh 3 ()EKTUBHO
OCYILIECTBJIEHA B CHCTEME 3aIIUThl TOBAPHOTO PHIHKA OT (albCU(PHUIMPOBAHHON U KOHTpadakTHON
npoayknuu. Beioop KoMmanwueit pemenus 3Toil 3aaui B KAUeCTBE MeMbl HePB8020 NAaHa NAJICKO HE
cilydaeH 1 00yCIIOBIICH CIeyIOIUMHU (PaKTOpaMu:

Bo-nepBbIx, 33/1a4a 3alIUTHl TOBAPHOTO PHIHKA OT (paabCHPUUIMPOBAHHON W KOHTpadaKTHOU
MPOIYKIMH, caMa 10 ce0e aKTyalbHa U BMECTE C APYTHMHU 33/1a4aMU @ CUCHeMe Pecylupoeanus mo-
6apHO20 PbIHKA, CIOCOOHA COBEPIIUTH YKOHOMUYECKHUI MEPEBOPOT B Chepe MPOM3BOACTBA U pean3a-
[IUM TOBApOB Ha PHIHKE.

Bo-BTOpBIX, B OCHOBE 3aIIUTHI JICKHUT HCS TPUBIICUCHHUS IIUPOKHUX CIOCB HACEICHHUS K KOHT-
POJII0 TOBAPHOTO PHIHKA, HA OCHOBE OOIIEJOCTYITHBIX B MYHKTaX MPOJAXHA U HEAOPOTUX HHIUBHILY-
aJIBHBIX YCTPOMCTB MPOBEPKU MOATMHHOCTH IproOpeTaemoro ToBapa. [1o cyTu, B oTiau4me ot nmpenmno-
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YUTAEMBbIX HBIHE CHUJIOBOTO JABJICHHUS U CIACPKHUBAIOIIMX BIACTHBIX OTPAHUYECHUH, TEM CaMbIM IOJ]-
KJIFOYAIOTCS JIOTIOJIHUTENbHbBIE CUIIBHBIE MEXAHU3MBbI, TIO3BOJISIOLINE OCYIIIECTBUTD MOCIIEI0BATENbHBIN
U B3BEIIEHHBIH Mepexoj] 0T Mano3((EeKTUBHOIO BEIOMCTBEHHOI'O TOCYAAPCTBEHHOTO KOHTPOJS, K
WUPOKOMACUWIMAOHOMY OCliCIEEHHOMY 00U{eCIMEEHHOMY KOHMPOJII0 MOEAPHO20 PLIHKA.
B-TpeTbuX, 10 00IIEMy MHEHHUIO CIIELUAIUCTOB, O€3 MpopbiBa B 00JaCTH MPOU3BOJCTBA JE-
1IEBBIX (NI€YaTHBIX, IJIACTUKOBBIX, KPEMHHUEBBIX) PaJHOYacTOTHBIX METOK W HEJOpPOTHUX YCTPOMCTB
MIPOBEPKH MOATUHHOCTH METOK, a TaKkKe JOCTHKeHUH KoMmaHuu B 00J1acTH MUHUMARUCIMKOU KpUn-
mozpaghuu, TPEATIONATAIONICH pean3aliio B yCIOBUIX KpaiHero AeduuuTa pecypcoB yCTOHUMBBIX K
“B3710MY”’ KpUIITOrpa)UuecKUX yCTPOUCTB, AEHCTBEHHOE M PEHTaOeNIbHOE PELICHUE 3aJaud 3allUThl
MPOAYKIMH OT KIIOHUPOBaHUs, pambcuukanum u moaenky, He IpeACcTaBIsIeTCs BO3SMOXKHBIM.

5. CocTosiHMe RA-TexHONOrnu

OO0BbeKTHBHO, RA-TEXHOIOTUN XapaKTePU3YIOTCS Malloil M3BECTHOCTHIO M CBOCH OTHOCHUTEIb-
HOI\/JI MOJOAOCTBIO, €CJIIN CYI[I/ITI) HUCXOOA U3 OAaThl pGFI/ICTpaIII/II/I 3as41BKa Ha MC)KIIYHapOHHLIfI IIaT€HT, a
st0 2003 roa, Korga OTKphITas MyOIMKalus HE KOMMEpPYECKH 3HAYMMOW YacTh MaTepuajoB crajia
BO3MOXKHOM. Ha camom jerne, TEXHOJNOTHSI HE TaK Y W MOJIOJA, €CIIM MPUHATh BO BHUMaHHE OoJiee
4yeM JeCATHICTHUIN nepuo pa3padoTKH, IPeaIIecTBYIONUN 0OPMIICHHIO U MOAaue MEXIYHaPOTHOM
3asIBKH.

C BHenpeHueM RA-TeXHOIOTUH, a TaKke pa3padaThiBaeMbIX HA UX OCHOBE YCTPONCTB U CHC-
TEM, I10 MHCHUIO CIICLITUAJIMCTOB I10 CI/ICTCMHOﬁ AHAJIUTUKE, CXEMOTCXHHNYCCKHUM pGIHeHI/H[M nu KpI/IHTOF-
pacduu CBA3aHbI CIEAYIOIINE PUCKU:

1. HeocyecTBUMOCTh MEXAaHU3MOB MHTEIPALIMH 3JIEMEHTOB CUCTEM U MTPOTOKOJIOB 3aLUTHI.
HeBo3MOKHOCTB anmapaTHOW peanu3aluy PEIIEHUN U JOCTHXKEHUS UX HAJUJIEKAUX TEXHUYE-
CKMX M CTOMMOCTHBIX MOKa3aTeaeh. Y A3BUMOCTh YCTPOMCTB K CTOPOHHHUM aTaKaM.

3. Komnpomerarus cTaTHCTHYECKOI HAZ)KHOCTH M KPUITOTpapUuecKoi CTOMKOCTH Mpeasiarae-
MBIX HHCTPYMEHTAIbHBIX CPEJICTB.

Jiist 000CHOBAaHMS U TTOITBEPKACHUS MPAKTUIECKON peannzyemMocTi RA-texHonoruid, B 2004-2005 r.,
COBMECTHO C MOCKOBCKHM KOMHUTETOM M0 HAyKe M TeXHOJIOTHSIM ObLIa MPOBe/IeHa POMEKYTOUHAS
HUOKP, no teme Cucmema konmpona cepmupukayuoHHbix MemMoOK nPOMbILLIEHHBIX MOGAPOE, HA
ocHoBe TexHosoruii RFID. Cucrema nonyuniia cBoe nanpHelee pa3sutue B Konyenyuu pezyaupo-
6AHUA MOBAPHO20 PBIHKA U NCCIIEIOBATEIHCKON padoTe npoBeAaeHHOM KoMmanueit mo Qbecneuenuro
oe3zonacnocmu mexuonozuii RFID.

OOparasch K TEOPETUYECKUM OCHOBaM RA-TEXHOJOTUH MTPO3BYUYaBUINX B CEKIIMOHHOM JOKJIa-
7€, 3aKJIFOUEHHSIM HKCIIEPTOB U JOMOJHUTENIbHBIM PEIICHUSAM MO0 YCTPAHEHUIO 3aMEUYaHUul, a TaKkke K
pe3ynbTaraM pa3paboTKH, paCCYMTAHHOTO Ha PA3JIMYHbIE BHIYMCIUTENbHBIE MIIaT(GOPMbI HAOOpa UHCT-
PYMEHTAIBHBIX CPEJICTB U MX MAIIMHHOTO MOJIETUPOBAHUS, 110 MPEICTABICHHBIM MUNUYHbIM OMKDbl-
Myl peutenusm, MOKHO CIeNaTh CleAyolue O0II1e BHIBOIBI:

1. Pa3paboTtannbie Ha OcHOBE RA-TEXHOJOTHI reHEepaTophl KIOYEBOrO MOTOKA U MHOTOYPOBHE-
BbI€ MTPOTOKOJIBI YIPaBICHUS KIIIOUYaMU, [MO3BOJISIIOT OpraHU30BaTh CETEBYI0 00pabOTKy, HE0O-
XOJIUMYIO JJI IIOCTPOCHUS CIOKHBIX PACIPECIICHHBIX CUCTEM, HHTETPALIMMU U 3AILHUTHI €€ JIe-
MEHTOB.

2. HMHcTpyMeHTanbHbIE CpeACTBa npeacTaBisieMble KoMnanuen nomyckaioT 3¢ GeKTUBHYIO arra-
paTHYIO peau3aluio B YCIOBUAX KpaiiHero nedunura pecypcoB. [locTpoeHHbIE HA UX OCHOBE
YCTPOUCTBA, (pakTHUECKH 007aJat0T MpPEeIeTbHO BBICOKOH MPOM3BOIUTENBHOCTHIO U TPEOYIOT
MaJbIX anmapaTHbIX 3aTpaT, He CKa3bIBAIOIINXCS HA PEHTA0EIbHOCTH X IPOU3BOCTBA.

3. VecrpoiicTBa, pazpabarbiBacMbie HA OCHOBE RA-TEXHOJIOTHIA, 32 CUET apaMeTPU3AIUH U ITOTHO-
ro napajuiean3Ma He YSA3BUMbI K CTOPOHHMM aTakaM. 3aBUCHUMOCTb CEKPETHBIX KIIFOUEH OT Cy-
IIECTBEHHBIX BHEIIHUX NMPU3HAKOB 3aIMIIAEMBIX O0BEKTOB M MHOTOYPOBHEBBIE MPOTOKOJIBI
3aIUThl MAacTep KIIOUEH, /1elaeT uX YCTOMYUBBIMU U K (PU3NUECKOMY B3JIOMY.

4. WHCTpyMEeHTaIbHBIC CPEACTBA 00IATAIOT CTATUCTUICCKON HAC)KHOCTHIO, TIOATBEPKIAEMON Ha
OCHOBE IPOBEPEHHBIX MAKETOB CTATUCTUYECKUX TECTOB, JOCTATOYHOW ISl UX MPAKTUYECKOTO
HCIIOJIb30BAHMS.
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5. VIMUTanMOHHOE CTaTUCTUYECKOE MOJEIUPOBAaHUE JTMHEWHBIX, MU (HepeHIHaIbHBIX U KOppes-
LIMOHHBIX aTaK, IPEICTaBICHHBIX HHCTPYMEHTAIIbHBIMU CPEACTBAMM KPUIITOTpapUUeCKUX MpU-
MHUTHBOB, Ja€T OCHOBaHME MPeoaraTh 0 BO3MOXKHOCTHU JOCTHXKEHHSI HEOOXOJUMOI0 YPOBHS
KpunTorpaguueckoi CTOMKOCTH MOCTPOEHHBIX HA UX OCHOBE YCTPOMCTB.

Kak cienyeT u3 npencTaBieHHbBIX NOJIOKEHUH, B 30HY PUCKOB MTONAAal0T HHCTPYMEHTAIbHBIE CPENICT-
Ba, K KOTOPBIM TPEIbSBIAIOTCS BHICOKHE TPEOOBAaHUS K UX KPUNTOrpaduyeckoil CTOWKOCTH, a UMHUTA-
LIMOHHOE MOJICIMPOBaHKE HE JJaeT rapaHTUH BBIMOJIHEHUS 3TOTO TpeOOBaHUS.

Pe3ynbTaThl UMHTAITMOHHOTO MOJEIMPOBAHUS MOATBEPXKIAIOTCS Ha MpUMepe Kpurrorpadu-
YEeCKOro aHainu3a 32-x paspsiHOro ajaropuTMa OJHOCTOPOHHEH ayTeHTHU(UKALUH, TPOBEAECHHOIO U3-
BECTHBIM BceM skcniepToM pupmsl JlanKpunro, BanoBsiM Anekcanapom EBrenneBuuem. Pesymnbra-
Thl aHAJIM3a JOMYCKAIOT MAacIITaOMpPOBAaHUE M PACIpPOCTPAHEHHE, Ha JApPYrue Kpunrtorpapuyeckue
w1aThopMbl U IPUMHUTUBBI OJTHOCTOPOHHEH M B3aMMHOW ayTEeHTU()HKALMH, NICEBAOCITyYaiiHbIe (YHK-
LUU U OIIEpPaTOpBl, a TAKXKE, IPU BBEICHUHM COOTBETCTBYIOUIMX YCWJICHUH M Ha TI'€HEPAaTOPbI FaMMBI,
Xel-QyHKIUU U OmepaTopbl BEIpaOOTKM MOKa3zaTesell KOHTPOJS LEIOCTHOCTH MH(pOpMAIMU. A 3TO,
0e3 ydeTa reHepaTopoB KIIIOYEBOIO NMOTOKA, (PAaKTUYECKH BCS UM 3HAUUTENbHAsl YaCTh MHCTPYMEHTAb-
HBIX CPEICTB CTOXAaCTMYECKOW KpUMNTOTpaduu, MPUYEM YacTh, HAXOIAMIASCS B 30HE 0CO00 CHUIIBHBIX
KPUNTOTpapUUECKUX PUCKOB.

He cMOTps Ha 1oJIy4eHHbIE BIOJHE AOCTATOYHBIE JUISl IPAKTUYECKOM peanu3aliu pe3ysbTarhl,
IIPEJCTABICHHBIN aNrOpuT™M ayTEHTH()UKALUU MPEanoaraeT psj yCUICHUH, HE YUYTEHHBIX B aTake,
MO3BOJISIOIINX CYIIECTBEHHBIM 00Pa30M YIyUIIUTh €r0 CTATUCTUYECKHE M KpUNTorpapuueckue moka-
3arenu. V3 HUX, 0cOOeHHO 2 (EeKTUBHA 3aMEHa aJIrOPUTMA €r0 HEJIMHEHHBIM aHAJIOrOM, O3BOJISIOIIAs
YCTPaHUTh NPUCYIINE JIUHEWHBIM CUCTEMAaM CEPbE3HBIE HETOCTATKH.

B kadectBe mepBoi, Hanbosee MPUOPUTETHON 3aadyMl MPEIoJaraloneid pa3BUTHE MUHUMAIUCTKON
Kpunrorpadguu, npeamnonaraercs peanuzauus IIpoekma obecneuenusn 6e3onacHocmu mexmono2uil
RFID. llenTpaJIbHBIM MECTOM TIPOEKTa, SBIACTCS pa3paboTKa MPOTOKOJA W KPUNTOTpadHuuecKoro
MPUMUTHBA POBEPKU MOATHMHHOCTHU (ayTeHTH(uKanun) MeTok RFID. B kadecTBe Takoro mpuMHUTHBA
UCIOJB3YIOTCS PaHAOMHU3ALMOHHBIE arperarsl, pa3padotanHsie Komnanuei.

6. PaHaoMu3aumoHHbIe arperatbl

[To ompeneneHUIo, paHIOMH3AIIMOHHBIC arperarhl, ONMPEICICHHbIC HA MHOXKECTBE M JIBOMY-
HBIX BXOZIOB — MOJIM(UKATOPOB H W MHOKECTBE M BBIXOJOB Z, TOPOXKAAIOT CEMEICTBO OTHOHAIIPAB-
JIEHHBIX TICEBAOCAyYaliHbIX PR-onepamopoe ¥, = {fx(H)}kegx (Puc.2), a npu ognom Beixozne PR-
gynkuyui F={fx(H)} kg (Puc.1), onpeeaeHHbIX Ha MHOKECTBE COCTOSHUM Y= Yy x k.

3nech, £ = {K} n Q= {H} — MHOX€eCTBa BCcexX ONYCTUMBIX Kitouel K u monudukaropos H,
a Yy u Yy npocTpancTBa MOAU(DHUKAIMKM U COCTOSIHUM, COOTBETCTBEHHO, (hopmupyembie Yy = F(2y) n
Y= A(€2) 10 npocTpaHCTBO MOIU(PUKATOPOB L2y, M KIIOUEBOMY IIPOCTPAHCTBY £2k.

TH P P ? i
K i L
Z = fx(H) <Z = fK(H)><==
v Z lzl vZ, ... lzn

Puc. 1. OgnomepHas PR-¢pyHKIMS Puc. 2. MurOromepHnslii PR-onepaTtop

Ha ocuoBe W ?-arperatoB, mpu OTKphITOM KiTf0oue K MOTYT OBITH MOCTPOEHBI, COOTBETCTBEHHO, OJTHO-
MEpHBIE 1 MHOTOMEPHBIE Xeul-yHKuuu u onepamopul, npu ceKpeTHoM kitoue — MAC-ghynxkyuu u
onepamopwl BEIPaOOTKY TOKa3aTeNeil KOHTPOJIS ETOCTHOCTH HH(OPMALIUH.
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[To OTKpHITEIM KiTIOYaM — Moau(pUKaTopaM (CHHXpONOCHUIKH) H), yCTaHaBIUBAEMBIX MPSIMO
HITH IO OTKPBITOMY KITiouy K, MOXHO miepecTpaunBarh paboty W ?-arperaros.

Hcxons u3 obmux kpunrorpapuieckux TpeOOBaHMIA, B 3TOM clydyae HEOOXOAMMO, YTOOBI He-
CYIIECTBCHHBIC JTMHEHHbIe u3MeHeHus H, Ha Bxome W -arperatoB, MpUBOIMIM K CYIIIECTBEHHBIM HE-
JMHEHHBIM U3MEHEHHSM Ha UX BBIXOJIC.

PannoMusanMoHHble arperatbl ¢ KOCBEHHBIM BbIXxogoM — Z, = G, @ V,, mocne 3aBepuieHus g pa-
YHJIOB, TAPAaHTHUPYIOLINX YCTAaHOBJICHHBIH yPOBEHb KpHUNTOrpaduyueckor 6e30macHOCTH U Moauduka-
LIUM BBIXOJHOM nepeMennon G, = G, ® W,, tne W, — paHngoMu3anuoHHas nnepeMeHHas D-omneparopa
(W, #V,), nolycKaloT IepeBO B PEXKUM IIOTOUYHOTO MM (PPOBaHUs 1-OUTOBBIX OJIOKOB JaHHBIX [;
01‘qu+1‘®11' (l=1,m)
WU PEXUM paciiudpoBaHus mocTynaromniei nadopmanuu O;
I = Gq+i @ 0,
HO TIPH 3TOM, YHCJIO0 MIH(PUPYEMBIX OJIOKOB 71 HE JOJDKHO CKa3bIBAaThCS HA 00IIel Kpunrorpaduyec-
KOW CTOWKOCTH arperara.

7. NpoToKON OAHOCTOPOHHEW ayTeHTUMUKaLUn

Aymenmuguxayusa, npoucuieNiiee otr rped. authentikos — ayTeHTUYHBIN (IE€HCTBUTEIBHBIMH,
MOJUTMHHBINA, COOTBETCTBYIOIIUI MOIJTUHHOMY ), B OOIIIECHCTEMHOM KOHTEKCTE MPEAINOJIaraeT Halluinue
CyOBEKTa U 03HAYaeT MPOBEPKY MOJATMHHOCTH MPOTUBOCTOSIIETO €My 00BEKTa.

Ecnu ipu 5TOM MOMEHT UMEET MECTO TaKoe e 00paTHOE JieiicTBHE, ayTeHTU(UKAIUS Ha3bIBa-
€TCS 83aUMHOL, €CIIA HET — 0OHOCHOPOHHE.

[TocnemoBaTenbHOCTD JCHCTBHIA, 3aKaHUYMBAIONIASCS TOATBEP)KICHHEM IOJTMHHOCTH 00BEKTa,
UMEHYETCSI HPOMOKOI0M 00HOCMOPOHHEN aymeHmupurayuu.

B xpunrorpaduyeckom acnekre, IpOTOKOJ ayTeHTU(UKALUMK MTPEanoaraeT NpoBepKy Ha COOTBETCT-
BHE CEKpeTa MMEIOIETOCS y CyOBhEeKTa M CEKpeTa CKPHITOTO B ayTeHTHU(UIIMpyeMoM oObekTe. B crm-
METPUYHON (MUHUMAJIMCTKOM, CTOXaCTHUECKOM) KpUnTorpaguu, COOCTBEHHO METOAAMU U MOJIOKEHH-
SIMM KOTOPOU MBI pyKOBOJICTBYEMCSI, 3TOT CEKPET 3aJaeTCsl, 3alUILEHHbIM OT KOMIPOMETALUU U pa3-
IJIAIIEHUS] YHUKAIBHBIM K1I040M aymenmudukayuu.

B cratee Security and Privacy Aspects of Low-Cost Radio Frequency ldentification Systems, rpyr-
bl MOJIB3YIOIIUXCS MUPOBOM M3BECTHOCTHIO HKkcepToB Weis S., Sarma S., Rivest R. u Engels D.,
omy6nukoBanHo# In Security in Pervasive Computing, 2003, paccmaTpuBaeTcsi HECKOIBKO CXeM o0ec-
nieueHus 6ezonacHoctu B cucteMax RFID, kak cpen ¢ kpaitHUM 1eQHUITMTOM peCcypcoB.

W3 U3BECTHBIX B HACTOSIINI MOMEHT CUMMETPUYIHBIX KPUNTOTPAQUISCKUX CXEM, Heopemuye-
CKU camblil CUbHbLIL 6apuanm, OCHOBAH Ha NceBaocaydaiiHbiX PR-¢ynkuusax. [Ipu aToM ncxonsat us
MOJIOKCHUH, YTO KaKJasi MPUBS3bIBaACMast K 3allUIIAeMOMY OOBEKTY PaJuOYacCTOTHAs METKA HCIIOb-
3yEeT BMECTE CO CUYMUTHIBAIOIIUM YCTPONCTBOM YHUKAJIbHBIN CEKPETHBINA KIt0U A, W3 KIIFOYEBOTO MPOCT-
panctBa K, v moaaep>KUBaeT MHOYKECTBO TICEBIOCTYYalHbIX (PYHKITUH F ={f}kek.

B BbIB0O/JIAX CTATHbH OTMEYACTCH.

OO6nacTp Mccae0BaHul, KOTOPBIE MTPUHECYT OOJIBIIYIO MMONIB3Y 0€30MacHOCTH U KOH(UICHIIN-
anbHOCcTH RFID — 3710 pa3paboTka annapaTHO 3 PeKTUBHBIX KpunTorpadpuueckux X3u-(QpyHKIuMi, cum-
MeTpuuHoro mmdposanus, MAC (KofoB ayTeHTU(UKAIIUN COOOLICHUI) U T€HEPaTOPOB CIyYaiHbBIX
yucen. OOmuMe TOCTHKEHUS B MPOU3BOACTBE cxeM M pa3BuTuu RFID moHu3aT 3atparhl M MO3BOJIST
BBIJICIIATH OOJIBIIE pecypcoB Uit pyHKIU 6e3onmacHocTh. PazpaboTka 3¢hpekTuBHBIX peanuzanuii co-
BEPLICHHBIX OJJHOCTOPOHHUX U MCEBOCTYYalHBIX (YHKIUHN SBISIETCS TaK)KE BECbMa Ba)KHBIM HaIlPaB-
JIEHUEM HCCIIEA0BaHUM.

Koncratupyercs, yTo obecredeHne CUIbHbIX KpUNTOrpaduueckux MpUMUTHBOB B TpeOyeMoM
1ieHoBoM guarnaszone 0,05-0,1$ Ha HaCTOSAIIMIT MOMEHT — HEpeaIuCMUYHAas 3a0a4a.

Mexny TeM, IpeacTaBlIeHHbIE B IIpyiiaraeMoi IIpe3eHranny pacdersl MpeanoiaraéMbiX anmnapaTHbIX
3aTpar ¥ MPOBEJCHHBIN aHAIN3 PEUICHNH, BKIII0Yasi KpUNTOTpapruecKuii, TO3BOJISIOT 3aKIIOYUTh, YTO



8

RA-TexHONOrMM U pa3paboTaHHbIE HA UX OCHOBE PaH/IOMU3ALIMOHHBIEC arperarsl U Apyrue KpUuIrTorpa-
(uveckre MPUMHUTHUBBI, CIIOCOOHBI MOAECPKUBATh MHOKECTBO PR-(QpyHKIMI U onepaTopoB KPHIITO-
rpadu4eckoil CTOMKOCTH, BIIOJIHE JOCTATOYHON JiIsl 00ecreyeHuss He0OX0IMMOI0 YPOBHS 0€30MacHo-
cTi 1 KoH(puaeHuanbHocTH cucteM RFID. [Ipuuem cuctem, mocTpoeHHBIX HE TOJIBKO, KaK MpeArnoia-
rajli aBTOPbI, HA OCHOBE MeHee KPUMUYHbIX KPEMHHUEBBIX METOK, HO U 00J1€e KpUMuUUYHbIX TUIACTUKO-
BBIX U C6epx KpumuuHblx e4aTHbIXx MeToK RFID.

Paccmotpum Gonee moapoOHO IIpoTokos mpoBeAeHUs] OMHOCTOPOHHEH ayTeHTH(UKAIMU M COCTaB-
JISIOLIAE €r0 KOMIOHEHTHI. [Ipu 3ToM OyieM c4uTaTh, 4TO COCTABIISIONINE €r0 IOJIOKEHHUS COTlacoBa-
HBI, 28 KOMIIOHEHTHI 3aKOHHO 3apETUCTPUPOBAHBI M TPOBEPEHBI — CEPTUDUITPOBAHEI.
Aymenmugukamop (0onocmoponHuii) — cepTUGUIPOBaHHOE BCTPAUBAEMOE YCTPONCTBO, OCYIECT-
BIISIFOILIEE TI0 CEKPETHOMY KIIIOUy ayTeHTH(uKanuu A, Kpunrorpadguyeckoe mpeodpa3zoBaHue MOCTY-
MUBILIETO Ha €ro BXOA /V-pa3psAHOrO CIy4YaiHOTO JBOMYHOTO YHCiIa R, UMEHYEMOTO MapKepom coc-
moanus, B Koo aymenmugurkayuu C, TON e pa3psaHOCTH.

AyteHtudukatopsl cTpoutcst Ha ocHoBe N-paspsianbix W ?-arperaros, mopoxmarommx PRy-
(GyHKIHIO, BUAA:

Karou ayrenTudukanuu oobexra — A,

B Ka4C€CTBC HAYAJIbHBIX YCJ'IOBI/Iﬁ i A
Mapkep cocrosinus — R, Y PR, -pynxuns C= f:4 (R)
B Ka4uCCTBC mapaMeTpa ¢
Koa ayrenTuduxkanum odbexkra — C

Puc. 3. ®opmupoBanue kosa ayTeHTU(PUKALIUA 00BEKTa

I'enepamop kniwoua aymenmuguxayuu — cepTuUIMPOBAHHOE BCTPAUBAEMOE YCTPOICTBO, OCYLIECT-
BIISIIOIIIEE 110 CEKPETHOMY MacTep-Kiouy K Kareropuu mpuHaJUIeKHOCTH 00beKTa, Kpunrorpaduyec-
Koe Ipeo0pa3oBaHue MOCTYMUBIIErO HA €ro BxoJ M-pa3psaHoro JBouyHoro moaudukatopa H, orpa-
KAIOILIETO CYIIECTBEHHbIE CTPYKTYpHBIE U BHEUIHHE NMPU3HAKU 3aIIMIIAEMOT0 00BEKTa, B CEKPETHBIN
KJII0Y ayTEHTUQUKAIMU A.

[eneparopsl Kiouei ayTeHTH(GUKAIMH CTPOUTCS Ha ocHOBe M-paspsinubix W -arperartos, npu
sToM M 3HauuTeNbHO Oobie IV, mopoxaaromux PRy-QyHkiuio, Buia:

Macrep-K/i04 KaTeropuu oobexra — K,

B KAUECTBE HAYANBHBIX yCIOBHIA K
Mopauduxarop — H. —

A p— | PR, -bynxuns A= f(H)
B KAuecTBE MapamMeTpa ¢

Cexpetnblii Kitrou
ayreHTHGUKAINU 00beKTa — A

Puc. 4. DopmupoBaHue CEKPETHOrO KJI0Ua ayTeHTU(UKALIUU 00BEKTa

Bepuduxkamop — ceptuduuupoBaHHOE YCTPOHCTBO (MHAMBHIyalbHOE, O0ILee, ClIeHalbHOe), Mpel-
Ha3HAYEHHOE I yCTAaHOBJIEHUS MOJJIMHHOCTU CEPTU(PULIMPOBAHHBIX OOBEKTOB.

InekmpoHHbLIl 3HAK — OECKOHTAKTHOE UM KOHTAaKTHOE 3JIEKTPOHHOE YCTPOICTBO, B MaMSITh KOTOPO-
IO 3aHOCHUTCS CEpTU(HUKAT CBA3BIBAEMOTO C HUM OOBEKTA W JIpyras crienuaibHas nH(opMaIus, Heoo-
xoaumasi as odecneueHns (pyHKIMOHAIBHOTO peIHa3HAYCHHsI 3HaKa U €r0 CUCTEMHOM HUHTErpaIuu.
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Cuumblgarouiee ycmpouicneo — 3IEKTPOHHOE YCTPONUCTBO, BKIIIOUAIOIEee B ceOs OAMH UITH HECKOIBKO
BepU(UKATOPOB M 0OECIICUNBAIOIIECE PEATN3AUI0 YCTAHOBICHHOTO MPOTOKOJIA UACHTH(PHUKAIINY, ay-
TEHTU(UKAIMU ¥ PaCIO3HABaHUS KJIOHUPOBAHHBIX OOBEKTOB, MMOMEUICHHOE B KOPIYC C AJIEMEHTAMHU
MUTAHUS U UHJIMKAITUEH pe3yIbTaTOB 00pabOTKH.

Pacrnio3HaBaHMe KIIOHOB B CUCTEME — HauboJiee TpyTHas 3a/1a4a.

Crenyst BBeIEHHBIM MOHATHUAM, PAaCCMOTpUM Oosiee noapoOHo conepxkanue IIpoTokona.
[TepBoHAYAIEHO TOJIOKUM, YTO KIFOY ayTeHTHU(HUKAIMKA CHOPMHUPOBAH, KaK IMOKa3aHO Ha Puc.

4 ¥ 3anucaH B 3alMILEHHON OT BHEIIHErO IPOHUKHOBEHHUS MIaMATH IEKTPOHHOIO 3HaKa, KaK 3TO Ipe-

nycMOTpeHo IIpoTokoa0M MpUBSA3KY 3HaKa K 3alIUIIAEMOMY OOBEKTY U aKTUBAL[MH 3HAKA.

Hpe,Z[HOHO)KI/IM TAaKKC, YTO CHUTBHIBAIOIICC yCTpOfICTBO BBIACINIO OJWH U3 3HAKOB, BXOJAIIIUX B
€ro OKpy’kKeHwue, mpoeno ero uaeHTudukamuio u no komanae AYTEHTUDOUKAILUSA, BeinanHo# 3Ha-
Ky, MOJIYYHJIO OT 3HAKa KaTeTOPHUIO MPUHAICKHOCTH 00BEKTa U BCIO IPYTYI0 WH(OpMAIIHIO, HEOOXO-
JTUMYIO JJIsl BEIUUcieHns Moaudukatopa H.

BEPUDPUKATOP

D BE——

Mapkep -resepaTto
prep P p HCTOYHUK IIyMa

cnyqaﬁnmx yuceJa

CEKPETHBIN U OTKPBITHIN
KIJIFOUH
K H -
: : JJEKTPOHHBIN 3HAK
PR, —pynkuus
MapKep COCTOSHUSA Kaou
A= fx(H
fx(H) ayTeHTH (U KATUA
KIIH04 i AV v R R i AS
ayTeHTHOUKaLMK AyTeHTR(HKATOD AyTenTH}HKATOD

3JIEKTPOHHOI'0 3HAKA |¢——

BepudukaTopa

Cv

KOJ ayTeHTU()UKANU
BépU(DHKATOpa

TIA

KOJl ayTCHTH()UKAIIHH
3JIEKTPOHHOI'0 3HITKA

Kozpr
ayTeHTU(UKALIUU
paBHBI?

Cs

MOAJUHHBINA HET
3HAK

KOHTpadaKTHBINI
3HAK

Puc. 5. Cxema npoBeneHuss OTHOCTOPOHHEN ayTeHTU(UKALIUN

[Tocne Beraucnenust Mmoaudukaropa H CAUTHIBAIOIIAM YCTPOHCTBOM, IPUMEPHBIN aJlTOPUTM MPOIICTY-
pBI ayTEeHTU(UKAIIMY IEKTPOHHBIX 3HAKOB, BBITIIAIUT cleayomuM odpa3om (Puc.5).

e Bepudukarop BbpabaThiBaeT WIM MCIOJIB3YET CHOPMUPOBAHHBIA paHee MapKep COCTOSIHUS
(ciydaiiHoe 4ncio) R ¥ uepe3 CUUTHIBAIOLIEE YCTPONCTBO MOCHUIAET €r0 3HAKY.

e Bepudukarop, UCTIONB3ys XpaHSIIIUICS B HEM, CEKPETHBIN MacTep-Kirod K kareropun o0beKTa
Y BBIYHMCIICHHBI CUUTHIBAIOIIUM yCTPOHCTBOM Moaudukarop H, BeIYHCIIET K04 Ay ayTeHTu]uKa-
LMY 3eKTpOoHHOro 3HakKa (Puc.4).
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e AyTeHTH(QHUKATOP BXOAAIIUIN B cOCTaB Bepu(dUKaTopa U ayTeHTU(UKATOP BCTPOSHHBIN B AJIEK-
TPOHHBIN, KaKIbI, UCIONB3Ys CBOW CEKpETHBIH Kitou ayTeHTudukanmu Ay u As, BbIPaOaTHIBAIOT
cBO HecekpeTHbIN koA ayTeHTHPUKauu Cy 1 Cs, COOTBETCTBEHHO.

e Koa ayrenrudukannu Cs, chOpMUPOBaAHHBIM 3HAKOM MEPEIACTCS 3alPOCUBIIEMY €0 CUUTHI-
BaIOIIEMY YCTPOMHCTBY.

e Bepudukarop cpaBauBaetr ko ayTeHTuuKanuu Cs, TOTYUYSHHBIH OT 3HaKa, C BEIPaOOTaHHBIM
uM kojom ayteHTudukaiuu Cyp. [lpu HecoBnagenun xoaoB — Cy # Cs, CUUTHIBAIOIIEE yCTPOHCTBO
CUTHAJIM3UPYET, UTO 3HAK SBISETCS KOHTPAhaKTHBIM.

[Tocne ycnemnoro 3aBepuienus ayreHtudukanuu — Cp= Cs, BO3MOXXHO CJEAYIOINIEE MPOJI0HKCHHE.

e AyreHTH(]HKATOp 3HAKA TEPEBOJUTCS B peXUM MM(POBaHUS U BhIpabaThiBaeT ramMmmy. Beipa-
00TaHHOM raMMoil 3amM(pPOBBIBAETCS XPaHSAIIAACA B 3HAKE KOMMEPUECKU 3HauuMas U KOH(PUIEHIIH-
asibHast HH(OpMAIUs U NIepeaeTcs 3aPOCUBILIEMY €TI0 CUMTHIBAIOIIEMY YCTPOWUCTBY.

e (CuuThIBalOIIEE YCTPOUCTBO NPUHUMAET U PAaCIIM(PPOBBIBAECT MOCTYMNAIOIINE JAHHBIE, U B COOT-
BETCTBUU C YCTAHOBJIEHHBIM MPOTOKOJIOM NEPEAAET UX Jajiee, Ha MOCIeIyoIly0 00paboTKy.

B nensx mocnemyroniero BeIABICHUS (aibCU(UIMPOBAHHBIX 3HAKOB U KIIOHOB, CYMTHIBAIOILEE
YCTPOICTBO BEJET MOACUET UnciIa UASHTUPUIIMPOBAHHBIX U ayTEHTU(QUIIMPOBAHHBIX 3HAKOB.

PaccMoTpeHHBIH IPOTOKOJ OJTHOCTOPOHHEH ayTCeHTU(UKAIMH ITO3BOJISIET, HA OCHOBE PaInOYaCTOTHBIX
METOK U JPYTUX JICKTPOHHBIX 3HAKOB OPTaHW30BaTh d(H(HEKTHBHYIO M HAJICKHYIO 3aAIIUTY MaTepUab-
HBIX 00BEKTOB OT (hanbcuPUKAIINHI U MTOAIEITKH.

IIpoTOKOIY MPUCYIIIH CIEAVIONINE HEAOCTATKH

« He obecneunBaeTcs pacrno3HaBaHUE KJIOHOB.
« KoMmpomeranus MacTep-kitoua KaTeropuH, BeeT K KOMIIPOMETALlMU CUCTEMBI B pa3zielie Bee
KaTeropuu.

[IpenoTBpallieHne KOMIpPOMETAIIMM MacTep-KII04Yed U paclio3HaBaHUE KJIOHOB, MOKET OBITh OCYIIECT-
BJICHO Ha OCHOBE MHOTOYPOBHEBBIX ITPOTOKOJIOB 3aIUTHI.

8. 3a|.|.l,VITa MaCTep-KHI'O‘-Ieﬁ OT KOMMNnpomeTauuu

PacnioznaBanme QanpcuduuupoBaHHON ¥ KOHTpahaKTHON MPOTYKIIMH OCYIIECTBIISIETCS ara-
paTHO, Ha OCHOBE BCTPOEHHOTO alropuTMa ayTeHTH(MKALMHU, MO3BOJSIOIIET0 NPOBEPUTH MOIJIUH-
HOCTb CBsA3aHHON ¢ ToBapoM paauoyacToTHOM (RF) merku. JlelicTBUTENBHO, €CIM UCKIIOYUTH BO3-
MO>KHOCTb KJIOHUPOBAHUS METKH U NPEJOCTaBUTh MOKYIATEN0 HENOANEIbHOE UHANBUYaIbHOE YCT-
POWCTBO MPOBEPKH MOUIMHHOCTH MPHOOPETAEMOT0 UM TOBapa, TO MOKYIATENb, KAK U B TIEPBOM CITy-
Yae, MOXKET BIIOJIHE YOeAUThCS, YTO OH NMPHOOpeEI MOAIMHHBIN ToBap. KpoMe 3Toro, anropurm ayTeH-
TU(PUKAIMA MOXET OBITh JIETKO, 0€3 JOMOJHUTENFHBIX alllapaTHBIX U3JEPKEK, IMEPEBEICH B PEXKUM
mmdposanus. Ha ocHoBe mudpoBaHus KOMMEPUYECKH 3HAYMMOM, a TakKe APYrol CyIeCTBEHHOM MH-
¢dopmanmu xpansimericss B RF-mMeTkax, neiicTBys Ha (U3NYECKOM YpOBHE MOXKHO TaK)Ke MPEIOTBpa-
TUTh YTEUKU KOH(PUIEHINATBHOM HH(OpMAIHH.

B ycnoBusix peanbHOTO phIHKA, IIETIEeCO00Pa3HOCTh BHEAPEHHS 3alMieHHbIX RF-meTok omnpe-
JeNseTCsl UX CTOMMOCTBIO. [0 MHEHMIO aHaIMTUKOB, MOPOr peHTabenbHocTH TexHosoruu RFID npu
MapKUPOBKE HEJOPOTHUX TOBAPOB JOCTUTAETCS MTPU CTOMMOCTH PAIMOYACTOTHBIX METOK - 2 LI€HTA.

Bo Bcex ciydasx, r1aBHbIM U KOHEUHBIM apOUTPOM MpOLEAYpbl IPOBEPKU MOJUTMHHOCTH TOBa-
pa, sBusiercs [lorpebutens. Jltoboe nenernpoBaHue €ro MOJHOMOYHHN, HAPUMED “‘KPUCTAJIBHO YECT-
HOMY" MPOJIaBIly WJIM Aake “‘a0CONMIOTHO OIUTENBHOMY’ OpraHy HMHCIEKIIHUU, B peajbHBIX YCIOBUSIX
HEIOMYCTUMO. DTO Opelb Ui NIPOHUKHOBEHHS Ha PBIHOK (hanmbcuduumpoBaHHON 1 KOHTpadaKTHOU
MPOYKIHH.

I[aHHBIﬁ MCTO4 HMMCECT HM3BCCTHBIC, B O6IJ_[CM YHOOMSHYTBIC paHCC B MNPCABIAYIICM pa3aciic 7
JOCTOMHCTBA U HCAOCTATKH.
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ITonoxxenue KapJAuHaJIbHbIM O6p8.30M MCHACTCA, B CJICAYIOIUX CIIydasaX

— HAJIMYHE BHICOKO PA3BUTOM, THOKOW U MHOTOYPOBHEBOM, TMHAMUYHON U 3 (PEeKTUBHON
CHUCTEMBI T€HEepalUy U yIIPAaBJICHUS KirouaMu, Bkirodas ID mMetok
(COOCTBEHHO - siipa CUCTEMBI YTIPABJICHHsI cepTU(PUKATAMH),

— HOABJICHHUC ACIICBHIX, KpI/IHTOFpa(I)I/I‘-IGCKI/I HAACKHO 3alMUIICHHBIX OT KJIOHUPOBAHUA U
nmoaaenku RF-MeToxk,

— MIPEAOCTABJICHUC IMPOKUM CJIOAM HACCIICHUS HCAOPOTHUX MHANBUAY AJIbHBIX YCTPOI\/'ICTB
MIPOBEPKHU MOJUTMHHOCTH MPUOOPETAEMOro UMH TOBapa.

Bce 310 MOXHO caenaTh Ha 0CHOBE RA-TEXHOJIOTHH.

Hwxe moka3aH BapHaHT pacnpezesieHHs TTOTOKOB TPaH3aKIKHK MO TPOBEPKE MOUTMHHOCTH (ay-
TEHTU(UKAIIMN) TPUOOPETaeMOT0 TOBapa.

Pl

CpenctBa ayTeHTH(UKAIINH 4 S

III C-BLIXOJ0M B CCTh »;.v-’

*

CpenctBa ayTeHTU(DUKALINY g
11 YIAJIE€HHOI0 AOCTYyIIa .

I Kapmanmnsie ycrpoiicTsa
ayTeHTU(UKAIAN

[IpencraBneHHass Ha PUCYHKE CHCTEMa 3aIIUTHI OT (anbcu(UIIUPOBAHHON M KOHTpadakTHON
MPOJIYKIIUN COCTOUT U3 TpeX ypoBHeil. Ha mepBoM u BTOpOM ypOBHE CHUCTEMBI, MOJIMHHOCTD MTPHOO-
peTaeMoro ToBapa yCTaHAaBIMBACTCA HEMOCPEACTBEHHO, KaK 3TO mpeanuckiBaeTcst [IpoTokonom obec-
neuenus O6e3zonacHocTy RFID, myTtem mpoBepku MOJIMHHOCTH CBSI3aHHOW ¢ HUM 3amuieHHOoN RF-
METKH.

Ha Ttperbem — snio2ucmuueckom yposere, NIpoBEpKa MOIIMHHOCTH TOBApa, BKIKYAs yCTaHOBIIE-
HUe (paKkTa KIOHMPOBAHUSA METKH, OCYILIECTBISETCSA IyTEM OTCIECKUBAHUS TPAEKTOPUU €r0 JIBUKECHUS
OT MPOU3BOJUTEINS K MPUIaBKy HpoaaBua. OTCleKUBaHUE TPAEKTOPUM JBUKEHUSI 00bEKTa MPOU3BO-
IUTCs Mo 0asze JaHHBIX, HOCPEICTBOM CpPEACTBA AyTEHTU(UKALMK C BBIXOJAOM B CETh, HAIPUMEP, MO-
OounpHOTO TeneoHa W BCTPOSHHOTO B Hero Bepudukaropa. [lo ykazaHHBIM BBIIIE MPUYMHAM, CTOH-
MOCTb TaKOM TpaH3aKILUH J0JKHA ObITh TOCTATOYHO BBICOKA, @ BO3MOXKHOCTh JAOCTYIA MPEIEIbHO Or-
paHuYeHa.

ITepBblif ypOBEHB SIBIISI€TCSI OCHOBHBIM. Jl71s1 mMpoBeAE€HUS ayTeHTU(HUKALMK, HA 3TOM YPOBHE
UCTIONB3YIOTCS HEIOPOTHE, CepTU(UIIMPOBAHHBIE KApMaHHbIE YCTPOWCTBA, HAPUMEP B BHJIE KapaHaa-
11a, BBIIYCKAEMbIE U3TOTOBUTEIEM CPEACTB MAapKUPOBKHU. B cocTaB ycTpolicTBa BKIIIOUYAIOT OJHY WIH
HECKOJIbKO CMEHSIEMBIX MHKpPOCXeM — Bepu(ukaropoB. BepudukaTopsl paszaeneHsl M0 KaTeropusm
TOBapOB U MO3BOJIAIOT IO CKPBITOMY B HUX CEKPETHOMY MacCTEp-KJIIOYYy KaT€rOpUH BBIYUCIUTH MHIU-
BUJYaJIbHBIA CEKPETHBIN K04 ayTeHTu(ukanuu RF-MeTku u mo Hemy, a Takke IO CHELHUaIbHOMY
CEaHCOBOMY KJIIOUY, YCTAaHOBUTh MOATUHHOCTb METKHU. Cr1aObIM 3B€HOM 3TOW CXEMBI ABJISIETCS MacTep-
KITII0Y KaTeropuu. Ecim 370yMBINIICHHUK MOKET BCKPBHITH BEpU(UKATOP M MPOYMUTATH €r0 MacTep-
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KJIIOY, YTO JaJI€KO HE JEIIEBO U BECbMa HE MPOCTO CAEJIATh P HAJTUYUU B MUKPOCXEME CIIELIMAIILHON
AaKTUBHOM 3alllUThl, TO TOTJAa OH B MPHUHIIMIIE CMOXKET KIOHUpoBaTh RF-MeTku. DTOT HEmocTaTtok Mo-
&KeT ObITh YCTPaHEH, C BBEJIEHMEM BTOPOT0, TAK HA3bIBAEMOTO «(UCKAIBHOT0» YPOBHS 3aIUTHI.

Jnis mpoBeneHusl ayTeHTU(UKAUK Ha BTOPOM YPOBHE HCIOJIB3YIOTCS CEPTUPHUIMPOBAHHBIC
yCTpPOHCTBA ayTeHTH(PUKALUN YAAJICHHOTO JOCTyIa (HanmpuMmep, COTOBBIN TenedoH ¢ MpOCTOM creru-
QJIBHOM MPUCTABKOM), a B cocTaB RF-MeTkr BBOAMTCS TOTIOTHUATENBHBIA CEKPETHBIN KITFOY ay TEHTH(H-
kauuu. B atom cinyuae, unpopmanus RF-meTkn perpancinupyercs, Ha Tak Ha3bIBaeMblil cepBep (puc-
kajabHOi ayreHTHGuKannu (DPAT). He yrounss neranu, ®AT-cepBep, IO CKPHITOMY B HEM CEKPET-
HOMY MacTep-KJIIoUy KaTeropuH U CIy4yaiHbIM 00pa3oM I'eHepUpyEeMOMY CEaHCOBOMY KJIHOYY, BBIUMC-
JsIeT KO ayTeHTH(HMKAIUU paaMovYacTOTHOW METKH W TEpeNacT €ro YCTPOMCTBY ayTeHTHU(UKAIIH.
YcTpoiicTBO ayTeHTU(DUKALMU yCTaHABIMBAET MOAIMHHOCTh METKU. 110 HecoBmazeHnIO KoJla OT MeT-
KA U KOJia OT CepBepa, MOKHO YCTaHOBUTh, UTO METKa MOJAEIbHAs WIM UMEET (DAKT KIOHUPOBAHUS
METKH.

ITo cpaBHEHUIO C TPETHUM YPOBHEM, CTOUMOCTb TaKOM TPaH3aKIMH JI0J)KHA ObITh HE CTOJIb BbI-
COKa, IIPU 3TOM JIOCTYII MOXET ObITh HE CHJIBHO OTPaHUYEH.

[Ipu Takol apXUTEKType MOCTPOEHUSI CUCTEMBI, HApsAy C aJAMUHUCTPATUBHOM M YrOJOBHOM
OTBETCTBEHHOCTHIO, HA BCEX YPOBHSIX 3alIMTHI MOXKET OBITH BBe/IeH BechMa d(dexkTuBHbIN «IIpoTokomn
MaTtepuanbHOro mnooupenusi baurensHoro Ilokymarens, 3a cyeT cTpororo HakazaHuss HedectHoro
[IponaBuay. Yem BbIlIe ypOBEHb 3aIMTHI, TEM CEpPbE3HEE T0JDKHO ObITh HakazaHue [Ipogasua.

9. TexHonornyeckune acnektbl peanusauum cuctem RFID

OT pelreHus: paCCMOTPEHHBIX BbILIE 3a7a4 HA OCHOBE 3aluuieHHbIX MeTOK U RFID TexHoino-
ruid, Oyaer 3aBuceTb 3PPEKTUBHOCTH PEILICHHS HE MEHEEe aKTyalbHbIX, BO MHOI'OM CXOKHX 33J1au:

3alIMTa U 3aBepeHre JOKYMEHTOB M LIEHHBIX OyMar;

3alUTa HAllMOHAJIBLHOMN BAJIIOTHI;

3alUTa aBTOTPAHCIOPTA OT YTOHOB, JUCTAaHIIMOHHOE BBISBJICHUE YTHAHHBIX CPE/ICTB;
MapKHpOBKa U KOHTPOJb pecypca 000pyIOBaHHUs, YCTPOICTB, MEXaHU3MOB, Y3JIOB U JeTa-

JIeH;
e ormiaTa mpoesaa (0ecCKOHTaKTHas) B OOIIECTBEHHOM TPaHCIIOPTE.

Kak ormeuaroT skcneptsl, o0nactu npumenenuss RFID-texHonoruil HencuepnaeMsl, 4To Moj-
TBEPKJIAETCs AAJIEKO HE MOJIHBIM MEPEYHEM 3aJad, FOTOBBIX JJI Hadajla MIPaKTUUYECKON pa3paboTKH.
IIpu sTOM, Kak ciexyeT U3 NpeACTaBICHHBIX BbILE MaTepHaloB, MaclITadbl pacrpocTpaHeHus RFID-
TEXHOJIOTMI O€3rpaHUYHbI, OCOOEHHO B YCIIOBUSAX YMEHbILIEHUSI CE0ECTOUMOCTH U MOBBIILIEHUS (PYHK-
LMOHAJIbHBIX BO3MOKHOCTEN CPEACTB MapKUPOBKH.

B sToMm pycne oueHb MEPCHEKTUBHBIMH BBITIIAIAT MeuyaTHas (OpraHuveckas) dJCKTPOHUKA U
OecIpoIeCCOpHBIE KPUNTOTPadUISCKIE TEXHOJIOTHH, 10 MPOU3BOJICTBY PaIHOYacTOTHRIX METOK. Ha-
MpUMep, MAacCOBO€ BHEIPEHHE MEPBBIX MJIS MAapKUPOBKH HEIOPOTHX IITYYHBIX TOBAPOB, MO3BOJIUT
MIPOU3BOJIUTH JICHIEBHIE OOBIYHBIEC (HE3AIIMIIICHHBIE) METKH 110 cebecToumocTH 1 eBpo-1ieHT [7], a BTo-
phle — 3alUIIEeHHbIE METKH, M0 cebectommoctu Becero Ha 30-50% Bbimie 0ObIYHBIX [2], T.€. OKOJIO 2
uentoB US. A 3To Bce BMecTe, Ja€T BO3MOXKHOCTh OTKAa3aThCs OT MITPUXOBBIX KOJOB U MO3BOJISIET 11O
CTOMMOCTH PaJIMOYaCTOTHBIX METOK JOCTUYb nopora peHtadenpHocTu RFID-Texnonoruii [3].

Mexay TeMm, YYUThIBasi HEJOCTATKU NPUCYIUE OPraHUYECKOW 3JEKTPOHUKE, TaM, I/ie TpeOy-
I0TCS BBICOKAasi CKOPOCTb M HaJIeKHOCTh 00pabOTKM, BKJIOYasi HEOOJbIINE pa3Mephl, a TakkKe (PyHK-
LIMOHAIBHOCTh U YCTOMUMBOCTh K BHEUIHUM (haKTOpaM M BO3JEHCTBUSAM, O€3 JEIIEBbIX KPEMHHMEBBIX
(OOBIYHBIX W 3AIUIICHHBIX) PAJMOYACTOTHBIX METOK [6], o cebecrommoctu 5-10 meHTOB, HE 000i¥i-
THUCb.

B tex cnyuasx, korga Tpedyercs MpUBJICUEHUE aIpeCcyeMOl NaMsITH U MPOBEACHUE CIOXKHBIX
MaTeMaTUYECKUX BBIYMCIECHUH, K MpUMEpPY, NPU HUCHOIb30BAHUM aCUMMETPUYHBIX KpUIITOrpaduye-
CKHX aJTOpPUTMOB U MPOLEIYp pacrno3HaBaHUs 00pa3oB, 0€3 MHTEUIEKTYyalbHbIX PaJUOYACTOTHBIX
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(Smart) MeTOK CO BCTPOEGHHBIM TIpoIieccopoM, cedbectonmoctbio 0.3-1$ u BbIle, 6e3yciioBHO HE 000H-
THUCH.

Kax nporunosupyror uccnenonatenbckue rpymnnsl OAO “Poccmiickas 3nekTponnka”, Hew-
lett-Packard, Hitachi, IBM, Intel, Philips u apyrue, cHmxeHue ceGeCTOMMOCTH PaJl0YaCTOTHBIX
METOK Ha KPEMHHEBOW OCHOBE 0 2-5 IEHTOB, MPHU OJHOBPEMEHHOM TOBBIIICHUH WX (PYHKIIMOHAIb-
HBIX BO3MOKHOCTEH W OIEpeKarolleM pPa3BUTHH OECHPOIIECCOPHBIX TEXHOJOTHI, MOXKET OBITh JI0C-
TUTHYTO B 6J'II/DKaI7IHICM ACCATHUIICTUH, C BHCAPCHHUEM HAHOJJICKTPOHHBIX TEXHOJIOTUH W OCBOCHHEM
MIPOM3BOJICTBA PAMOYACTOTHBIX HAHOKPEMHUEBBIX METOK.

YuureiBas CYHECCTBYIOIICEC COCTOSAHUC MHKpO3J’ICKTpOHHOI>i HHAYCTPUH U PBIHKA I'OTOBBIX PC-
IICHHUH, MO3BOJIAIOIIUX OOECHEeUUTh JOCTATOYHO BBICOKHMI TEXHOJIOTHMYECKHA W OpraHU3aIlMOHHBIHN
YPOBCHb 3alWUTHI OT KIIOHMPOBAHUA U NTOAACIIKH KPCMHHUECBBIX RF-MGTOK, HapallliBaHUC WU KOHCYHYIO
peanu3annio BbICOKON MOJHOMYHKIMOHATBLHOW KPUMNTOTpadUiyecKoi 3alIMThl MOKHO OCYIIECTBHUTH
TTOATAITHO.

Huxe npuBenena tabnuia, MOoCTpoeHHas: UCXOAsl U3 MPEJICTABICHHBIX B pa3zieie 8 crnocoOoB
3aIuUThl OT (panbCUUIUPOBAHHON U KOHTpAa(QaKTHON MPOIYKUIUU U MIMPOKOH HOMEHKIATYPHI BBITYC-
KaeMBIX WHTETPAJIbHBIX MHUKPOCXEM, HICHTUYHBIX OOIIETPUHATHIM ACHIEeBbIM (OECIPOIIECCOPHBIM) U
OTHOCUTENHHO oporum (mporeccopHbiM) tuniaMm I-Code u Mifare, cooTBEeTCTBEHHO, H3TOTOBIISIEMBIX
kommanueil Philips.

I'Ipe,qnonaraeMbM nopAAoK No3TanHOro BHeApeHuA AelleBbiX Pagnov4acTOTHbIX METOK

MpocTenwme (GecnporieccopHsie) MporpammMmupyemsblie (IIpo1ecCOPHBIE)
MeTKH Ha 06a3e mukpounnos tuna I-Code, MeTKH Ha 0a3e mukpouunoB tuna Mifare,
ce0eCTOMMOCTBIO OKOI0 5 YeHmog U BhIllIe | CE0ECTOUMOCTBIO 0k010 50 yeHmoas U BhIIlIe
AyTeHTH)UKAIUS TI0 UACHTH(DHKATOPY
I atan METKU U UMEHH MPOU3BOIUTEIS AyTtentuduxanms
III (;moructuyeckuii) ypoBeHb 00paboOTKU Ha OCHOBE M3BECTHBIX OJIOYHBIX HIH(POB
(paznen 8), Kak 3TO MPEAYCMOTPEHO (DES, 3DES, AES, I'OCT 28147-89)
koutenmueit EPCglobal
[omHodyHKIIMOHANIBHAS ayTeHTU(UKAIUSL
Il aTan AyTeHnTudukanus 0 KOJy ayTeHTHU(HUKAIUH, BbIpabaThiBae-
10 HECEKPETHOMY Xelll, pOpMUPYEMOMY B | MOMY B 3aBUCUMOCTH OT CEKPETHOTO KIF04a
3aBHCHUMOCTH OT CEKPETHOTO MacTep-KiIo4a | ayTeHTU(UKAIMK U HECEKPETHOTO CEaHCO-
BOT'0 KJIFOYa
AnmnapatHas peanu3anus BepupuKaTopoB, | OMyJ[Us MOJTHOPYHKIMOHATIBHBIX BEPU-
BKJIIOYasl BBEJICHHUE B IIPOCTEHININE METKH | (PUKATOPOB M 3aLIUIIEHHBIX OECIpoIeccop-
JIOTIOJTHUTEIBHON aMSITH MO/ HECEKPETHbIE HBIX METOK,
XN, MOJACPKUBAIOIINX (PU3NIECKUE MOJICP>KUBAIOLINX BCE TPU YPOBHU 00pa-
I u I1-0i1 ypoBHU 00paboTKH (pasznen 8) 00TKkH (paznen 8)
" ArnmapaTHas peaju3anys Ha OCHOBE HHTETPAIBHBIX KPEMHUEBBIX MUKPOCXEM
aran MOJIHO(YHKITMOHATILHBIX HEIOPOTUX BEpU(PUKATOPOB U ACIIEBHIX 3aIUIICHHBIX OecTpo-
IIECCOPHBIX METOK Ce0ECTOMMOCTEIO J-1() yenmos,
MOAJEP>KUBAIOIIUX BCE TPH YPOBHU 00paboTKu (paznen §)

B nHacrosiiiee Bpemsi mocTaBieHO Ha KOMMEPUYECKYIO0 OCHOBY MPOU3BOJACTBO, BKIIoUas Poccuto B muie
OAO «AHrcrpemy, neuieBbix npocteitimmx metok tumna I-Code, a taxoke Smart metok tuna Mifare,
OTBEUAIOLINX MEPBOMY W BTOPOMY dSTamy. TpeTHil »Tam MepCrneKTUBHBIN, PaCCUUTaH HAa BBICOKYIO U
HaJIeKHYIO MOJHO(DYHKIIMOHAIBHYIO 3alIUTy HE TOJBKO KPEMHHEBBIX, KaK B TIEPBBIX JBYX CIIy4asix, HO
Y BCEX OPYTHX THUIOB PaJIMOYaCTOTHBIX METOK M CBSI3aH C OCBOCHHEM BBICOKOA((EKTHUBHBIX Oecrpo-
IIECCOPHBIX KPUMNTOrpahUISCKUX TeXHOJIOTHi [1].
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IIpyHrMass BO BHUMaHUE CKa3aHHOE, JOMNOJIHUTEIBHO PACCTaBiIAs aKLEHTHl Ha MOHATHUSX IO-
J€3HBIX JUISl JalibHEHIIero pa3BuTus u npojasuwxkeHuss RFID-texHonoruil, paamoyacToTHble METKU Oy-
JeM TOJApa3JenaTh Ha JBa Kiacca — oObiuHble (Prime, OecmporieccopHpie) W HWHTEIUIEKTyallbHbIE
(Smart, npoueccopusie) RF-meTku.

B cBoro ouepenb, 0ObIYHBIE PaMOYACTOTHBIE METKH, KaK 3TO MPEeITyCMOTPEHO Mpe/aCTaBlIEH-
HBIMM B Ta0JIMLIE ATAlaMU HapalllBaHUs NOJHOPYHKIIMOHATBHON 3alUThI, OPa3IEsSIOTCS,

® Ha J02ucmuyeckue, U3BeCTHbIe Kak npocrermue HedamuuieHHsle RFID-meTku, npoasuraemeie
kommanueit EPCglobal

® 1 3alUIICHHBIC, TaKk Ha3biBaeMmble cepmugpurkayuonnvie unu RFC (Radio Frequency Certifica-
tion) meTKwH.

B 3aBucumoctu ot ucnons3yemoro Ilporokona ayrentudukanuu (IpOBEPKU MOIMHHOCTH),
RFC-meTku monapasnensitoTcsi Ha paguovyacTOTHBIE METKU C OMKDPbIMbIM Y CEKPEMHbIM KII0YOM ay-
teHTUUKauu. [Ipu 3ToM GopmMupyeMbie Ha UX OCHOBE B COOTBETCTBUU C [IpOTOKOIOM OTKPHITHIE
KOJbI ayTEHTU(UKAIIMA METOK, MPHUBS3BIBAIOTCS K CYIICCTBEHHBIM TPU3HAKAM 3alIUIIAEMOT0 HMH
00BeKTa.

B cootBercTBuM ¢ npUHATHIM [IpoTOKOIOM, TOCTPOEHHBIM Ha OCHOBE RA-TE€XHOIOTHM, paguo-
YaCTOTHBIE METKH C CEKPETHBIM KIIFOUOM ayTeHTU(UKALUY KPUMITOTpadUUECKH 3alUIIEHbI OT KIOHH-
poBaHMsI U MOANENKU. B oriuane ot HuX, RF-MeTKH ¢ OTKPBITBIM KITFOUOM ayTeHTU()HUKAIIMHA KPHUIITO-
rpaduyecky 3aluiieHbl, TOIBKO MPH HAIWYUHM BBICOKON TEXHOJOTMUYECKOHN 3alUThl, UCKIIOYAIOICH
BO3MOXKHOCTh KJIOHUPOBaHHUS MeTKH. [lonmepikaHue mociieTHero B yCIOBUSIX OBICTPOTO pacrpocTpa-
Henust RFID HeocymecTBUMO B caMoM OnnkaiiiieM Oy TyIieM.

10. 3aKkniouyeHue

OnenuBasi HampaBlICHHUS Pa3BUTHUS COBPEMEHHOH Kpunrorpaduu, MUHUMAJIUCTCKas Kpumrorpadus
WHTEHCUBHO pa3BuBaeTcsi. O 4eM CBHUICTEIBCTBYET POCT MyONMKAlWi, YHCIO MPOBOAMMBIX CHMIIO-
3UyMOB, CEMHHApOB U KOH(pepeHuuit 3a pydexom. K coxanenuto, B Poccum 3Tomy Borpocy He yens-
€TCs JJOJDKHOTO BHUMAHMS.

Crnenys poctmwkenusMm Kommnanuu, B OTIMYHE OT Y3KO CHEIMATIM3UPOBAHHOTO MPEICTaBICHUS
3aMmaHbBIX CICIHUATNCTOB, B HAIIEM [OHUMAaHUM MHUHHUMAJHCTCKas kpunrtorpadus (Minimalist
cryptography), Kak cToxacTHueckas Kpunrorpadus B HEMOJTHOW apupMeTHKe, pacCuuTaHHas Ha IJaT-
¢dbopMbI TeHepauu oT 8 10 48 OUT, €CTh MOJHOIICHHAS, a KaKuM JIN00 oO0pa3oM “oOpe3aHHas’’, KakK
MIPUHSITO TOBOPUTH OOJIETYCHHASI KPUTITOTpadusl.

Jlnst Hac Takas jgerkas kpunrtorpagus (Lightweight cryptography) — B mmpokom cMmbicie, da-
CTHBIH Cy4yail MUHUMAJIUCTKOM, C OOJETYeHHON, UCXOAs] UCKIIOUYUTEIbHO U3 YCIOBHM TEXHUYECKOU
OKCIUTyaTallud ¥ OTPAHWYCHUHN HA YHCIIO TPAaH3aKIUH, KpUITOTPaQHIECKOW CTORKOCTEHIO.

[To Hamemy MHEHHIO, B YCIOBHSIX 0ObennHeHHs ycwinii Poccuiickoro xpunrtorpadudeckoro
cooOuiecTBa, croxacTudeckass KpUITorpadus MoXeT CTaTh peajlbHOW OCHOBOM Ui 3aBOE€BAaHUS Iepe-
JIOBBIX MO3ULIMNA HA PHIHKE COBPEMEHHBIX KpUIITOrpapUuecKuX TeXHOIOTHH. OCOOEHHO 3TO aKTyaJIbHO
B penaBepun koHpeperunu Eurocrypt 2006.
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