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SWANEF 20061 Second Hash Function Status
Gl cJ RESearch Workshop:
=VASSESS) current status
F uss ashi function development strategy
— I courage further research.
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,-- P07 Third Hash Function Workshop 2007

-—

?"-‘_- “Decision: NIST will decide whether or not to
hold additional workshops on hash function
research, especially on requirements and
evaluation criteria, before initiating the
competition.
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Drzificlgle publlsh the minimum acceptablllty
nrerr ents;, evaluiation criteria, and submission
Nirements for public comments. Announce a
ilicworkshoep to discuss these reguirements.

2_: Public comment period ends.

Q: Host a workshop to discuss the
:' reqwrements

s 30Q: Finalize and publish the minimum
acceptability reguirements, evaluation criteria and
submission requirements. Request submissions
for new hash functions.
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submltte algorlthms and
. indidates that meet basic
su'r HJJ»R On requirements.

120 Host the First Hash Function
: = ;:.. dldate Conference. Announce first

-—-l'-"

= ":_l:ound candidates.

E—

= 3Q-. Call for public comments on the first
round candidates.
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IOFNI6I0 e Second Has Functlon Candldate
C omerf ce Piscuss analysis results on the first
idicandidates:

20): :._: I|c comment period on the first round
Al didates ends.

;__'— _g-_.: @F Address public comments; select the second
— reund finalists. Prepare a report to explain the
_ selection.

-* 30Q: Announce the second round finalists. Publish
the selection report, and call for public
comments on the second round candidates.
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2Kt the Third Hash Function Candidate
C omerer . Submitters of the second round
TJrJrl]L)LiO comments on their algorithms.
=20 | '_ hlic comment period ends.

=== ¥30: Address public comments, and select the
— 'fnalist Prepare a report to describe the final
| selectlon(s).

® 40: Announce the new hash function(s).
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J10: }rJ: a draft standard for public
(omrrw

220: rlL I|c comment period ends.

e *3Q: A ddress public comments.

fﬁ@ Publlsh the new hash function
f' ‘standard.
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Classification of Hash Functions

!|_ Suitable for Real-life Systems

Yasumasa Hirai (NTT DATA Corp.)
Takashi Kurokawa (NICT)
Shin'ichiro Matsuo (NTT DATA Corp.)
Hidema Tanaka (NICT)
Akihiro Yamamura (NICT)



i Cryptographic Classification

= Cryptographic hash functions are
classified into four categories
= MAC (omit in this talk)
=« OWHF (omit in this talk)
=« CRHF

« UOWHF Cryptographic Hash Function

MA/\MBC
OWHF UOWHF CRHF

24 Aug. 2006




| | Collision Resistant Hash Function

= Hash function 4 : {0,1}* — {0,1}"

= Computational cost to find Z and 2’
s.t. h(z) = h(z') is not smaller than 2n/2

= There are efficient realizations:
. Example: SHA-256/384/512, SHA-1(?)

= hard to prove their security
= widely used and hard to replace

24 Aug. 2006 2nd Hash Workshop



Universal One-Way Hash Function

= Keyed hash function s.t.

= Adversary choose X
= For randomly chosen h, it is hard to find y(= x)
s.t. b (x)=he ().
= can construct provable secure signature scheme
with UOWHF

= Few practical realizations.
« Less efficient than CRHF (Performance, Key size)

24 Aug. 2006 2nd Hash Workshop



Security of Hash in Real System

= Security requirements of real-system is decided by
= Risk analysis method (ISMS, IS0O15408)
= Law, industrial standard.
= Example:
= Public key certificate must be valid from one to five years

= Hash value in Cookie must be valid only in one session
= Digital Signature must be valid for seven years (HIPPA)

= Requirements is represented as valid period.

= Standards for government use requests provable
security for signature and encryption.

24 Aug. 2006 2nd Hash Workshop



Quantitative Classification

Period Security

Parameter(example)

i Over 5 128 Certification
-ong=lierm years : Secure E-mail
Medium-Term 15rnon1'h i 280 PKI
years
Under 1 Secure
Short-Term anth 264 Communication
Authentication

24 Aug. 2006 2nd Hash Workshop



Adding Rigorous Security

= Collision resistant is sufficient for most usages

= Some applications require rigorous security

= Digital signatures for government PKI, time-stamping etc. must
be provable secure scheme.

= Hash functions for such signature scheme should aware
provable security.

Hash standard should add provable secure hash class to
conventional collision resistant hash class.

24 Aug. 2006 2nd Hash Workshop



Qualitative classification

Key

No

Length grows with the message size

Adversary goal

Find z,y € D(z # y)
s.t. h(z) = h(y)

Choose 2 €D
Given hk € H
Find y € D(z # y) s.t. hx(x) = hg(z')

Compression
function

Dedicated functions
Block cipher based
Arithmetic

Strongly universal functions

Construction Markle-Damgaard e
methods Tree A0% inee
Shoup (extended Markle-Damgaard)
Standard IS0 10118-3 No

24 Aug. 2006



New classification

= To cover from crypfogrthic strong class to
light weight and practically secure class..

= New classification must contain quantitative index
as well as qualitative index. (From short-term to
long-term)

= Qualitative index must cover strong class to light
and practical security.

=« New classification will become 2 dimensional
matrix.

24 Aug. 20086 2nd Hash Workshop



4 types of hash functions

Future Standard for Hash function should consider...

Certification
(Time-stamping by signature,
Code-singing)

Secure E-mail
(S/MIME, PGP)

Medium-term N/A CEV‘(*F:;'IC;;'W" :
.T-\ Fd W A " F
e ey
Secure Communication
(IPSEC, SSL/TLS, SSH)

Authentication )

Certification
(Time-stamping by hash)
Integrity check

Long-term (
(Software download)

Short-term (| (LIEEE 802.1X-EAP, Kerberos, APOP,
DKIM)
Others

(Packet Sampling/filtering)

N/A




eSIREAM -
ECRYPI Stream

Cipher project
(2004 - 2008)

http://www.ecrypt.eu.org



eSTREAM

- ECRYPT Stream Cipher project
(2004 - 2008)

14-15.10.2004 — SASC - The State of the Art of Stream Ciphers
(Bruges)

01.11.2004 — o0BbsaABIeHHE 0 HAYaIe KOHKYpca eSTREAM
29.04.2005 — Konen mogauym 10KyMeHTOB Ha KOHKYpc eSTREAM
26-27.05.2005 — SKEW - Symmetric Key Encryption Workshop
2-3.02.2006 — SASC 2006 (Leuven) — koHen 1-u (pa3bl KOHKYpca
01.07.2006 — Hauyasio 2-u pa3bl KOHKYypCa

31.01-1.02.2007 — SASC 2007 (Bochum)

01.2008 — Utoronii otyer ECRYPT Stream Cipher project




Calll for Stream Cipher:
Primitives

PROFILE 1. Stream ciphers for software
applications with high throughput requirements.
A key length of 128 bits must be
accommodated. An IV length of at least one of
64 or 128 bits must be accommodated.

PROFILE 2. Stream ciphers for hardware
applications with restricted resources such as
limited storage, gate count, or power
consumption. A key length of 80 bits must be
accommodated. An IV length of at least one of
32 or 64 bits must be accommodated.




" ATIOPUTMBL, MpeacTapneHHbie Ha KOHKYPC

TTpopuns I
ABC
CryptMT/
Fubuki
DICING
DRAGON
Frogbit A
HC-256
Mir-1
Py
Salsa20
SOSEMANUK

eSTREAM

TTpopuns I, IT
F-FCSR
Hermes8

LEX

MAG

NLS A

Phelix A

Polar Bear
POMARANCH
Rabbit

SSS A
TRBDK3 YAEA
Yamb

® & & O O O O O O O o o

TTpopuns II

Achterbahn
DECIM
EDON-80
Grain
MICKEY
MICKEY-128
MOSQUITO
SFINKS A
Trivium
TSC-3
VEST A

WG
ZK-Crypt



YyacTHUKHM 2-# (pa3bl KOHKYpca

eSTREAM o npogu.iro I

Y4YyacTHUKH 2-M
¢a3bl o npoduiaro 1

ABC

CryptMT

DICING

NLS

Polar Bear

Rabbit




YyacTHUKHM 2-# (pa3bl KOHKYpca

eSTREAM no npoduiaio 11




YyacTHUKHM 2-# (pa3bl KOHKYpca

eSTREAM no npoduiaio 11

YYACTHUKHN _2-M
a3l Mo npodnIro

MOUSTIQUE

Il

NLS

Polar Bear

Achterbahn

POMARANCH

DECIM

Rabbit

Edon80

Salsa2(0

F-FCSR

TSC-4

HermesS$

VEST

LEX

WGZ

MICKEY

K-Crypt




CraTucTuyecKMM aHAJIU3 BHIXOIHBIX
[HOCAECA0BATEIHHOCTEN AJITOPUTMOB

s BhIXOAHBIC HOCTECA0BATEILHOCTHA AJATOPUTMOB
Decim, Frogbit, Polar Bear crarucrnyecku
OTIHYAMBI OT CJOAYIANHBIX.

s BeixogHsble mociieaoBatTeabHOCTH ajaropurma Decim
NMEI0T KOPPEJAAUNIO C KJIHYOM.

s BeIxogHbIe moC/ae10BATEIbHOCTH AJATOPUTMOB
Decim, F-FCRS-8, Frogbit, Mag, Zk-Crypt,
IMOJIYYCHHBIC HA OAUMHAKOBBIX KJIHYAX U CXOAHBIX [V
KOPPEJIUPYIOT.

s /luddy3uonnnie caadocT 00HAPYKEHbI Y
aaroputmoB F-FCRS-8, Frogbit, Mag, Zk-Crypt.



Hongjun Wu and Bart Preneel
«Distinguishing Attack on
Stream Cipher Yamb»

« It was shown In this paper that
the keystream generated from
Yamb can be distinguished from
random with about 2°>7:8% outputs
and with about 2°4.8 simple
operations.>»



HcciaenoBanme aaropurmMoB mpoduist |

2000MHz (one of two CPU cores) AMD Athlon 64 X2
533MHz (one of two CPUs) Motorola PowerPC G4 7410
1300MHz Intel Pentium M

900MHz AMD Athlon

440MHz (one of two CPUs) HP 9000/785 J5000
3000MHz Intel Pentium 4

1000MHz (one of two CPUs) Intel Pentium 111
900MHz Sun UltraSPARC 111

2800MHz (one of two CPUs) Intel Pentium 4
1900MHz Intel Pentium 4

400MHz DEC Alpha EV5.6 21164A

133MHz Intel Pentium



CKopocTh NPOrpaMMHON peainu3amumn
MOTOYHBIX IIM(POB nnpodniisa I
¢ 256-0MTHBHIM KJIHOYOM

PesyabTarsl npuBeaeHsl 1 Intel Pentium 4
3000MHz

Y4YacTHUKH
2-1 (a3l

N




IlIndpoBanue 60JbII0I0 00bEMa JTAHHBIX

A JCOPUATM BHyTp. cocTosiHuE Ckopoctb
(B OuTAax) (TakTOB HA 0AUT)
Py6 1124 3.8
DICING 4396 14.7
Crypt MT 3020 16.1
YAMB 424 16.5
AES 260 33.1




YceraHoBka KJa04Ya u mudposanue 40-0auTHOro nakera

A JCOPUATM BHyTp. cocTosiHuE Ckopoctb
(B OuTAax) (TakTOB HA 0AUT)
AES 260 51.6
Py6 1124 117.3
DICING 4396 416.2
Crypt MT 3020 1066.9
YAMB 424 1227.6




CKopocTh anmapaTHoOu peajau3anumn
MOTOYHBIX I (ppoB mpoduias 11

Y4YacTHUKHU
2-1 (a3l

N




AnnmaparHas peaansanusa AES-128
(texnooruss ASIC)

ApXUTERTYpa 3-bit 32-bit | 64-bit |128-bit
Yuciio S-0,10K0B | 4 ') Al
Yuciio TAKTOB HA 1,032 54 32 11

1 0J10K

Ckopocrthb 0,12 2,37 4,00 11,64
[OuTOB 32 TAKT]

TakToBasi yacrora 80 131 137 145
|[MHZz]

Ckopocts [Mbps] 9,9 311 548 1.691




AnnmaparHas peaansanusa AES-128

(Texnosorusa FPGA)

ApXuTexrTYypa 8-bit 32-bit

Yucio S-0J10k0B | 4

FPGA Xilinx Spartan | Xilinx Spartan
I1 XC2S15-6 I1 XC2S30-6

TakToBast yacrora 67 60

[MHZ]

Ckopocts [Mbps] 2.2 69




AlnnaparHas peajau3anusa MOTOYHbIX
IMppoB mpoduis 2

AJIFOpI/ITM HJIOIHZ. Ta;iT(:)Bz;ﬂ fﬁxo;;oc:: C(K;(g).oc/Tb ?q()}q;i; 3)(1:1)&:1
(um ) [MHZ] TAKT] [ It S] s_mmz) ¢ AES
ZK-Crypt  [9207] 203 32| 6.06| 42.66| 22.61
VEST 393,000 286 16| 4.26| 10.83 5.74
SFINKS+ 3616431 167 8| 1.24 3.43 1.82
MOSQUITO |396207] 265 31 0.74 2.41 1.27
Achterbahn | 227763 250 2| 047 2.04 1.08
AES (OFB) [280:098] 182 3.12| 0.53 1.89 1.00
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