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PeweHne no 3awwuTte oT
KOMMNbIOTEPHbLIX BUPYCOB
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PeweHne ogHOro nponssoanTens

O4HO n TO )Xe 94P0 CKaHUPOBaHUS
MNCI10/1b3YETCS Ha YPOBHE LLIJ1H0308,
cepBepoB 1 paboymnx cTtaHUMsIx

B HepoctatTkym noaxopa:

X/

% 3aBUCUMOCTb OT O4HOWU
aHTUBUPpYCcHoM nabopatopun

> HeunsbexxHOCTb odepeneun
| N 3a/lepXEK Ha cepBepax
MouroBbIi no BpeMs obHoBneHus 6a3
NAaHHbIX CUTHaATYp
aHTuBupycHoro 10O

>+ OOHa To4Ka YA3BMMOCTU
BCEN CUCTEMDI

MexceTeBom
3KpaH

L)

)

L)

L)
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PellleHUa HecCKoNbKUX npounssoantenen

151 BbIsIBJIEHUSI BUPYCOB
MCI0J/1b3YHOTCS pa3/indHbIe rNpoayKTbl
OT pa3HbiX NMpou3BoANTETIEN

MexceTeBom
3KpaH

MouToBbLIN
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MHoroaaepHaa AHTUBUPYCHA4a 3alluTa

Antigen

UHTepHeT

Exchange Server/
Windows SMTP Server

B LUeHTpann30BaHHOE yNpaBieHNE HECKO/IbKUMMU
cepBepamm

B LeHTPpanM30BaHHOE ynpaBieHNne NONNTUKAMU
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Aapa, Bxoaawme B coctaB Antigen

B [lo ymon4daHuio B coctaB Antigen
BCerga BxoauT 4 aHTUBUPYCHbIX a4pa:
% SOPHOS (AHrnuga)
% Computer Associates — Vet (ABcTpanus)
% Norman Data Defense (LLBeuuns)
% Computer Associates — Inoculate (U3paunb)

B /lono/IHUTENbHO MOXHO 3aKa3aTb
elle Ao 4-X aHTUBUPYCHbIX a4ep:
% JlabopaTopusa Kacnepckoro (Poccus)
% Virus Buster (BeHrpus)

% Authentium (CLUA) Antigen

% Ahnlab (lOxxHasa Kopes)
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[IpenmMyLecTtesa MHOroaaepHoro Antigen

CKaHUPOBaHUA
.

BbicOoKkas HaAE>XHOCTb BbiSiBJIEHUSA
KOMNbIOTEPHbIX BUPYCOB
< Antigen no3Bonsger 6osiee 3PpDHEKTUBHO

obHapy>XunBaTb BUPYCbl 3@ CYET O4HOBPEMEHHOIO
MCMOJIb30BAaHNA HECKOJIbKUX aHTUBUPYCHbIX a4ep

3aumta OoT BO3MOXXHbIX cboeB

% Ecnu HapywaeTtcsa paboTocnocobHOCTb
OAHOro aHTUBUPYCHOIoO a4pa,
TO OHO MOMEHTAa/IbHO 3aMeHseTCs APYrUM

3awmTta npv obHoBNEeHUU

<+ Ha TOT nepuop BpeMeHun, Korga ogHo a4po
obHoBNdAeT cBOto 6a3y AaHHbIX CUTHATYDP,
ero «BaxTy» 3aluTbl NOAXBaTbIBAET ApYyroe
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PeweHne no 3awwuTte oT crnamMa
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Yto Takoe (namoo6opoHa /Index

B PelleHue npegHasHa4YeHoO AN149 YCTaHOBKMU
Ha NMOYTOBOM CepBepe uan smtp-wnr3e

B AHanuM3npyertcd noytoBoe cooblieHune,
Cny>xebHble 3aroJioBKu, BIOXEHUS,
KapTUHKW, YUYUTbIBAOTCH O0COBEHHOCTH

TeKCTa U opopMJieHUS

B Ha cnaM-coobuieHuns cTaBuTcsa MeTKa
ANs BO3BMOXXHOCTU AaibHeniuenm obpaboTku
(MOMeCTUTb B KapaHTUH, y4anuTb,
Junk E-mail)

Craiia 9 AUaAOrHayka



[loagep>xmBaembie NNaT@OpPMbl @

Cnamoo06opoHa

OnepauvoOHHbIe CUCTEMBbI

FreeBSD 4,5,6

Linux Debian 3.1

Linux Fedora Core 3, 4

Linux RedHat Enterprise Server / Advanced Server 4
Linux Slackware 10.2

Linux SuSe 10

ASPLinux 11

CKOpo - Sun Solaris x86/SPARC

/
0’0

/
0’0

\/ \/ \/ \/ 7/ /
0’0 0’0 0’0 0’0 0’0 0’0

OUTOBbIE CepBepbl
SendMail 8.11 u Bbilwe
CommunigatePro 4.x
NetMail 1.0.5 nan QMail 1.0.3 (+ QmailQueue)
PostFix 2.1 u BbilWe
Exim 4 v BbilLe

\/ / / \/ \/
0‘0 0‘0 0‘0 0‘0 0‘0 I

[eTanbHoe onucaHue npoaykta: www.dialognauka.ru/so
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{@ Cnamoo6opoHa - npenmyLiecTBa

KauecTBO U nosiHOTa punbTpaunn: 94-979%*
SMdPeKTUBHOE onpeaesieHne pyCCKOSA3bIMHOro cnama
NMonHas aBToOMaTusauma cbopa M Bbinycka oObHOB/EHUN
KoMnnekcHbI U NonHbi aHanm3 (okono 3000 npasun)

[locTosiHHO noaaepXxXuBaemas cobcTBeHHasa 6a3a
aapecoB cnamMepos

JKCnepTHbie TexXHoIoOrMu n obecneyveHne cnyxbamm
fAlHpekca

B Bbicokad NnpomM3BoAUTENBHOCTb, HU3KMe TpeboBaHuUs
B YA06HbIM AManoroBbi HTEPdENC

B ABTOMaTU3MpOBaHHbIe MéXaHU3Mbl
nepcoHasm3aLluum n ynpasJjieHuUsA
nosib30BaTe/IbCKUMU AaHHbIMU

* no pe3ynbTaTaM aKkcnnyatauum komnaHmamm An-Tu, PeterHost, KOMCTAP
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[IpOCTOTa aKcnyaTauum @

Cnamoo06opoHa

B [Jlocne yctaHOBKM W NHTeErpauum npoaykra
C MOYTOBON CUCTEMOU

Tpe6yeTc;| JINib BBOJ NMEPCOHAJIbHbIX AAdHHbIX.

J

<  WMnopT cnucka nonb3oBaTenen

J

% 3anosiHeHue 6enoro cnucka Ans rapaHTUpPoOBaHHOIO
npeaoTBpalleHns JTIOXHbIX cpabaTbiBaHUM

nit NpocCTto akKTmBaumn4d onumMnn aBTo3anosiHEeHnNA

] 3Kcnnyaraum1 - NCKJTIOUUTEJIbHO KaK Nnogaep>XKa B
dKTyaJiIbHOM COCTOAHUWN MNEPCOHAJIbHbIX AAdHHbIX:

J

% nobaBneHune/yananeHue nosib3oBaTenist B CNUCOK
nosb3oBaTenien (Npu npueme/yBosiIbHEHNN)

% pobaBneHne AOBEPEHHOrO SinLa Nnonb3oBaTens B 6ebin
cnucok (no TpeboBaHuto)

nJit NpoCcTo akKTmBaumngd onumn aBTo3anosiHEHNA
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KoMnJieKCcHoe pelleHune no 3awurte ot
yTeu4kKn KoHPuaeHUnanbHoOu
MHMOpMaLUnmn
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OCHOBHbIe KaHallbl YTEeYKU

HeCaHKUMOHMPOBAHHOE KOMMpoOBaHWe
KOHomnAeHUnanLHoON nHdopmMarumm Ha
BHELUHWEe HOCUTENN

HeCaHKLUMOHMPOBaHHas
nepegada KoHduageHUuanbHON
MHOpMaLMM NO CeTH
Ha BHELLHME CepBEPDI

-

!

Wis=

'

HECaHKLUWOHMPOBAHHLIN BbIBOL
—— P Ha rneyvaTtb KOHPUAEHUNANTbHOW
MHdOpMaLInK

Kpaka HoCUTeneun, cogepxalimx

KOHnaeHUnanbHy nHopmMaLunio

Cnang 14

AUaAOrHayka



BblAeneHHbIN CEFrMEHT TEPMUHANIBHOIO

A0oCTyna

CermMeHT TepMMHaNbLHOro gocTtyna K
KOHmaeHUmManbHon UHdopmauumn

|
|_C_______v__' | Cepsep,
| erMeHT nonb3osareneu, | | 06pabaTbIBAIOLLMIA

pa60Ta+ou:w|x c KOHQ)I/I,D,eI:I- | | — | | koHdbraeHLmanbHyio
| umanbHon nHdopmaunen | | MHEOPMALIIO
| = |
- | | —

| | | = MpuHTEP ANSA BbIBOAA
| . | | —— 7| KoHdUOeHUmanbLHom
| J | | = 7 MHOpMaLK
| | MexceTeBoit | TepMuHarbHbIil
| | aKpaH |  cepeep daiinosblii cepsep
- . | ans obMeHa AaHHbIMU

| L BHYTPU CErMeHTa

3%
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CxemMa beHKU.MOHMpOBaHVIFI DeviceLock

KOHTpPOJb A4OCTyNna K AaHHbIM

. . Pabouune ctaHuum
Active Directory c areHTaMMu KaHanbl
. TeyKku
DevicelLock 4
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+ HaCTpouKa NoOInNTUK Data Shadowing
Ansg MobunbHbIX NOSb30BaTENEN

OJINTUKaMU

AUaAOrHayka
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MOHUTOPUHI CeTEBOro Tpaduka

Pabouyne
] cTaHumu
o
< < = | «——— nonb3oBaTenen
CeTb UHTepHeT > — >
MexxceTeBou CepBep | L
9KpaH KOHTEHTHOro
|
aHanusa
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HopMaTnBHasa OCHOBaA 3allUTbl OT
BHYTPEHHUX YIrpo3

B [lonuTuKa 3amnTbl OT BHYTPEHHUX YIrpo3
6e3onacHoOCTU

B PernaMeHT KOHOUAEHLUMANBbHOIO
NOKyMeHToobopoTa

B PernaMeHT paccnegoBaHMd MHUMOEHTOB,
CBSI3@HHbIX C YTEYKON KOHUAEeHUMa1bHOU
MHOpMaLMKn
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3awunTta IHTepHeT-nopTana

KoMnaeKcHoe pelleHune no 3alimTe
MHTepHeT-nopTana KoMNaHunwu
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Yrpo3bl MHPOPMALIMOHHOM
6e3onacHOCTM nopTana

CpencrBa 3alIMThI, HAPNABJIEHHbIE
Ha BbISIBJICHUE U YCTPAHEHHE
ys3BumocTeir Web-nmoprana

- [loacucrteMa ananmnsa 3anAIEHHOCTH

- [loacucrema oOHapyKeHHS BTOPKEHUM

- [logcucrema pasrpaHu4YeHUs JOCTYyIIA

- [Toncucrema kpunrorpaduyeckon 3alIUThI
- [loacucrema aHTUBUPYCHOM 3aIIUTHI

CpencrBa, Hanp aBJICeHHbIE
HA BbISIBJICHHE U MPeI0TBPallleHne
HH(POPMALNMOHHBIX aTAK

CpencrBa, HanlpaBJIeHHbIC HA BbISIBJICHHE
U JUKBUAAUMIO NOCJIEACTBUMN
HH(POPMALUOHHBIX aTAK

- [Togcucrema KOHTPOIIS ETOCTHOCTH
- [loacucrema pezepBrpoOBaHUs PECYPCOB
Web-nioprana
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CTpyKTypa 3allMUIEHHOro nopTtana

Web - noptan

@

CeTb UHTEpHeT

CErMEHT
| CNYXEBHbIX CEPBEPOB |

I |
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CxeMa pa3MelleHnsa MeXXCeTeBblX
SKpaHOB

Web - noptan

Cetb MHTEPHET @&~ @ | — —~ — @ — — — — — — — — — — 1

| I
BHewHun  BHyTpeHHUN |
|- — — |

YcnoBHble 0003HauvYeHud

|
|
KommyTaTtop |
|

MorpaHuyHbwn | | ' . _ | _ ___ ___ ___ __ __ -
— v MapLupyTH3aTop
I-___CEFME;T___”____ o
—— MoTok nHpopma- . CErMEHT
LIMOHHOrO 0BMeHa : ”EM”"”ngﬂgf’BAHHOM || CRYXEBHbIX CEPBEPOB |
________ .
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CxeMa pa3MelleHna 4aTUYUKOB
NoACUCTEMbl OBHApPYXXEHUS aTakK

Web - noptan

| CEFMEHTYNPABREHMA |
CeTb UHTepHeT r— T
| KOMMYHUKALUMNOHHbLIN CETMEHT |
\ | CeTeBOM |
| AaTyumk 1 |
Na==gi A e |
YcnoBHble 0003Ha4YeHus | V |
&P KommyTaTop | i |
| CeTteBOM CeteBOM |

MorpaHuyHbIN §| B
ey | el sl
SR (= T Rl

eXceTeBou y
aKpaH | ﬂEMMHMngﬂg?BAHHOM | | CNYXEBHbIX CEPBEPOB |
________ .
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3alnLLEHHbIN NHTepHeT-nopTan

_— o o o o o T o T o e e o o oy

APM agmMmMHuCTpaTopoOB I' AnMuHUCTpaTUBHLI cCermenT ynpasneHus 6e30MacHOCTLIO

koHTeHTa Web-noprana N - Mopcrctema obHapy>KeHWS BTOPXKEHWUI

I
- MopacucTema aHanuaa 3almLLEHHOCTH I
- MopcmcTema KOHTPOS LENOCTHOCTH |
I
|
I

- Moacuctema Kpuntorpaduyeckon 3allnThl
- MNogcuctema pasrpaHuyeHust goctyna
e - MNogcuctema aHTMBUPYCHOM 3aLLMThI

T(————————————--———————

0MMyHVIKaLI,VIOHHbII7I CermMeHT

MexceTeBoWn
3KpaH

Monb3oBaTenu cetn ] C|
UHTepHeT

CermMeHT NyGrINYHbIX CermeHT cepBepoB
cepBepoB YnpaBneHusi KOHTEHTOM nopTana

— e o e . . — R |

S - . . . . .
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3awnTa goctyna K NHTepHeT

KoMnJjieKkcHoe pelleHune no
OpraHuMsauumm 3almLEHHOro AoCcTyna
K pecypcaM cetun VIHTepHeT

Craiia 25 AUaAOrHayka



3alMnWEHHBIN AocTyn K IHTepHeT Ha
OCHOBEe cepBepa TepMUHANbHbIX CYyX6

= —————————
I_ KOMMYHUKALUWOHHbIA CEFMEHT r CEMMEHT |
| | |I'IOJ1b3OBATEJ1El7I|

|
|
|
|
L - — —

| daiinoBbIit Cepsep

cepsep TEPMHUHAIbHBIX
ciy k0
CErMEHT

OEMUNUTAPU3OBAHHOM 30HbI

Cnaiia 26 AUaAOrHayka




3alMnWEHHBIN AocTyn K IHTepHeT Ha
OCHOBE HaNl0XeHHbIX cpeACTB 3alUThl

YnaneHHble I AAMMWHUCTPATUBHBLIN CErMEHT ynpaBrieHUsA 6e30MacHOCTbIO

nonb3oBaTenu CermeHr

. NokanbHbIX APM
-Cuctema obHapy>KeHWs1 BTOPXXEHWI —

|
|
-Cuctema aHanusa 3aluLLeHHOCTH |
-Cuctema ynpaeneHusi NonuTvkon 6esonacHocT
|
|

-Cuctema aHTMBMpyCHOIZ 3aLlUTbI

APM nokanbHbIx
nonb3oBarenemn

I KOMMyHMKaLWIOHHbH;I CerMeHT

MexceTeBoWn

MexceTteBon

Y3en

[NoyToBbLIV Web
cepBep cepBep

CepBep 6asbl CepBep
OaHHbIX NPUNOXEHNI

L CermeHt M3 1 L BHyTpeHHUI cerMeHT cepBepoB
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PeweHne no 3awmte MOOUNbHbIX
CTaHUMWM Nnonb30oBaTeneu
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[Ipobnema

B YTepun KOMMbOTEPOB C KOHMUAEHUMANbHOMU
MHpopmaumnemn

B KpaXxu KOMNbTEPHOU TEXHUKU C
KOH®UAEeHUManbHON UHMOpMaLnen

B YpanéeéHHble aTaku U3 NIHTepHeTa npu
noaKIto4YeHnn HoyTobyKa K ceTu
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PelueHune

B llindppoBaHue nHPopMaLmMmM Ha KECTKUX
ANCKax MOBUIbHbIX KOMObIOTEPOB

B YCTaHOBKa CUCTEM @aHTUBUPYCHOWM 3aLUMNTDI

B YCTaHOBKA NepcoHallbHbIX CETEBbIX 3KpaHOB
ANg 3alnTbl OT BHELWHUX aTakK U3 CeTU
NHTepHeT
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MOHUTOPUHI UHPOPMALIMOHHOW
6e30nacHOCTU

KoMnsieKkcHoe pelleHune no
MOHUTOPUHIY MHPOPMALMUOHHOU
6e3o0nacHOCTU

Cnaiia 31 AUaAOrHayka



[1Ipobrnema

B HeobxoanMoOCTb NpoBeaeHns
COMNOCTaBUTENIbHOIO aHann3a pe3ynbTaToB
pPaboTbl pa3NNYHbIX CPEACTB 3aLLUThI

B npoBeAeHue COonoCcTaBUTENBbHOIO aHan3a
pe3ynbTaToB paboTbl CpeacTB 3allUTbl U
napaMeTpoB paboTbl NporpaMMHoO-annapaTHOro
obecneueHuns AC

B nouck nHpopmaumm o6 ogHOM cobbiTUM B
XXYpHanax ayauta pa3/inyHbIX CpeacTB 3alluThbl
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PeweHne no MOHUTOPUHTY
MHPOpMaLMOHHON 6e30nacHOCTH

‘ CepBep MOHUTOpPUHra
< > MH(OPMALIMOHHOWN
; Oe3onacHoCcTHU
APM agmuHncTpartopa
©e3onacHoCTH / \

CobbiTus 6e3onacHocTU

Wt

/ \
( CeTb nepeaayn AaHHbIX )
A AreHT
FeHT
\ MOHUTOPWHa
A MOHUTOPUHTa « A AreHT S A AreHT
“ MoHuTOpuHra ||| “ MOHUTOPUHIa
Q A N °
e N
oo

U

4

L :::::::1

>
KomMmyHuKaumoHHoe o6opyaoBaHmne s Cepbeps Cpegactea 3awuThl
(MapLpyT13aTopbl, KOMMYTaTOpPbI, PaGoune craHLum (cncTtembl BbISBNEHWS aTak, MEXCETEBbIE
cepBeepbl A40CTYNa u ap.) 3KpaHbl, aHTUBUPYCHbIE CUCTEMbI U AP.)
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Cnacubo 3a BHUMaHue!

Ten.: (495) 980-67-76
dakc: (495) 980-67-75

vas@DialogNauka.ru
www.DialogNauka.ru

AUaAOrHayka



