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AHAJIN3 MOJU®UKALNM KPUIITOCUCTEMBI HUJEPPAUTEPA
Annoramnus

B nokmane paccMarpuBaeTCs MOCTPOCHHE M aTaka Ha
KJIACCUYECKYI0 KpunrTocucreMy Huneppaiitepa M pa3iaudHble
noaxoAbl K Monudukanuu cucreMsl. [IpuBeneH ananus psna
aTak Ha paccMarpuBaeMmble Kpunrocucrembl. (CremnaHo
3aKJIOYEHHE O  KPUNTOCTOMKOCTH  Moau(pUKauuil U
BO3MOKHOCTH MX IIPUMEHEHHUS.

B Teopuu kpunTocucTeM ¢ OTKPBITHIM KIFOUOM U3BECTHBI JIBA OCHOBHBIX THUIIA
CHCTEM, OCHOBAHHBIX Ha JIMHEHHBIX Kojaax. 1o cucrema Mak Diuca (McElice) [1] u
cucrema Huneppaiitepa [2]. PaccMoTpuM noapoOHee KI1acCUYECKyI0 KPUIITOCUCTEMY
Hwupneppatitepa.

Nnes cucrembl HuneppailiTepa cOCTOUT B clienyrolleM. B KadyecTBE CEKPETHBIX
KITFOUYeil BBIOUPAIOTCS:

e mpoBepouHas wmarpuma H = [ijz] , me j=12,...n, i=01...,r-1,
HEKOTOporo 06o61eHHoro kojaa Puga-Conomona nan nojaem GF(Q);

e CiydaiiHO BbIOpAaHHAS HEBBIPOXKICHHAS CKpPEeMONUpyomas marpuia S
nopsiaka ¢ Haa moneM GF(Q). Drta marpuma BBOAWTCS JUIS TOTO, YTOOBI
CKPBITH OT KPHUOTOAHAIMTHKA BHUIMMbIC 3aKOHOMECPHOCTH, paspyIias
CTPYKTYpPY IPOBEPOYHOM MATPHIIBL.

OTKpPBITBIM ~ KJIFOYOM  SIBJISICTCS  CKPEMOJIMPOBAHHAsS MPOBEPOYHAS MAaTpHIA

H,=SH.
CooOuieHusIMH SIBJISIFOTCSL BCe N -BEKTOPbI ¢ KoopauHatamu u3 moist GF(Q) ¢

BECOM He TpeBocxoasauM I/ 2. 3nech COOOIEH s HE SIBISIOTCS KOJTOBBIMH CIIOBAMHU
BbIOpaHHOTO KOoja Puna-ComomoHna, a mpeAcTaBisioT coO00 BCEBO3MOXKHBIEC OLTUOKH,
KOTOPBIE 3TOT KO/ B COCTOSTHHU MCIIPABJISATH.
IudpoTeKCcT, COOTBETCTBYIOIIUI COOOIIEHHWIO M, MpPEACTaBIsAeT COOOH I -
BEKTOP M BBIYMCIIACTCS CICIYIONIMM 00pa3oM:
c=mH, =mH'S".
3aKOHHBIN IMOJH30BATEIb MOCHIE MpUeMa MH(PPOTEKCTa C, YMHOXKACT €ro
cnpaBa Ha Matpuiy (ST)™', a 3aTeM NpUMEHsSET W3BECTHBIH JHIIb €My aIrOPHMT

OBICTPOrO AEKOJMPOBAHNUS U MOJIyYaeT NepeAaHHoe cooOIeHre M .
OnucanHas KpUIITOCUCTEMa OKa3ajach HECTOMKOW W ObUIa B3JIOMaHa
CunenbHukoBbsIM U lllecTakoBeIM. ABTOpaM ynajoch yrajgaTh CTPYKTYpY 3aKpbITOTO

KJII0Ya 10 OTKPHITOMY M nojpoOpaTb Takue matpunsl H u S, uto H, =SH. B

pabote [3] mpuBeAeH MOAPOOHBIM alrOpuTM aTaku. B mociemyroliue rojabl HE pa3
NPEANPUHUMAIACH TIOTMBITKH  MOAU(PHUIIMPOBATh KJIACCHUECKYI) KPUITOCUCTEMY
Huneppaiitepa Takum 00pa3om, 4TOOBI TOBBICUTH €€ KPUTITOCTONKOCTD.

Ha  ceromgusmuuii  JneHb CYIIECTBYET HECKOJIBKO MoaubUKaIIit
KPUIITOCUCTEMBI, CPEAN KOTOPBIX MOXXHO BBIICIUTH TPU OCHOBHBIX Mojaxona. Bo-
MEPBBIX, 3allyMJIEHHWE TMPOBEPOYHON MATPHUIBI KOJAa BBEICHHUEM CKPBIBAIOIICH
maTpunibl. Hampumep, B pabote [4] B KayecTBE CKpBIBAIOIICH MaTpUIbl Oblia
npeyiokeHa MaTpulla €IWHUYHOTO paHra. B pabGore [5] wucmoibp30Bainch



CKpPBIBAIOIINE MATPHIIBI paHra, 3HAYUTEIbHO OOJIBIIEro eAnHUIIBI. BTOpoi moaxon k
Moau(UKAIMKM 3aKIIOYAE€TCS B HCIIOJIB30BAHUE PA3MYHBIX METPUK, OTIUYHBIX OT
KJIACCHUYECKON XAPMMMHIOBOM MeTpuku. Hampumep, BbIOMpaeTcss paHroBas METpHKa
(kak B pabore [6]) wim BBOOUTCA Hekas HOBas MeTpuka. M Tperuit Bapuant
MOIUGHUIMPOBAHUS  KIIACCHYECKOM  KpunTocucrteMsl  Hupeppaiitepa —  3TO
MOCTPOCHUE KOJOB ¢ HaOOpoMm crnenuduueckux cBoicTB. CTOUT OTMETUTH, YTO B
IIOCJIETHEE BPEMS JIOBOJIBHO YCIICIIHO NPUMEHSETCS COYETaHUE cpasy ABYX WIH
0oJiee U3 OMMCAHHBIX BBIIIE CIOCOOOB MOAM(PUKAIIHIA.

B nokmame paccMOTpeHBl MEpCHEKTUBHBIE BapHAHTHI MOAM(PHIMPOBAHHBIX
KPUIITOCUCTEM: KPUIITOCUCTEMA HAa PAHIOBBIX KOJAaX, CUCTEMA Ha OCHOBE METPHKH,
aCCOIIMMPOBAHHOW ¢ MaTpuueidl Bannepmonnma, moaudukanus KpUNTOCHCTEMBI Ha
OCHOBE METPUKH, AaCCOIMUPOBAHHOM ¢  HEMOAM(PUIMPOBAHHOW  MaTpuuei
®polbenuyca.

Paccmotrpum moapobnee Moauduxanuio Ha ocHoBe DpoOEHHYCOBCKOM
MeTpukd. OCHOBHasi MJes 3aKJIIOYaeTCsl B BBEJICHUUM HEXOMMUHIOBOM METPUKHU
acCOLMUPOBaHHON ¢ HemoauduuupoBanHoi wmarpuneit ®dpobenumyca. Ilycts F

Matpuna pasmMepoM N Ha N ¢ smementamu u3 mons GF(QY) Takas, uto Nn<N u
panr marpunpsl F mensme n. O6oznaumm f, f,,..., f cTpoku marpuuer F . [l

n060ro HeHyneBoro BekTopa X m3 npocrpanctea GF(q")" ero Hopma onpenensercs
KaK MUHMMAJIbHOE YMCIIO HEHYJIEBBIX KO (UIIMEHTOB &, B Pa3IOXKEHUU:

>_<:Zn:aihi.
=1

B  xauectBe wMmarpuisl F BeIOMpaeTcs  Marpuua - CIEYIOIIEro  BHIA
(nemonmdunmpoBannas Matpuiia PpodeHunyca):

S hy
£ _|hhf hd"™
hy.e...ndd

re Kakmblii eMeHT MaTpuibl Beioupaercs m3 mons GF(q"). Dmements
h,,h,,...,h, nuHEliHO-He3aBUCHMBI Ha/l 0A30BBIM MOJIEM.

Hanee it MOCTpOEHHUsS KOJA HCIONb3YETCS KOHKaTeHauus MaTpuubsl F u
HEeKOTOpoil MaTpuusl G, , uMeromeil Takoi B Kak 1 F :
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e N=N,+K, h,g;, - onementsl nons GF(q"), numeiino He3aBHUCHMBIE B

COBOKyNMHOCTH Haj 0a3oBbiM moieM GF(Qq). Bepxusas uacte wmarpumbl Q ¢

9JICMCHTaAMH h? HCIIOJIB3YCTCA Jid OIPCACIICHHUA MCTPUKH, a HHXHAA 4YaCTb C

dNeMEHTaMH §] HMCIONb3yeTcs Kak MOPOKIAIoNIas MaTpHIla Koja:

n-1

q q
9 9 - O
q qn—l
9. 9 .- 9
G, =| S
q qn—l
9« 9« -+ Gk
[lpn wUppPOBAaHUU OTKPHITOIO TEKCTa, O0O3HAYMM €ro uepe3 Habop
a=( a, ... a) m K wuHOOPMAIMOHHBIX CHUMBOJIOB, KOJOBBI BEKTOP
BBIYHCIISIETCS CIICTYIOIIIM 00pa3oM:
y=2aG,.
BekTop Y MOXXHO MpPEJCTaBUTh B BHIE:
— q q q a"t q"t
3_/—(a191+azgz +..+0, 9, +a,9, +...+a,¢9, ... 49, +a,¢g, +..+43

TZI€ YMCIIO HEHYJIEBBIX @; paBHO S. IlyCTh BEKTOp Y MMEET B HOBOW METPHKE

HOpMY PAaBHYIO N g =M. Torma Y MOXHO 3aIicaTh B HECKOJIbKO HHOM BHJE:

X:(bbhl+b2h2+...+bmhm bht +b,hd +..+b h? .. bh' +b,hd" +..+b, h



W3 nonydeHHBIX NPEICTaBICHUN BEKTOpa Y CIEAYeT, 4TO S+ M CTPOK
MaTpullbl Q JTUHEHHO 3aBUCHUMBI. YUUTBIBAs, YTO S U M HaTypalbHble U S+ M >N,

cienoBatenbHo, S+M>n+1wm N >n—-s+1.

Tak kak MUHHMAaJbHOE PACCTOSIHUE JTMHEWHOTO KOJa PaBHO MHHUMAIBHOMY
BECY HEHYJICBBIX KOJOBBIX CJIOB, TO MHHHUMAaJIbHOE PACCTOSHUE JaHHOTO KOJa He
oyner mpeBocxoautb N . Ilomp3ysice Tem, yro K>S, momywaem dp >n—Kk+1.
[lpunumas BO BHUMaHHE 0000IIEHHYIO TpaHully CHUHIJITOHA, 3aKJI0YaeM, 4YTO
d- =n—k+1.

[lpu nexomupoBaHWM MHUPPOTEKCT yIOOHO MPEACTABUTh HECKOJBKO WHOM
uge. Ilyetre € = 9 + €, e g=(9; 9, ... Jy,) — KOMOBBIA BEKTOD,
e=( € .. &) — BEKTOp OLIMOKH.

[penmnonarasi, 4T0 HOpMa CTPOKH OLTHMOKU B HOBOI METpUKE paBHA [, BEKTOP
€ MOJXKHO IPEJICTABHUTH B BUJIC:

e=mh, + m,h, +...+mN1hN1,

npudem d,, (M) =t. s KOZOB, ONMCAHHBIX BHINIE, CYIIECTBYIOT OBICTpBIC
AITOPUTMBI JICKOMPOBAHHSI.

[lpu pacmmppoBaHUM JIETANBHBIA T0JB30BATENIb YMHOXAET TOJTYYCHHBIN
nmpporekcr (g+e€)S ma ST, 3areM TNpUMeHSeT aNrOPUTM  OBICTPOTO

JACKOIHUPOBAHUA B HOBOM MCTpPHKE. B pe3ysbTaTe mojab30BaATCIIb MOJYYUT BEKTOpa (
U Ee. ITocne IIPpUMCHCHUA aJilrOpUTMa 6BICTpOFO JACKOJHUPOBAHUA POAUTCIBCKOIO KOJa

JeranbHbIA T0NB30BaTeNb MOTYYUT BekTop M. Jamee mpu ymHOkeHMH M Ha P

MOJTYYUTCS CaM OTKPBITHIA TEKCT M .

[Tocne mocTpoeHus: KPUNTOCUCTEMBI HEOOXOJUMO MTPOBECTH €€ KPUMTOAHAIN3.
WHTepecHO paccMOTpeTh JBa OCHOBHBIX BHJIa aTakK, NMPUMEHUMBIE K CEMEHCTBY
MOJIU(UIIMPOBAHHBIX KPUIITOCUCTEM: MIPSIMbIE M CTPYKTypHBIe aTaku. [lox mpsmMbiMu
aTakaMH TOHUMAIOTCS: TMepedop MO MCKYCCTBEHHBIM OIIMOKaM, miepedbop o
COOOIIEHUsIM, NIEKOJUPOBAHUE OMyOJMKOBAHHOTO KOJAa Kak ciydaiiHoro. Cpenu
CTPYKTYPHBIX aTaK CTOWT BBIJCIUTH pa3jIMYHbIe MOAM(HUKAIMU aTaku [ MOCOHa,
aJaNTUPOBAaHHbIE K W3MEHEHHSIM B KpUIITOCHUCTEME, a TaKXe BapUaHT aTaKu
CunenpaukoBa-lllecrakoBa. CTOUT OTMETHTh, 4YTO TPU OIECHKE TPYJIOEMKOCTH
KaXKIOW M3 aTak, HeOOXOIMMO YYUTBIBATh pa3Mep OTKphITOro kitoua. Kak mpasuio,
pasMep KJIro4a BeIOMpaeTcs ¢ y4eToM TpeOOBAaHWMA, MPEIbSIBISIONINXCS CETOMHS Ha
MPaKTHUKE K aCCUMETPUYHBIM KpHUITOcHCTeMaM. Takke HMHTEpecHa TeopeThdeckas
OIICHKA KPHUIITOCTOWKOCTH CHCTEMBI ISl KJIFOYEH 3HAYUTEIIEHO MEHBIIEro pa3Mepa,
Tak Kak araka, mpejuioxkeHHas [ mO0coHOM omepupyeT Toiabko ¢ kmtodamu B 10-20
Kowur.
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