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IIpuMeHeHne 3aNyTHIBAOIIMX MPeoOpPa30BaHMil U MOJIMMOP(PHBIX TEXHOJIOTHH I ABTOMATHYECKON 3aLIUTHI
HCIOJIHSIeMBIX (paiiJIOB OT HCCIeA0BAHUA M MOAMPHUKALIUA

B Hacrosmiee Bpemsl CymIeCTBYeT LENbIH PsiJi HOAXOAOB K 3aIIMTE UCIOIHIEMBIX (ailIoB OT McCiIeaoBaHUS U
Moau¢ukanui. OCHOBHBIE M3 HUX — 3TO IMPHMEHEHHE KOHBEPTOB M BUPTyaIN3alys KoAa NpHiIokeHus. IIpu sTom
KOJl KOHBEpPTa WJIM KOJ Tela BUPTyadbHOH MammHbl (BM) ocymiecTBiseT HEOOXOAMMBIE MTPOBEPKH BAIMAHOCTH
JAHHOW KOIMH MPWJIOKECHUSI. MOXKHO JIETKO YBHIETh, YTO KAUeCTBO MPAKTHYECKH BCEX ITOAXOJO0B, IPUMEHIEMBIX
qutst 3amutel [10, HanpsiMyTo 3aBUCHUT OT KadecTBa 3allyThIBAIOIINX peoOpa3oBaHuid. [1o cyTu nena BUpTyamu3aus
KOJa — 3TO YK€ 3amyThIBAaloNIHe MpeoOpa3oBaHHA. B 3ToM ciydae HEOOXOAMMO NPHMEHUTH 3aIlyThIBAIOIIUC
peoOpa30BaHKs MO OTHOMICHUIO K Telxy BM st Toro, 4ToObI BO-TIEPBEIX — BOCIIPEISITCTBOBATh €€ N3Y4YEHHE U BO-
BTOPBIX — MHHHMH3UPOBaTh BO3MOXKHOCTh CO3JaHUS JCKOMITMISATOpoB Juisi ngaHHOH BM. CymectByer nBa
HAlpaBJICHUA Pa3BUTHUSA TeXHoJoruu oOdyckamuu. IlepBoe — umcto Teoperudeckoe. OmnpeneneHue UACAILHOTO
o6dyckatopa 66110 1aHO b. Bapakom B cBoux Te3ucax [1].

BepositHocTHBIN anroputM O siBisiercst TM 06¢ycKkaTopoM MpH BHIIOIHEHHUH CIEAYIOIUX TPEX YCIOBHIA:

1) ®dynknuonanbHocTh. s moboit TM M O(M) Beraucinsiet Ty e GyHKUIUIO, 4To U M.

2) TlonuHoMuanbHOe 3ameuieHue. J{nuHa U BpeMs BbinosnHeHus: O(M) noymkHa OBITh MOJMHOMHHAJIBHO OOJIBIIE
AQHAJIOTUYHBIX TMOKa3ateneit aimst M. T.e cymecTByeT IOJIMHOM P Takoif, 4To | eciau M 3akaHYMBaceT CBOIO paboTy
Yepes t m1aroB npu onpeneneHHoM Bxoge X, To O(M) okaHUMBaeT CBOKO padoTy 3a He Oonee dyem P(t) maros mpu Tom
e BXOJE X.

3) CeoiictBo BupTyampbHOH Black-Box. Jlnsa mo6oit BeposTHOCTHOH Mammebl Trropuara PPT A mHaiimercs
BeposATHOCTHas MamHa Treiopuara PPT S Takas, uto mis Bcex TM M crpaBenmiBo:

‘Pr AO(M ))=1=Pr s<M>(1M):1‘_s neg(M)) @

T.e., roBopst HepOpMaIbHO, HE CYIISCTBYECT aJIrOpPHTMa pacro3HaBaHus 00¢yckaiuu 06ojee 3PPEKTUBHOTO, YeM
00BIYHOE TIPEIOJIOKEHNE CIIAaHHOE Ha OCHOBE aHAJIM3a BXOJIOB M BBIXOJIOB 3allyTaHHOW Tporpammsl (QyHKIHN
WA 3aIIyTAaHHOTO HAO0Opa MHCTPYKITHH).

Bapakom ObpUTO [TOKa3aHO, YTO YHHBEPCAIBHOTO 0OQycKaTopa HE CYIIECTBYeT, T.K. CYIIECTBYeT Kiacc
MOJIPOTPaMM, Ui KOTOPBIX OCHOBHOE (YHKIIMOHAJIFHOE CBOIMCTBO yCTaHABIUBACTCSA IIOCTATOYHO JIETKO. B
paborax [2], [3], [4] u [5] paccka3piBaioch O TEXHOJNIOTHH OO(QyCKalMd Ha YpOBHE 3-X aJpecHOro Koja U O
TEXHOJIOTHH TE€PEeBOJa W3 MAIIMHHOTO KoJa B 3-x ajapecHbiil. B paborax [4] u [5] Obuto mMOKa3aHo, YTO MpU
HapyIICHHH NPUHIOANA (QYHKIMOHAIFHOCTH TO bapaky MOXXHO JOOWTBCS HOCTATOYHO CTOHKOW OOQYCKAIMH.
Bo3moxuo gaxe Oynaer cobmomaThest cBocTBO BupTyanbHO#t Black-Box. T.k. paspaGoraHHble anropHTMBbI
0o0¢yckanuu moxpa3syMeBalOT MX MPUMEHEHHE IO OTHOLIEHHWIO K TOTOBBIM HCHOJHSAEMBIM (ailam, TO BMECTO
cBoiictBa Black-Box GbL10 BBEIEHO CBOMCTBO CTOMKOCTH IO OTHOIIEHHIO K aJITOPUTMAM ONITHMU3AIINH.

if (Pr OptAlg(O(M ))=1 > neg(M|))

_ — 2
#r OptAlg(O'(M ))=1 ~ Pr OptAlg(O'(M"))=1_<neg(|M|) @

B nannom ciydae O’(M) — 3T0 enie oxHO npuMeHeHue anroputma O 1o oTHomeHuo K noamnporpamme M, a O’(M’)
— 910 mpumeHeHne anroputva O 1O OTHOLIGHHIO K mojiporpamme M, omnmyaromeiics ot M. T.e. naxe ecnu
BO3MOXHO TIOCTPOUTH anroputm ontumusarmn OptAlg, To oH OymeT akTyaneH TONBKO JUIS KOHKPETHOM
noanporpammbl O(M). Jliist TOoro, 9TOGBI YIOBIETBOPSITH 3TOMY CBOWCTBY, HEOOXOAWMO CIIEOBATH IpPaBHIIAM,
TpHBEICHHBIM B pabotax [4] u [5].

PazpaboTtanHass TexHojorusi oOQyckanmuu TMoapasymMeBaeT 2-X YpOBHEBYIO 0O0Qyckamuio, T.e. BHaJale
MPOM3BOJIUTCS 3allyThIBaHHE Ha YpPOBHE 3-X aJ[peCHOTO KOJa, a 3aTeéM OCYLIECTBIsieTCs 0O0dycKalys Ha ypoBHE
KOHKpETHOH 11eneBoi ruardopmsl. s o6dyckanny Ha ypoBHE LENEeBOI MIaTGOPMBI UCTIONB3YIOTCS alITOPUTMBI
TeHepaIyy MOJUMOP(GHOTO KO/1a, YIOBIETBOPSIONINE CIETYIOIINM YCIOBHUSIM:
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BI)IHIerI/IBe)IeHHaH CUCTCMa yCJ'IOBI/Iﬁ O3Ha4acT, 4To Ka)ka0it HWHCTPYKIHNHU IMMOCTABJICH B COOTBETCTBUE HEKHUH Ha6op
noamporpamm, 06na,ua}omnx OJJMHAKOBBIM (byHKIlI/IOHaJ'ILHI)IM CBOMCTBOM (z[ena}omnx OJHO M TO XKC IIO pa3HOMy).
HazoBem wux QJICMCHTAPHBIMU. OZ[HaKO MOJy4YCHHas B pPE3yJbTaTe MmporpaMmMa [P HE JOOJDKHA OBITH
IIOCJIEAOBATECIIPHOCTBIO  DJIEMEHTAPHBIX ITOAIIPOTPaAMM. TaKyIO TEXHOJIOTUIO MOJKHO Ha3BaTh TEXHOJIOTHEH

nepeceveHuss NOMMMOP(HBIX MHCTPYKIMHA. Hampumep, 4acTh MHCTPYKLMI HOAMpPOrpaMMbl [J, IEPEHOCHTCS B

noAmporpaMmy [J; i Ha060poT. DTO MOKHO C/IeaTh IPH YCIOBUH, 4TO HoAmporpaMmel [); u [J, He paboTaloT ¢

OOLIMMH JTaHHBIMH, a TOYHEE CKa3aTh, OSCIPEIATCTBEHHO MOXHO NEPEMECTHUTh TOJIBKO T€ MHCTPYKLUHH, KOTOPHIS
paboTalT C onepaHIaMH OTJIMYHBIMH OT OINEPaHJOB MHCTPYKLHUI MOINPOrpaMMbl, B KOTOPYIO OCYILECTBIISIETCS
nepenoc. Oco0oe BHUMaHUE ClieyeT yAenuTh apupmernueckum uHeTpykumsiM XOR, OR, AND, ADD, SUB, NOT.
OTH MHCTPYKIMU MOKHO T€HEPHPOBATh MOJMMOP(HO C HCIOJIB30BAHHEM PA3IMYHBIX 0a3MCOB, HAPUMEp, MITPUX
leddepa u crpenka Ilupca. AKTHBHO NPUMEHSIOTCS TaK)Ke 3aKOHBI OyJieBOW aireOpbl TakMe Kak 3aKOH Jie
Moprana u 3akoH noruyomnieHus. [Ipu renepannu noauMopdHbIX SKBUBAJICHTOB HHCTPYKIMI €CTh OJHA IpodiiemMa —
ydet ¢raros. Jleno B TOM, 4TO ecid (Jiark, M3MeHsAeMbIC TaHHOH HHCTPYKIMEH yIUTBIBAIOTCS TIS-TO B IPOrpaMme,
TO CTEHEPHPOBATH € MOIMMOP(HBINH SKBUBAJICHT TOpa3lo CJIOKHEE H, HAIPOTUB, TOPA3JIO JIeTYe IMOHATh, YTO ITO 32
uHCTpYK1Hs. [IoaToMy B pa3paboTaHHOM reHepaTope MOIMMOP(PHOrO KOJa €CTh 2 OCHOBHBIX PEXUMa I'eHepaluy —
¢ ydetoM ¢uaroB u 6e3 Hero. Ecii ecTh MoIO3peHHe, Y4TO B NMPOrpaMMe HCIOJIB3YIOTCS (iard, ompeaelsieMble
JaHHOW MHCTPYKLHMEH, TO OHa T'CHEpHPYETCS B pexuMe ¢ ydeToM (iaroB. B NmpoTHBHOM ciiydae HHCTPYKLHS
reHepupyercs 0e3 ydera ¢uaros. I'eHepaTop moauMophHOTo KOAa HCIONb3YeTCs, B YACTHOCTH, JUIS 3allUTHI Tela
BM Guardant.
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