KomMmmmanusg « AKTUB))

O IIpakKTU4YECKOM HIPUMEHEHUH
White Box kpunrorpadun

[IleaxkyHoB J1.A.



White Box kpunrorpadus

- OtkpeITei Kirod — White Box peamm3anms
onmounoro mudpa (mudpoBaHue), 3aKPHITHIM KITIOY —
White Box peanm3anms 6iounoro mmdpa
(pacmudpoBanue).

- OCHOBHO€ JIOCTOMHCTBO — BBICOKAsI CKOPOCTb
paldOTHI.

- Borpoc 0 BO3MOXXHOCTH CO3JIaHUS TaKOIr'o pojia
CXEM OCTAETCs OTKPHITHIM.



White Box kpunrtorpadus

[lonbITKH CO30aTh aCCUMETPHUYHBLIC CXEMbI Ha 0aze
OJIOUHBIX HIH(POB:

1. S. Chow, P. Eisen, H. Johnson, P.C. van Oorschot, A White-Box DES
Implementation for DRM Applications, 2002.

2. S. Chow, P. Eisen, H. Johnson, P.C. van Oorschot, White Box Cryptography
and an AES Implementation, 2002.

3. Julien Bringer, Herve Chabanne, Emmanuelle Dottax, White Box
Cryptography: Another Attempt, 2006.

4. Hamilton E. Link, William D. Neumann, Clarifying Obfuscation: Improving the
Security of White-Box Encoding.

5. www.softwaresecurity.org - Ivan V. Petrov, Seculab JSC.



White Box AES-128
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White Box AES-128
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White Box AES-128

ITo pe3yapraTam ananuza T-DOX Tabmuir OBLI IOCTPOCH
aITOPUTM BOCCTAHOBIICHHUS CKPBITOT'O KIIIOYA.

S[val, @a] ®val, =S"[a], (4)

) [ a] -pe3ynbTaT IJIs KaXKI0Ir0 BXOAHOTO 0aiTa mocje IpUMEHECHUS
InvMixColumns;

S| X] -S-box knaccuueckoro AES-128.



IEI Y CUJICHHBIN BAPHUAHT CXEMBI

1. Ucnonw3yeTcs apyroe koneunoe moje (ae Rijndael).

2. Ucnionp3yercs apyroiu nmoanaoM B onepanuu MixColumns.

DneMeHTHI [-DOX-0B IMHEMHO 3aBUCHMEI IPYT OT JPYTa,
IIOATOMY B3JIOM TaKOM CXE€MBbI BO3MOXKEH MOCPEICTBOM
HaXO0XXJCHHSI KOHEYHOT'O MOJIS U IMOJIMHOMA, 00paTHOIO
ncoibzyeMomy B onepanun MixColumns, ¢ mociaenyromumm
IIOCTPOCHUEM Ta0auI HHBEpcur 001mumM pazmepom 40 K.



B03MOXHBIE BapUaHTHI

YCUJICHUS CXEMBI

1. BBeieHre qONOIHUTEIILHBIX OIEpallii HUKINYECKOrO CIABUTA
IS KaXKIoro djieMeHTa T-boX-a ¢ yaerom 3Toro ¢dakra B T-box-
axX CICAYIONIETo payHaa (B3JIOM IPAKTHYCCKU HE YCIOKHICTCS).

2. Vctionib30BaHuE Caeayroero (Gakra:

((a-b)(modp, )-c)(modp, ) #(a-(b-c)(modp, ))(modp, ),(5)

P, P,- HEMpUBOAMMBIE TOJTMHOMBI 8-11 CTENIEHHU.

Takum obpasom, Kaxkapli 31eMeHT [-D0X-a yMHOXaeTcs Ha
MOJIMHOM B IIPOU3BOJIBHO BEIOpAaHHOM KOHEUYHOM nose. [Ipu
reaepanuu 1-D0OX-0B CICAYIONMIErO payHaa IPOU3BOIITCS
oOpaTHBIE ONEpaIHH.



B03MOXXHBIE BapUaHTHI

YCUJICHUS CXEMBI

BbIBO/I: B0o3M0XHO IIOCTpOECHUE
Ta0JIML HHBEpCUM pazmepom 154 16.
AES mamno nmpuronen pig White Box
KpUIITOrpa)uu B CHUIIY CBOCHU
APXUTCKTYPHI.



@ B03MOXHbIEC BapUaHThI
YCUJICHUS CXEMBI

1. Onepanust MixColumns Beimonastercs mo moayo X0 +1.

2. S-boX rerepupyroTcs ciaydaifHBIM 00pa3oM.

3. [TomuoMm gt MiXColumns reaepupyercst ciaydaiiHBIM
00pa3oM ¢ y4e€TOM HEOOXOAUMOCTH CYIIECTBOBAHUS OOPATHOTO.

4. Ucnonw3oBanue GopMynsl (D) M yCIIOKHESHHS HAX0XKICHUS
JTMHEHMHON 3aBUCHMOCTH MEXKIY dJIEMCHTaMH [ -D0X-0B.

[ IMJIOTHBIN BapUaHT TAKOM CXEMBI yKE CO3/1aH



OTKpPBITHIE BOIIPOCHI

1. Heobxoaumo pa3zpadoTaTh METOAUKY T'€HEpaLluU
nonuHOMOB Mt orepanmu MixColumns.

2. HeoOxogumo pa3padboTaTh METOAUKY I'eHEpaALIUM S-
b0X-0B, UTOOBI MHUHUMU3HUPOBATH BO3MOKHOCTD

reHepalMy CJIa0bIX Ta0IUI] MOJCTaHOBKHU.

3. Heo0x01uMo O1IeHUTh KOJIMYECTBO MPUMEHEHUM
dopMysl (5) IO OTHOIICHHUIO K dJIeMEeHTaM [ -DOX

TAOJIHII.



BLIBO/IBI

1. JIna cozmanna White BoX cxeM He0OX0I1UMO
CO3JaHHE CIICHIUAIN3UPOBAHHBIX OJIOYHBIX IIU(POB.

2. Ha 0a3e onMcaHHbBIX IMOIXO0O0B ObLII CO3IaH
reaepaTop |-DOX-TaOauIl 1 mpUMeEp X UCIOIB30BaHMA.



BOIIPOCDbI
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