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MOCKOBCKMIA MHXXEHEPHO — PU3UYECKUIK MHCTUTYT
(rocyaapcTBeHHbIA YHUBepcuTer)



Mpobiembl TOBApPHO — AeHEKHOro obmeHa

Odyanu3am TOoBapHO — AeHeXHoro obmena :
» 3auMHTepPecoBaHHOCTb 00eux CTOPOH B COBEPLUEHUU CAENKU

» KOHOMUKT MHTepecoB npojaBua M Nokynarens

KOHGAUKT MHTEepecoB nopoxaaetr npobnembi :
» OpHoBpeMeHHOCTb obmeHa

» «KoT B melwke»



Mpobiembl TOBApPHO — AeHEKHOro obmeHa

ononHutenbHble TpE6OBaHMF| K nNAateXXHbiM CUCTEMAM :

» AHOHUMHOCTb

» HeotcnexxuBaemocTb nnatexemn

v' 06ecneunBaloTca Ha/MYHbIMU AEHbramu
v' He obecneuymBalotca MNpoYMMKU TPAAMLMOHHLIMKA CPEACTBAMMU MAaTexa

v ObecneynMBaloTcaA TOJNLKO oOAHMM BUAOM 3SNEKTPOHHbLIX NMAaTeEXHbIX CPeAacTB

- undpoBbIMKU AEHbraMU



Cxema obpalieHus UMPpoBbIX AeHer

OcHoBHble nona uuppoBoit BGAHKHOTbI :
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PeweHne npobnem ToBapHO — AeHeXHoro obmeHa

KaKk caenatb Tak, 4TOObI M npoaasey, U NOKyMNarte/b

HaxXoAuMnUCb B PaBHbIX YCNOBUAX ?




PeweHne npobnem ToBapHO — AeHeXHoro obmeHa

1. [MMokynatens W Npoaasel, NONYYAlOT PaBHYIO Bbiroay
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2. [Mokynatenb u npopaseu, NOABEPralOTCA PaBHOMY PUCKY
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[lepBblit BapuMaHT NPOTOKOAA

B npotokone npuHUmaloT yyvactue nokynatenb f1 v toprosey, T.

[MoKynatenb noarotasnansaeT UUdpoBble AEHbMM NO 06blMHOM Cxeme.




[lepBbii BapWaHT MPOTOKOANA
» Ecnn n BeNUKO, TO CTOMMOCTbIO OAHOW YacTU MOXHO npeHebpeub

» Hu npopasel, HM NOKynaTenb He ONpPeaenaloT, Kakue 4YacTu

M B KaKOM NOpAAKe BblIKYMNarOTCA

» Ecnu nokynatenb nepemellan ¢parmeHTbl B CAy4anHOM NoOpsakKe,

TO AOKYMEHT AO/MKEH BblKyNnaTbCA paBHOMEPHO
» MNpopasel, MOXET PacKpPbiTb HECKONbKO 4acTei A0 Havana Topros

» Topru moryt 6biTb nNpepsBaHbl B Nt0OOKN MOMEHT

6e3 ywepba ana oboux cTopoH



BTropoit BapuaHT npoToKoaa




BTropoi BapuaHT NpOTOKOAA

Hu npopaseu, HW NOKynaTeNnb HE MOTYT NOBAUATbL Ha TO,

Koraa Oyaer BbIKYN/AeH KAK4eBOW KOHBEPT

HOKVI'IaTEJ'Ib MOXeT C O,D,MHaKOBOﬁ BEPOATHOCTbIO

Kak HeaAonn1atnutb, Tak U MNepennatutb

MoKynatentio BbIrOAHO Y4acTBOBaTb B MPOTOKO/E A0 TeX nop,

NOKa OH HEe MONYyYUT CBOWU TOBap

Echn npopasel, nonbitaeTca NOAMEHUTbL NAKETbI,

TO NOKynatenb OOHAPYXWUT 3TO U BbLIMAET M3 NPOTOKONA

Mpobnema «KoTa B MellKe» He pelleHa



MOpuAHbIA BapuUaHT NPOTOKOANA

» KombuHupylotca cunbHble u cnabble cTOpoHbl 060MX BapuaHTOB

» MNpubbinb npopasua 6onee npeackasyema

» MoLlWeHHUYECTBO NPOAAaBLA BbIABNAETCA HAMHOMQ paHblue



BepoATHOCTb OKOHYaHMA MPOTOKONA
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P(k)=f (k,n,b,a+b)=

MnepreomeTtpuyeckan
OYyHKUMA :

k n-k
Cb * Ca
n

a+b

BapuaHT N2 2 BbipoXKAEH:
a = 999
b=k=

MOpPUAHLIA BapUaHT :
a = 900
b = 100



BEpOHTHOCTb OKOHYaHMA TOPros
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[lna 3aBeplieHMA NPOTOKONa A0CTaTodHO Yy3HaTh 90% cekpeta
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Kpuntorpadpuueckasa peanmsauymsa

Ha NPpakTnke BCeé HEeCKO/IbKO CnoXxHee, 4em B TeOpun .

» lNpopasel, MOXET CKOMNPOMETUPOBATbL NMPOTOKOAN,

BOCNO/1b30BaBWMCb 3HaHUEM COO6LLI,€HVIﬁ m ;

» nOKyI'laTe}'Ib MOXET NoAMEHUTb 3au.||4c|)p0|3aHHb|e C006LLI,EHI/|H

UX npoussegeHnMem UM Bblae/IMTb KAKOY U3 NEepPBOro e Mnakerta

Cyuiectsylowiaa Kpunrorpadpuyeckaa peanusauua pewaet 3t U

HeKoTopble Apyrne npobnembl.



Kpuntorpadpuueckasa peanmsauymsa

B npotokone npuHuUMmaloT ydactue nokynartenb 1 u toprosey T.
T BbipabatbiBaeT napy Knioden RSA (e,d), cooTBeTCTBYHOWMUX MOAYAO N.

n ¢opmupyet a coobueHunit m.

T: k®mod n— I7

1 3aTemnAaer COO6U.I,EHI/IFI CﬂyanIHblM MHOXUTENEM [, a KNKOH - I

[ mfr® mod n

m_r’ mod n

K°r°r, mod n



Kpuntorpadpuueckasa peanmsauymsa

T pacwudpoBbiBaeT coobuieHus,
noanucbiBaa mux «scnenyw». T He
3HaeT B Kakom M3 COOOWEeHUN CKpbIT

KAou K.

T 3awndpoBbiBaeT coobuieHns
no cxeme lNonura-Xennmawna.

T coobuiaeT p cBOEMY KNUEHTY.
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T:

,

m.r, mod n

krr, mod n

\

J

(m,r, mod n)*mod p

(krr, mod n)*mod p

J

ic[l,a]

, ie[l,a]



Kpuntorpadpuueckasa peanmsauymsa

T Npou3BOAUT CAYYaMHOE 4YUCNO
r, < P 1N 3aTEMHAET UM Kaxpoe
coobuleHne. 3atem K MaccuBy

pobasnaerca r,,, BCe CO0OLWEHNA

nepemelwsbliBalotca U nepepatorca [1.

I 3awndpoBbiBaeT coobuweHus
no cxeme llonura-Xennmaxa.
Pe3ynbtaTthl NepemeLllmnBaloTCcA

n BMecTe C r, otcelnatorca T.

T: | (krr, mod n)'r?

(m,r, mod n)*r** mod p
(krr, mod n)*r*% mod p

r> mod p

(m,r, mod n)'r% mod p

mod p |> 171, ie[l,a]

—> T, ie[l,a]; r —>T



Kpuntorpadpuueckasa peanmsauymsa

T CHMMaEeT 3aTeMHEeHMe CO 3HAYEHUM, NONYYEHHbIX UM pPaHee, U

nposepAaeTr AOCTOBEPHOCTE M, ... M

T npocut T packpbiTb pacnonoxeHue coobuwenna r,* modp B

nonyvyeHHoOM MHOXKecCTBe.

(m.r, mod n)*r* mod p

(krr, mod n)*r>* mod p

a-

-r>"mod p=

(m.r, mod n)**mod p

(krr, mod n)**mod p

, ie[l,a]



Kpuntorpadpuueckasa peanmsauymsa

T HaxoauT KA g mod p n pacwmdposbiBaeT Ha 3TOM Kaloue
Kaxpoe coobuweHue. B utore T nonyvyaetr maccus coobuweHun {x},

BbICTYNaklOWKMUX B KavecTtBe TOoBapa.

(m;r, mod n)* mod p X,

~
1

, ie[l,a]

(krr, mod n)* mod p | Xau




Cnacnbo 3a BHMMaHUe

Mauyk H. A.

namatsuk@yandex.ru



