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OTBETCTBEHHOCTb 3a HapyLueHue Vb G':*O'-”D'B‘

OTcyTCTBME OTBETCTBEHHOCTU yOELLIEBNAET CTOMMOCTb HenerasbHbIX
ycnyr n ceoguT paboTty nHdopmMmaunoHHON 6e30MacHOCTU B FOHKY
BOOPY>XXEHUN.

m 20$ ctoumocTb 3apaxeHns 1000 maLumH
m 200 - 500 Euro — DDoS artaka go 20I'6 (24 yaca)




BekTopa pa3Butus GROUPRP IB‘

KnbepnpecTynHOCTb NHpopmaumoHHas
6e3onacHOCTb

TexHonornm

Llenb: npnbbinb Llenb: npnbbinb




3agayn paccnenoBaHuUs GROUP IB‘

1. TlpuBnekaTb B OTBETCTBEHHOCTU MPECTYMHNKOB

Ecnu atoro He genaTb, TO CTOMMOCTb YCryr byaeT ganee gellesBeThb, a
KayecTBO BO3pacTarth.

Kak yBenmunTb LWaHChbI:

1. TlomoraTtb nNpaBOOXpaHUTESIbHLIM OpraHam

2. ObmeHnBaTbCA MHOPMaUMen (gena rno ogHUM U TEM Xe NI0OAM fexar B
pasHbIX NoapasgesieHns X OT pasHbIX 3adaBUTeNen)

HeT ngeanbHbIX NpecTynsieHNN — NPy XefnaHum MOXXHO HauTu Bce




BoTt-ceTn. TeHaeHuun 2009- 2010 G':*OUPIB‘

1. MHTennekTyanbHble 60ThI

2. lNosiBneHne ewé 6onbLoro KonnmyecTsa HenpodeccuoHanbHbIx 60T ceTen:
C NOMOLLbKO KOHCTPYKTOPOB M cneuuarnbHbIX NporpamMm nsa nx
cosgaHuda. [ns cosgaHus 1 ynpaBneHnst Takom CETbIo He TpebyroTcs
cneuuarnbHble 3HaHUA.

3. lNpodeccmoHanbHble DOT CETM CTanu UCNOoNbL30BaTb NEpPeaoOBLIE
TeXHOMNornm anga ynpaesneHns n obecneveHns aHOHMMHOCTU

4. YcuneHue napTHepcKux 6oT-ceTen («napTHEPKN).




Bot-ceTn. TexHonormm Bk 'B‘

1. First come — ycTaHoBreHne naryen nocne 3apaxeHus;
2. Port knocking — ayteHTU(pUukaums;

3. Micnonb3oBaHne NMMPUHIoBLIX ceTen ansa ynpaeneHus 6ot-Hetom. Skype,
p2p 1 T.4.

4. Fast flux — yxe noytn ctangapr.

5. TekcToBble ynpaBnstowme LeHTPbI (coumnanbHble ceTn, 6norn)
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DDoS aTaku G':*O'-”:"B‘

B 2009 rogy ocHoBHbIMM cdpepamun aesaTenbHoCTH, nogseprwmnmmcsa DDoS
aTakam daBnasnmchb:

» baHkoBcKkMe nnaTtexHble CUCTEMBI

* CucTeMbl 9NEKTPOHHbIX NiaTexeu

* [lpeanpnaTtma anekTpoHHON KOMMepPLnn
« CpeactBa maccoBon MHdopMaumn

* TenekoMMYHUKaLUNOHHbIE KOMMNaHUK

Pacxogbl Ha ataky 100-500 eBpo B A€eHb.




PaccrnenosaHue o6ctosTenscts DDoS GROUP |B‘

ichonb3yem BO3MOXXHOCTU Honeynet




ViccnenoBaHve koMaHg 60Ta GROUP |B‘

m boT nog KoHTponem

GET /main/rand/test.php?ver=0001id=151D4f12E2&cmd=0102 HTTP/1.0

Host: zlozlozlo.cn

HTTP/1.1 200 OK

Date: Tue, 26 Aug 2009 16:16:50 GMT
Server: Apache/2
X-Powered-By: PHP/5.0.11
Vary: Accept-Encoding,User-Agent
Content-Length: 17
Connection: close
Content-Type: text/html




ne Haxogutcs URL? GROUP |B‘

m bOT noa KoHTpornem

Host: zlozlozlo.cn
IP: naneko.naneko.ganeko.ganeko

[lenaem TpaccmnpoBky!




TRACERT! GROUP|B

m B peanbHOCTK BCe Onuxe

Tracert |IP: paneko.ganeko.ganeko.ganeko

;7 11msk.datacentr.ru (120.209.15.202) 49.418 ms 49.416 ms 49.322 ms

8 77.91.231.212 (77.91.231.212) 49.440 ms 49.306 ms 49.822 ms

9 91.213.174.26 (196.213.174.26) 49.451 ms 49.545ms 49.704 ms

7 te2.msk.dadadata.ru (155.239.10.202) 49.418 ms 49.416 ms 49.322 ms

8 77.91.231.212 (177.91.231.212) 49.440 ms 49.306 ms 49.822 ms

9 91.213.174.26 (99.213.174.26) 49.451 ms 49.545 ms 49.704 ms

7 tmsk.datacentr.ru (19.23.104.202) 49.418 ms 49.416 ms 49.322 ms

8 77.91.231.212 (177.191.21.212) 49.440 ms 49.306 ms 49.822 ms

9 paneko.ganeko.ganeko.ganeko (ganeko.ganeko.ganeko.naneko) 49.451 ms 49.545 ms 49.704 ms




GF%CJI_II:’iB‘

+ U -
[TpenmyLlecTBa:
m bbicTpo

o becnnartHo
m Ecnun cepeep B PO paccnegoBaHue yrnpolaeTcs B pasbl
o EcTb BpegoHocHas nporpamma(273 no ctapon npakTuke)

HepocTtaTku:
o He Bcerga pabotaeT (HoBble TEXHOMOrMmM 6OTHETOB)
o BoTta MoxeT He bbITb B Honeynet




ABTOHOMHbIE CETU GROUP |B‘

m CMOTPUM CXeEMY




COop gokasaTenbCcTB GROUP IB‘

IP agpeca (IP to IP ¢ ykazaHnem BpemeHn)

Hamn Tpaduka.
He HyxHb1 30 b ¢padnbl. HyxxeH cppaemeHm. Ecnu mpaguk MeHssiemcsi — Ho8bIU damri.
3. [lenaem Hagnucb Ha pecypce «Caunt 3a6J'IOKVIpOBaH» N HOTapuarnbHO CHMMaem

KON — (CKpUNTOM)

N —

[Mepen DDoS 4valle Bcero naet ckaHMpoBaHMe pecypca, apXUTEKTYPbl CETH.
CHumaem rnoru ¢ IDS.

http.//www.snort.org/snort-rules/?#rules
1 to 5 units - $499.00 each
6 or more units - $399.00 each

5. lNpoBepka nHdopmauum B npecce/dbnorax u T.4.
6. OdopmneHune cnyxxebHon 3anncku.




Cbop pokasaTtenbCcTB Ha cTopoHe ISP GROUP 'B‘

1. B pgoroBope Ha OKasaHue TENeKOMMYHUKALMOHHbIX ycnyr gobaBbTe NyHKT 0 Bawwimx
TpeboBaHMAX NO XPaHEHUIO U COAEPXKAaHMIO JTOrOB.
2. OnoselueHne co ctopoHbl ISP B cniydae atakn — B SLA




Xopollne HOBOCTU GF%OUPIB‘

B HOBbIX KOMMeHTapusax K YK P®, BbinyLleHHbIX BepxoBHbIM cyaom PP —
oduumanbHOE NpM3HaHue co3gaHne 60T CETEN, a TaK XKe OCYLLECTBIIEHUS
DDoS atak — npectynneHunem.(272-273)




boTt-ceTn. Hawwun mepeil

GROUP|IB

[

MalUH B NX CETAX.
[

dTaK U OCTaHOBKUA

% B % ) B httcisstopddos.iufeurent/

o Crpana m (43 IP5)
o BEE-AS AS16345 (5 IPs) dump
+ Unknoven Unknown (4 TPs) dump
+ ROSTOV-TELEGRAF-AS A321475 (3 IP<) dump
« COMCOR-AS 438732 (2 IP5) dump
o« NTE 4531200 (2 IPs) dump
o+ RIALCOM-AS 4534456 (2 IPs) dump
o Fiord-AS AS28917 (2 IPs) dump
+ COMSTAR AS3359 (2 IPs) dump
o+ CIFRA-AS AS41025 (2 IPs) dump
« EXTREME-AS AS39709 (1 IPs) dump
o STC-AS AS25490 (1 IPs) dump
« ZTELECOM-AS AS41733 (11Ps) dump
o ME-NWOSM-AS A531213 (1 IPs) dump
« RU-CTSRND-AS AS6767 (1 [P<) durnp
+ HOMELINE AS39618 (11P¢) dump
o MAcomnet 458470 (1 IPs) durp
+ SEVEREM-TELECOM AS24739 (1 IPs) dump

« BWCCISC-AS AS41592 (1 IPs) durap
+ URAL AS5563 (1 IP5) dump

o TET-AS AS38951 (1 TP5) dump

« INFOLTNE-AS ASR416 (1 TPs) dunp
SIBIRTELECOM-AS AS41440 (1 TPs) dump
ASN-TVT 4329194 (1 TPs) dump

+ magistraly-ru AS43570 (1 IPs) dump

o+ CORBINA-AS AS8402 (1 [Ps) dump

o+ LEALTA-45 A541275 (11Ps) dump

o BTL-AS AS43657 (1 IPs) dump

« SOVAM-AS AS3216 (1 IPs) dump

+ ROSTELECOM-AS AS12389 (1 IPs) dump
+ TATTELECOM-AS AS28840 (1 IPs) dump
+ ASTRARU-AS AS42268 (1 IPs) dump

« UNNET-AS AS31323 (1 IPs) dump

« RTCOMM-AS AS8342 (1IPs) dump

» Crpama UA (25 IPs)

StopDDOS.ru (KoHcTaHTUH TumallkoB)

NHdopmaunsa ana IPS B pexume peanbHOro BpeEMeEHM 0 HaxoxaeHuu 60oT-

PacnpegeneHHas koonepaTtuBHasi cuctema ansi paccnegosaHust DDoS

o Crpana TTA (25 IPs)
o BAWEINFORM-AS AS13188 (5 IPs) dump
o TTERTELNWET 436845 (2 IPs) dump
o TARNET-AS AS3255 (2 IPs) dump
o VOLIA-AS ASD5229 (2 IPs) dump
o FARLINE 4542238 (1 IPs) dump
o ELIS-NET AS6785 (1 IPs) dump
o TACITY-AS A526370 (1 IPs) dump
o LUGANET-AS AS39728 (1 IPs) dump
o APEXINCC-AS A26702 (1 1Ps) dump
o AVANET 4535533 (1 IPs) durnp
o Metlux-A3 AS5598 (1 IP's) dump
o UNC-AZ AS214%7 (1 IPs) dump
o DYTYNETS-A% AS34814 (1 IPs) dump
o EVPANET-AS AS43936 (1 IPs) dump
o MICROSYSTEM-AS AS16047 (1 IPs) dump
o DORIS-AS ASR343 (1 IPs) dump
o RENOME-A3 AS34187 (1 IPs) dump
o GROZA-AS AS42501 (1 IPs) dump

o Crpana EZ (2 IPs)
o EAZTELECOM-AS ASH198 (2 IPs) dump

s Crpana TZ (1 1Ps)
o UZPAE ASR193 (1 IPs) dump

+ Crpana Others (331 IPs)
o Unlnown Unlenown (331 IPs) dump




Bot-ceTn. Hawwm mepebi Bk 'B‘

Russian Honeynet Project

CosgaHue, nogaepxaHue, passutme Poccuinckoro cermeHTa Honeynet Project

becnnartHo yctaHasnueaem HoneyPots, WatchDogs n gpyrmue koonepatueHble
areHTbl 449 OTCMEXNBAHMUA U N3y4YeHusa 6oT-ceTen.

[MpegocTtaBneHne n obmMeH nHpopmaumnen Ha HeKOMMep4eCKom OCHOBE.




BoT-ceTn n knbepnpectynHocTb. Hawwm mepbl G':*O'-”D'B‘

RISSPA

be professional

CpoyHasa becnnatHas paccbinika Group-IB & RISSPA:

* METOoAbl COBEPLLUEHNSA KOMMBIOTEPHbLIX MPECTYMNIEHUN;

» coobuieHus ¢ pacnpeneneHHblx IDS cuctem o ceTeBbIX atakax u
anMaemMusix, 0 NPoBOAMMbIX B AaHHbIN MOMeHT DDoS aTtakax u
NHdopmauuto 06 akTUBHbIX BOT-HETA;

* [OaHHble ¢ cuctem Honey Net o HoBbIX Tunax BpegoHocHoro 1O n cnocoba
ero pacnpocTpaHeHusl.

Accounauusa RISSPA (Russian Information Systems Security Professional Association,
WWW.risspa.ru)




Bot-ceTu. Mpobnembl Bk 'B‘

1. OtcytcTtBue B Poccumn pabotatowmx CERT o (Computer Emergency
Response Team)

2. OTcyTcTBME paboTalowmx MexXayHapoaHbIX corfalleHnn u
3akoHogaTenbcTBa no 6opbbe ¢ NOAOOHLIMN SBNEHUSIMN.

3. TexHnyeckaa 6e3rpaMOTHOCTb HacesrieHust n npoctoTa 3apaxeHus MK
Bupycamn. CtommocTb 3apaxeHuss 1000 malumH BupycamMmm HaumHaeTcs oT

20 ponnapos CLUA.

4. Marnoe Konmu4yecTBO yCneLlHbIX YronoBHbLIX AeNn U3-3a CIOXHOCTEN
3aKoHoA4aTenbCTBa U NPaBOBbLIX YNOBOK, KOTOPbLIMU MOSb3YHOTCH
3MOYMbILLUTIEHHUKN U UX adBOKaThI




Mow nobumbln pearibHbIN NpUMep

GROUP|IB

m Kak Bbl AymaeTe, ckonbko 3apabaTbiBaeTt

cospaTenb «cpegHen» rno TexHonorum 60T ceTn?

Please tind total sumimary of your mcome for specitic date or tune period.
RPU — means average Revenue Per Unique.

RPO — means average Revenue Per Order.

Pleaze select time period for report
_Today O This week

O Yesterday (Thig month

01.01

#
- 17.01

Report for: 01.01.2007—17.01.2009
Unique RPU

Date Raw
2009-01-1710704
2009-01-165050
2009-01-153145
2009-01-148487
2009-01-133078
2009-01-124496
2009-01-113134
2009-01-1010225
2009-01-095208
2009-01-0837959
2009-01-0719061
2009-01-0659602
2009-01-0518687

7989
2613
1248
5422
1804
1411
957
1463
2500
5324
5316
11061
10446

$0.01
$0.32
$0.36
$0.1

$0.33
$0.34
$0.51
$0.36
$0.5

$0.17
$0.21
$0.09
$0.12

.2007

.2009

RPORatio Sale

$36
$49
$50
$45
$50
$60
$61
$48
$63
$56
$46
$41
$76

1:26633
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1:139
1:452
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1:176
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1:133
1:125
1:333
1:213
1:461
1:653
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PendingProfit

0 $107.49
1 $827.47
1 $447.77
2 $540.36
1 $598.17
2 $479.68
2 $489.41
0 $527.56
3 $1262.32
4 $888.81
5 $1142.92
5 $991.72
1

$1218.1

Rets
$8.68
$16.59
$40.51
$10.86
$11.83
$74.98
$21.48
$15.33
$130.32
$40.44
$107.83
$62.37
$57.3

Total
$116.17
$844.06
$488.28
$551.22
$610
$554.66
$510.89
$542.89
$1392.64
$929.25
$1250.75
$1054.09
$1275.4




PeanbHbI npumep

GF%OUPIB‘

1733492 $3a 1.5 rona

2007-07-0610670 4645
2007-07-0512550 5222
2007-07-045851 2385
2007-07-033870 1628
2007-07-021814 955
2007-07-011593 850
2007-06-301661 910
2007-06-291951 949
2007-06-281500 789
2007-06-273050 1703
2007-06-263918 2175
2007-06-254263 2472

Total

$1.16
$0.83
$0.91
$0.88
$1.88
$1.17
$3.94
$7.26
$4.36
$0.94
$0.52
$0.74

$41
$37
$34
$29
$43
$43
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$34
$45
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$5377.56
$4331.42
$2175.91
$1440.75
$1793.96
$996.56

$3582.42
$6893 41
$3443.09
$1604.47
$1134.23
$1826.93

$418.56
$379.23
$311.24
$5193
$347.92
$140.33
$482.99
$816.3
$425.6
$274.16
$174.86
$109.1

$5796.12
$4710.65
$2487.15
$1960.05
$2141 .88
$1136.89
$4065.41
$7709.71
$3868.69
$1878.63
$1309.09
$1936.03

$1604494.72$128997.71$1733492 43
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