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YT1O TaKbe EFS?

vE - En%crypting
»F - Filge
»S - System

‘ PaboTaeT B havinoson cncreme NTFS
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Kmoqeisle ¢akTbl 0 EFS

> UJl/lcprBaHme bannoB Ha YpPOBHeE
han1oBON CUCTEMBI

» [laHHble hanna 3awndpoBaHbl Ha
cuMmeTpuyHoMm kntove (FEK), koTopbin
3alMNLLLEH C MPUMEHEHUEM
ACMMMETPUYHOI0o KJto4a

» BO3BMOXXHO Ha3HayeHue
YNOJIHOMOY€E€HHOIO areHTa Ans
BOCCTAHOBJ/IeHUA (bannoB

» JlJaHHble hanna He 3alLULLeHbl NPU
nepenaye rno ceTu
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Ale/ITEKéTypa Kpuntollpo n MS EFS

CHCTEMHBIE NPOUECCH

I Ceccua NoNb3oBaTENA ﬁ

MpunomeHue

- Feclient.dll

'

Isass.exe

cplsasrv.dil

|
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Kpuntollpo EFS

Kpuntollpo EFS

= cpefssrv.exe

-

Appo OC I

h- cpefsdrv.sys

cpdrvlib.sys

;

NTF3S
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JLONo/IHATENbHbIE BO3MOXXHOCTH
KpunTollpo EFS

» Icnonb3yloTca poCcCUmnckme
KpunTorpaduyeckue anropmTMmsl,
peasn3oBaHHbIE B
ceptudpuumnposaHHom CK3U
Kpnntollpo CSP

» boraTbin BbIOOD KOYEBBIX HOCUTENEN

» KOHTPONb L,e/TOCTHOCTHU
3alndpoBaHHbLIX hannos
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FEK Kreou wwdposanun thanng FEK,
[-I,-ﬂ 2ANHPOBAHHEA C MENONLEIOEAHUEM
KMiZHE NONEIGEATENHA, BNEpELE
U

SAMPPOEABLLISTS JaHHBIA fxakn

FEK ™
ﬁ @ ATprbyTis gnAa
Ui Knioy wndposasrA taina FEK, 7 PARCLUWEDOBAH KA

3AWMPPOBAHHLIA © (paitna
> HCNONMBI0EAHHEM
KM E KEH0MD M3 NONL30EATENSA,
MMEHILLAY NPaB0 AOCTyNE

FEK K OAHHOoMY daimy
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FAWWpoEaHHOID qranna




[yTn pAaabHenwero pa3sBnTus
Kpuntollpo EFS

» YnpaBneHue kaoyamMmum KomnbeloTepa
AN ypobcTea ucnonb3osaHus EFS B
cnyxbax

» LUndposaHue darnos,
PACMoJIOXEHHbIX B ceTu (aocTyn no
npoTtokony SMB), ¢ yyactuem
noJsib30BaTeNsa, obpallLaloLLerocs K HUM

» LnppoBaHue panna nogKkayku
(pagefile.sys)



Bonpochbi?
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