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Obwasn xapakTepuctuka
Obwwas KoHUENUMst ANCUUMINHBI
MpumepHas nporpamma
Uenn usyyenuns gucumnimtbl
OcHoBHble NOHSATYSA
Onpegenerune npoTtokona
CeoiicTBa/uenmn besonacHocTy
ATakun Ha npoToKon
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Obujan xapakrepucTuka Ob6wan KoHUEeNuUs AUCLUNINHBI

MpumepHas nporpamma
Llenn usyyenus aucumnauvHbl

Obuwiasa KoHUenumsa AUCLUMNINHbI

> Vznoxuts obuyme npuHLmUnbLI NOCTPOEHUST MPOTOKOJIOB.
> $lBHO yka3aTb OCHOBHblE CBOWCTBA 1 Ysi3BMMOCTIN.
» [lpuBecTu npumepbl TUNOBbLIX NPOTOKOJIOB 1 aTaK Ha HUX.

» He 3aTparuBaTb BONPOCOB KOHKPETHOW peann3auuu.
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Obuian xapakrepuctuka O6wan KoHUenuUs ANCLUUNINHBI

MpumepHas nporpamma
Llenn nsyyvenus gucumnnuHbl

[lpumMepHas nporpamma

>
>
>
>
>
>
>
>

Tema 1. OcHOBHble NoHATUSA

Tema 2. Cxembl undppoBsoii nognucu

Tema 3. lNpoTokonsl ngeHTdbUKaLMn

Tema 4. NndppacTpyKTypa OTKpPbITbIX KKOYED
Tema 5. [NpoTokonbl pacnpeaeneHus KitoHei
Tema 6. [NpuknagHbie NpoToKobI

Tema 7. [MpoTOKOJIbI OTKPLITBIX CAENOK

Tema 7. 3akntoyeHune
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Obuian xapakrepuctuka O6wan KoHUenuUs ANCLUUNINHBI

MpumepHas nporpamma
Llenn nsyyvenus gucumnnuHbl

[lpumMepHas nporpamma

Tema 2. Cxembl yndcpposoii nognucu

Cxembl undposoii nognucu. Cxembl LudpoBoii nognucy.

Cxembl uudpoBOIA NOANNCH HA OCHOBE CUMMETPUYHBIX 1
ACUMMETPUYHBIX WUPPCUCTEM.

Cxembl Inb-Tamans, Puata — Peiira — LLlamupa n LLHoppa, ux
ceoiictea CemeiicTBo cxem Tuna Inab-lamans.

Cranpaptiel CLLA u Poccuu anektpoHHoli undpposoli nognucu.
OpaHopaszoBble noanucu.

CxeMbl KoHMAEHUNANBHOR LU POBOKA NOgNMCK 1 NOLNUCA BCAENYIO.
Mognucy ¢ obHapyxxeHnem nopgenku.

A. B. Yepemyuikux KPUNTOrPA®UHECKUE NPOTOKOJ1bI 0



Obujan xapakrepucTuka O6wan KoHUenuUs ANCLUUNINHBI

MpumepHas nporpamma
Llenn nsyyvenus gucumnnuHbl

[lpumMepHas nporpamma

Tema 3. MNpoTokonbl naeHTudnkaymm

MNpoTokonbl naeHTUUKALUN Ha OCHOBE MapoJieid, MPOTOKObI
“pykonoxatusi” u Tuna “sanpoc-oteer’.

NaenTudmkayms ¢ ncnonb3oBaHneM CUCTEM OTKPLITOrO LNPOBaHUS.
[MoHsITMEe MPOTOKONOB MHTEPAKTUBHOIO A0KA3aTeNbCTBA 1
[OKa3aTeNIbCTBA 3HAHWS.

MNpoTokonbl naeHTUUKaLUN Ha OCHOBE MPOTOKOJIOB [OKa3aTesbCTBa
3HAHUS C HYJIEBbIM Pa3rfalLeHnem.

MpoTokonsl Puata — LLlamupa, Llayma, LLHoppa n OkamoTo.
Cesizb Mexay npoTokosamu LudpoBOii NMOLMNNCA N NPOTOKOIaMU
naeHTunKaLmn.

MpoTokonbl ¢ camocepTUPUUNPYEMBIMU OTKPLITBIMY KJTKO4aMU,
NOCTPOEHHBIMU Ha OCHOBE UAEHTU(NKATOPOB.

A. B. Yepemyuikux KPUNTOrPA®UHECKUE NPOTOKOJ1bI 0



Obujan xapakrepucTuka O6wan KoHUenuUs ANCLUUNINHBI

MpumepHas nporpamma
Llenn nsyyvenus gucumnnuHbl

[lpumMepHas nporpamma

Tema 4. NndpacTpykTypa OTKpPbITbIX KAtO4Yel

VnpaBneHne oTKPbITLIMU KtOHaMu.

OcHOBbI OpraH13aLMn N OCHOBHbIE KOMMOHEHTLI MHPPACTPYKTYpbI
OTKPbITbIX KJtOHENi.

CepTudpmkat oTkpbiToro kntoda. Crangapt X.509.

CepBUcbl MHGPACTPYKTYPbl OTKPLITbIX KJIKOYEN.
VaoocTosepsitownii ueHTp. Llentp pernctpauun. PenosuTopuii.
Apxug cepTudprkaToB. KoHeuHble CyObeKTbI.

ApXnTeKTYpbl MHPPACTPYKTYPbI OTKPLITHIX KJIKOYEN.

MpoBepka 1 OT3bIB CepTUMKATa OTKPLITOrO KJtOYa.

A. B. Yepemyuikux KPUNTOrPA®UYECKUE NPOT



Obujan xapakrepucTuka O6wan KoHUenuUs ANCLUUNINHBI

MpumepHas nporpamma
Llenn nsyyvenus gucumnnuHbl

[lpumMepHas nporpamma

Tema 5. lNpoTokonbl pacnpegeneHns KaK4e

MpoToKonbl reHepauuy 1 Nepefadn KItOYeR Ha OCHOBE CUMMETPUYHBIX 1
ACUMMETPUYHBIX WNPCUCTEM.

[Byx- 1 TPexCTOpOHHME NMPOTOKObI NEPEAAYN 1 PaCpesesieHns KNtoYei.
DyHKUNIN [OBEPEHHON TPEThbel CTOPOHLI 1 BbIMOJHSEMbIE €0 POJIN.
CxeMbl npefBapuTEnbHOrO pacrnpegeneHus kiatodeii. HepaseHcTso
Broma.

CxeMbl npefBapuTensHOro pacnpegenedus kntodeli bnoma n Ha ocHose
nepece4eHunii MHOXXECTB.

MpoTokon oTkpbiToro pacnpegeneHus kntodeit Judpcpu — Xannmana n
CNocobbl ero 3aWnThl OT aTakyu ‘MPOTUBHUK B cepeanHe’.
AyTeHTUDULNPOBAHHBIE MPOTOKO/bI OTKPLITOIO PacnpefeneHuns Kitoyeii.
pynnoesbie npotokonel. [poTokonbl pasgeneHusi cekpera un
pacnpeseneHuns Kitodel ans TenekoHdepeHuun.

A. B. Yepemyuikux KPUNTOrPA®UHECKUE NPOTOKOJ1bI 0



Obuian xapakrepuctuka O6wan KoHUenuUs ANCLUUNINHBI

MpumepHas nporpamma
Llenn nsyyvenus gucumnnuHbl

[lpumMepHas nporpamma

Tema 6. lNpuknagHbie NPOTOKONbI

MocTtpoeHne cemeiictea npotokonos KriptoKnight Ha ocHose 6a3oBbix
NPOTOKOJIOB B3aUMHOI ayTeHTUpMKaLUM 1 pacnpeaeneHns Kiatoyeii.
OcobeHHoCTn nocTpoeHns cemelicTsa npotokosos IPsec.

MpoTokonsl Oakley, ISAKMP, IKE.

Mpotokonsl SKIP, SSL/TLS n ocobenHocTn ux peannsayuu.
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Obujan xapakrepucTuka O6wan KoHUenuUs ANCLUUNINHBI

MpumepHas nporpamma
Llenn nsyyvenus gucumnnuHbl

[lpumMepHas nporpamma

Tema 7. lNpoToKoNbl OTKPbLITLIX CAENOK

MpoTokosibl BUTOBLIX 00s13aTENLCTB U UX CBOCTEA.

MpoTokonbl noabpacbiBaHns MOHETbI 1 “Urpbl B Nokep” Mo TenedoHy.
3abbiBatollas nepesada nHdopmayum.

MpoTokon nopnucaHus KOHTpakKTa.

MpoTokon cepTupMUNpPOBaHHON 37EKTPOHHON NOYTHI.

[poTokobl 3/1EKTPOHHOrO rONOCOBaHNSI.

CBOMCTBQ HEOTCNEXXMNBAEMOCTN N HECBA3bIBEMOCTU.

MpoToKONbI 3NEKTPOHHBIX MAaTexel U LMQpPOBLIX AeHer.
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Obujan xapakrepucTuka O6wan KoHUenuUs ANCLUUNINHBI

MpumepHas nporpamma
Llenu usyyenuns gucumnavHel

B pe3ynbraTte N3yHeHNA ANCUNNINHBI CTYAEHTBI AOJIXKHbI

3HaTb:
> kpunTtorpaduyeckne CTaHgapThl;

> TUNoBble KpUNTOrpadhyeckne NPoTOKObl N OCHOBHbIE
TpeboBaHuA K HUM;

» OCHOBHbIE CXEMBbI LI,I/ICprBOVI noanncu;
» MPOTOKOJIbI VI,EI,EHTI/ICbVIKaU,I/II/I;

> MPOTOKOJIbl NEpeaaYvn N pacrnpeneneHns KJtoYen;
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Obujan xapakrepucTuka O6wan KoHUenuUs ANCLUUNINHBI

MpumepHas nporpamma
Llenu usyyenuns gucumnavHel

€3yN1IbTaTE€ N3YHEHUA ANCUUNNINHDBI CTYAEHTblI OOJIXXHbI

ymeTb:

> hopMynpoBaTh 3afady Mo OUeHUBaHMIO HBe30nacHOCTH
KpMUNTOrpachnyeCcKoro NPOTOKONA MPUMEHUTENBHO K KOHKPETHbBIM
YCNOBUSAM;

> 1ICMOJIb30BaTh CUMMETPUYHBLIE N aCUMMETPUYHbIE WNPCUCTEMBI
ONs1 NOCTPOeHUst KpunTorpaduHecKnux npoTOKOSIOB;

> hopMy/npoBaTh CBOICTBA BesonacHOCTN KpunTorpaduHecknx
NMPOTOKOJIOB;

> MPOBOAUTL CPAaBHUTESIbHBIV aHANN3 KPUNTOrpapuyecKnx
NPOTOKOJIOB, PELUAOLLUX CXOAHbIE 3ajayu;
BNajeThb:

> kpuntorpaduHeckoii TEpMUHONOTNENA;

> NpOCTENLLMMU NOAXOAaMU K aHanusy besonacHocTw
KpUNTOrpauyeckux npoTOKOSIOB.

A. B. Yepemyuikux KPUNTOrPA®UHECKUE NPOTOKOJ1bI 0



Obujan xapakrepucTuka O6wan KoHUenuUs ANCLUUNINHBI

MpumepHas nporpamma
Llenu usyyenuns gucumnavHel

Lenn nayyenns gucumniuHebl

Bug zanaTtuia Bcero yacos | CemecTpsl
Obuas TpyaoemMKoCTb 108436 9
AyauTopHble 3aHATUS 60 60
Nekuun 30 30
MpakTuueckne 3anstus (M3) 34 34
KoHTponbHble paboTsi 2 2
CamocTtosTensHas pabota 48 48
MpopaboTka y4ebHoro maTepuana 18 18
NomawHsis pabota ( 3agaHue) 30 30
Bug ntorosoro koHTposns 36 (Ok3ameH)
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Onpepenenvie npotokona
OcHoBHblE NoHATUA Csovictea/uenu 6esonacHocTun

Atakun Ha npoTokon

OcHoBHbIE NPEANONOKEHNS

OCHOBHbIE MOHATUSA

[poTokon

— OnuncaHue pacnpeaesieHHoro aaropmTMa, B NPoLLECCE BbIMOJHEHUS
KOTOPOro y4aCTHUKN MOC/IEA0BATEbHO BLIMOJHSOT ONpeaeseHHble
JelicTBMA 1 0bMEHNBAOTCA COODBLLEHNAMN.

I'Ipe,qnonaraeTCﬂ, 4YTO BCE€ YHACTHUKWN BbINOJIHAOT B HEM
KaKyPO—ﬂVI6O AKTUBHYIO pPOJib, @ NAaCCUBHbIE Ha6mop,aTem/| HE
ABNAKOTCA YH4aCTHUKaMW NPOTOKOa.

MpoTokon 1: (cxemaTnyeckas 3anuchb)

(1) A— B: Ey,,(M),
(2) A«— B: EkBA(MQ).

A. B. Yepemyuikux KPUNTOrPA®UNYECKUE NPO



Onpepenenvie npotokona
OcHoBHblE NoHATUA Csovictea/uenu 6esonacHocTun

Atakun Ha npoTokon

OCHOBHbIe npegnonoXxeHns

[NoHsTWs umkna, Wwara, poan 1 ceaHca.

» Lukn (npoxoa) npotokona (round) — B kpunTorpadguyecknx
NPOTOKOMAX C ABYMS YHaCTHUKAMU — BPEMEHHOU WHTepBa, B
KOTOPOM aKTWUBEH TONIbKO OAMH U3 YYaCTHUKOB.
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Onpepenenvie npotokona
OcHoBHblE NoHATUA Csovictea/uenu 6esonacHocTun

Atakun Ha npoTokon

OcHoBHbIE NPEANONOKEHNS

[NoHsTWs umkna, Wwara, poan 1 ceaHca.

» Lukn (npoxoa) npotokona (round) — B kpunTorpadmyeckmx
NPOTOKOJIaX C [BYMSI YHaCTHUKaMU — BPEMEHHON UHTEPBas, B
KOTOPOM aKTWBEH TOJIKO OAUH U3 Y4aCTHUKOB.

» Lllar (step of a protocol, protocol action) — koHKpeTHoe
3aKOHYEHHOE AeNCTBNE, BbINMOAHAEMOE YHaCTHUKOM BO BPEMS
ofHOro umkna (npoxoga) MpoTokona.
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Onpepenenvie npotokona
OcHoBHblE NoHATUA Csovictea/uenu 6esonacHocTun

Atakun Ha npoTokon

OcHoBHbIE NPEANONOKEHNS

[NoHsTWs umkna, Wwara, poan 1 ceaHca.

» Lukn (npoxoa) npotokona (round) — B kpunTorpadmyeckmx
NPOTOKOJIaX C [BYMSI YHaCTHUKaMU — BPEMEHHON UHTEPBas, B
KOTOPOM aKTWBEH TOJIKO OAUH U3 Y4aCTHUKOB.

» Lllar (step of a protocol, protocol action) — koHKpeTHOe
3aKOHYEHHOE JEiCTBUE, BbINOJHSEMOE YHaCTHUKOM BO BPEMS
opHoro umkna (nNpoxoaa) npoTokona.

» CeaHc (session) — 3TO KOHKpeTHasi peann3auusi NpoToKoa C
KOHKPETHBLIMI Y4aCTHUKAMMU.
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Onpepenenvie npotokona
OcHoBHblE NoHATUA Csovictea/uenu 6esonacHocTun

Atakun Ha npoTokon

OcHoBHbIE NPEANONOKEHNS

[NoHsTWs umkna, Wwara, poan 1 ceaHca.

» Lukn (npoxoa) npotokona (round) — B kpunTorpadmyeckmx
NPOTOKOJIaX C [BYMSI YHaCTHUKaMU — BPEMEHHON UHTEPBas, B
KOTOPOM aKTWBEH TOJIKO OAUH U3 Y4aCTHUKOB.

» Lllar (step of a protocol, protocol action) — koHKpeTHOe
3aKOHYEHHOE JEiCTBUE, BbINOJHSEMOE YHaCTHUKOM BO BPEMS
opHoro umkna (nNpoxoaa) npoTokona.

» CeaHc (session) — 3TO KOHKPETHasi peasin3aumsi NpoToKoa C
KOHKPETHBIMUN Y4aCTHUKaMN.

» Posnb — 370 Ta oyHKLMS, KOTOPYIO BbIMOJIHSIET KOHKPETHbIT
YYaCTHUK B KOHKPETHOM CeaHce.
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Onpepenenvie npotokona
OcHoBHblE NoHATUA Csovictea/uenu 6esonacHocTun

Atakun Ha npoTokon

OcHoBHbIE NPEANONOKEHNS

Ponun npotokona NSPK
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Onpepenenvie npotokona
OcHoBHblE NoHATUA Csovictea/uenu 6esonacHocTun

Atakun Ha npoTokon

OcHoBHbIE NPEANONOKEHNS

Ataka Lowe Ha npoTokon NSPK
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Onpepenenvie npotokona
OcHoBHblE NoHATUA CsoiicTea/uenu 6esonacHoctun

Atakun Ha npoTokon

OCHOBHbIe npegnonoXxeHns

KpunTorpadpuyecknii npoToko

be301acHOCTb MPOTOKO/IA BbIPaXkaeTcsl B 0becneyYeHnn rapaHTuii
BbINOJIHEHUSI TaKNX CBOMCTB, XapaKTepusytoLnx 6e3onacHoCTb,
KaK: BOCTYMHOCTb, KOH(PUAEHLNANBHOCTb, LUENOCTHOCTL U Ap.

3awmienHbIii uamn, NpoTokosa obecrnedenns 6e3onacHocTu

(security protocol) — npoTokon, obecnednBatoLmnii NOJAEPKKY XOTs
6bl ofHOM 13 yHKUMA BesonacHoCTM.

Kpuntorpacgudeckuii npoTokos

| A

— MPOTOKOJ, MNPeAHa3HaYeHHbIli A/s  BbINONHEHUS  DYHKLNI
KpunTorpadHeCKoli CUCTEMBI, B MPOLECCE BLIMOJIHEHUS KOTOPOro
YHaCTHUKM UCMOJb3YIOT KPUNTOrpachnyeckne anropuTmbi.

\
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Onpepgenexune npotokona
OcHoBHble NoHATUS CsoiictBa/uenu 6esonacHoctu

Atakun Ha npoTokon

OcHoBHbIE NPEANONOKEHNS

CeolicTea/uenun besonacHocTy

ObbI4HO CBOMCTBA NPOTOKOJIOB, XapaKTEPU3YHOLLME X CTOMKOCTb K
pasnAnyHbIM aTakam, popmMynnpytoT kak uenu (goals), nan
TpeboBaHMs K NPOTOKO/IAM.

TpaKTOBKa 3TUX LI,GHEVI CO BPEMEHEM MEHAETCA N YTOHHAETCA.

Mog ceoiictBamu (uensmu, Tpebosanmsmu) besonacHocTn B
nokymeHTax |IETF B HacTosiLlee BpeMsa noHumatoTcs cnegytowme 20
ueneii, crpynnuposaHHble B 10 rpynn:
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Onpepgenexune npotokona
OcHoBHble NoHATUS CsoiictBa/uenu 6esonacHoctu

Atakun Ha npoTokon

OcHoBHbIE NPEANONOKEHNS

CeolicTea/uenun besonacHocTy

Ne | Kog | HaseaHue

1 | G1 | AytenTudmkaums cybbekTa
G2 | AyteHTndpukauusa coobueHust
G3 | 3awwTa oT nosTOpa

2 | G4 | HesBHas (ckpbiTasi) ayTeHTMdMKALNS NONyHaTENs
G5 | AyTeHTndpmkaums ncToyHmka

3 | G6 | AsTopusauns (LOBEPEHHONR TPeTbel CTOPOHOIA)

4 | G7 | AyteHTudpmkauumsa kno4da

G8 | MNoaTBepxaeHMe NPaBUILHOCTU KAKOYA

G9 | 3alWWLLEHHOCTb OT YTEHUs Ha3afg

G10 | PopmupoBaHme HOBbIX KjtoYeli

G11 | 3awmieHHasi BOSMOXHOCTb AOrOBOPUTLCS O MapameTpax

A. B. Yepemyuikux KPUNTOrPA®UHECKUE NPOTOKOJIbl 090301 — Kom



Onpepgenexune npotokona
OcHoBHble NoHATUS CsoiictBa/uenu 6esonacHoctu

Atakun Ha npoTokon

OcHoBHbIE NPEANONOKEHNS

CeolicTea/uenun besonacHocTy

Ne | Kog | HazBanue

5 | G12 | KoHduaeHumansHOCTb

6 | G13 | AHOHMMHOCTYM NpW NpoC/TyWNBaHNY (HECBS3bIBAEMOCTb)
G14 | AnoHumHOCTM npm paboTe C APYruMM yHacTHUKAMU

7 | G15 | OrpaHunyenHas 3awmweHHocTs oT DoS aTak

8 | G16 | HenameHHocTb oTnpaBuTens

9 | G17 | NogoTyeTHOCTL
G18 | Joka3aTenbLCTBO OTMPaBKU
G19 | JokazatenbcTBo nosyyeHus

10 | G20 | besonacHoe BpeMeHHOE CBOWCTBO

A. B. Yepemyuikux KPUNTOrPA®UHECKUE NPOTOKOJIbl 090301 — Kom



Onpepgenexune npotokona
OcHoBHble NoHATUS CsoiictBa/uenu 6esonacHoctu

Atakun Ha npoTokon

OcHoBHbIE NPEANONOKEHNS

[Mpumepbl cBOWCTB He3onacHOCTY

Mpotokon \ Uens G
EAP-IKEv2

EKE

IKE

IKEv2
DHCP-IPSec-tunnel
kerberos

SSH

TLS

TLS-v1.1

TLS-SRP
tls-sharedkeys

SET

X
X
X
X
X

X
X
X
X
X

XXX |[X|X]|X
XXX |[X|X]|X
X[ X[ X|[X]|X

XXX X[ X[ X[ X[X|X[X|X[X|F
XXX XXX X[X|X[X|X[X|N

XX | X[X|[X|X]|X
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Onpepgenexune npotokona
OcHoBHblE NoHATUA Csovictea/uenu 6esonacHocTun

ATaku Ha NpoToKON

OcHoBHbIE NPEANONOKEHNS

ATakun Ha npoToKoN

ATaka Ha NPOTOKOJ

— ronbITKa MPOBEAEHUsI aHann3a cooblieHuii npoTokona u/wan
BbINOJIHEHUS HE MPefyCMOTPEHHbIX NPOTOKOJIOM AelCTBUNA C Lenbio
HapylweHnsi paboTbl MpoTokona u/uanm nosyveHusi MHdopMaLuu,
COCTaBASOLLLEN CEKPET ero y4aCTHUKOB.

ATaKa CUWUTAETCs YCHELIHOM, eCNN HAPYLLEHO XOTs bbl OAHO 13
3asIB/IEHHbIX CBOMCTB, XapaKTepusytoLmx 6e30nacHOCTb NPOTOKOa.

B ocHoBe aTak MoOryT nexaTb pa3niu4Hble METOAbI aHa/n3a
MPOTOKOJIOB.

A. B. Yepemyuikux KPUNTOrPA®UNYECKUE NPO



Onpepgenexune npotokona
OcHoBHblE NoHATUA Csovictea/uenu 6esonacHocTun

ATaku Ha NpoToKON

OcHoBHbIE NPEANONOKEHNS

CToiikocTb mpoTokona

CroiikocTb npoTokona

— €nocobHoCcTb NPOTUBOCTOATL aTaKaM.

OnpegensieTcsi KOHKpeTHLIM HabopoM CBOICTB MpoToKoAa.

CT0iiKOCTb MPOTOKO/A 3aBUCUT OT MHOTUX (PaKTOPOB:

— OT HafAEXHOCTN KpunTorpaduyecKnx MexaHu3MoB,

— OT NPaBWJIbHOCTY peannsayuu,

— OT TOYHOCTW BbINOJIHEHNS NMOPSAKA NPeANUCaHHbIX AeAcTBuUI
y4aCTHMKaMN NPOTOKONA,

— n ap.

A. B. Yepemyuikux KPUNTOrPA®UHECKUE NPOTOKOJIbl 090301 —



Onpepgenexune npotokona
OcHoBHblE NoHATUA Csovictea/uenu 6esonacHocTun

ATaku Ha NpoToKON

OcHoBHbIE NPEANONOKEHNS

CToiikocTb mpoTokona

PaccmaTpuBaem Tosibko Te c1abocTi MpoTOKOOB,

KOTOpble 0bycoBeHbl CNOcObom hopMUPOBaHUS 1 NOPSLKOM
OTNpaBKK COOBLLEHNI yHacTHUKaMK, TO eCTb olmnbkamu,
JONYLEHHBIMU NPU CUHTE3E CaMUX MPOTOKOOB, MPeACTaBsAOLLNX
cobolii npeanucaHus, onpeaenstowne NopagoK AeicTenii Bcex
YHaCTHMKOB.

A. B. Yepemyuikux KPUNTOrPA®UHECKUE NPOTOKOJIbl 090301 — Kom



Onpepgenexune npotokona
OcHoBHblE NoHATUA Csovictea/uenu 6esonacHocTun

Atakun Ha npoTokon

OcHoBHble NpeanonoXKeHns

OcHoBHble NPEANOIOXKEHNA

Mpepnonoxenune 1. Perfect cryptography assumption — Bce
CTaHZapTHbIE KpUnTorpadnyeckne NpUMUTUBLI YLOBAETBOPSIIOT
YCJIOBUIO COBEPLUEHHONR CTOMKOCTH, CNabocTn MOryT ObiTh BbI3BaHbI
TOJIbKO HENPOAYMaHHbIM MOPSIAKOM AeACTBUIA, NpeanmnucaHHbIxX
CaMUM MPOTOKO/IOM;

Mpeanonoxenune 2. Strong typing assumption (cTporoe
cobntopieHre TUMNOB) — BCE YHACTHWUKM MPABUIILHO MOHUMAIOT
hopmMaTbl MoNyHaEMbIX COODLLEHNIA N KOPPEKTHO PaCMO3HAIOT TUMbI
noJieii B 3anucu nepepasBaeMbix COODLLEHNA;

A. B. Yepemyuikux KPUNTOrPA®UNYECKUE NPO



Onpepgenexune npotokona
OcHoBHblE NoHATUA CsoiictBa/uenu 6esonacHoctu

Atakun Ha npoTokon

OcHoBHble npeanonoXxeHus

Mpeanonoxenune 3. Honest participants (4eCTHOCTb Y4aCTHUKOB)
— BCe YYaCTHWNKN TOYHO BbINOJIHSIOT NMpeAnucaHHblii COrnacHo
NPOTOKOJIy NOPSAAOK OENCTBUIA.

Mpeanonoxenune 4. Bounded number of sessions (orpaHnyerHoe
HUCNO CEaHCOB) — AJIsi CBEAEHUS 3a4a4N K KOHEYHOMY YUCITY
COCTOSIHWIA.

Mpyn HeorpaHuyeHHOM Yucie ceaHcos npobnema besonacHocTy
npoTtokona Hepaspewwuma (S. Even, O. Goldreich, 1983).

A. B. Yepemyuikux KPUNTOrPA®UNYECKUE NPO



Mopxoab! k knaccudmkauumn atak
N3BecTHble aTaku

Knaccudukaumsa atak
b w Mpumepsb!

[Moaxombl K kKnaccuukauuy aTak

no cnocoby BO3AelcTBUS;

no uenw;

no 0baacTn NpUMeHeHns:;

Mo KJ1acCy MpOTOKOJIOB;

no NPUMEHSIEMOMY MaTeMaTN4ecKOMy anmnapary;
no cnocoby npuMeHeHus;

no TpebyembiM pecypcam;

vV V. vV vV vV vV VY

MO HAJIMYMIO U XapaKTepy AOMOJHUTENLHON MHOpMaLum, 1
T.A.

A. B. Yepemyuikux KPUNTOrPA®UHECKUE NPOTOKOJIbl 090301 —



Mopxoabl k knaccudmkaumm atak
N3BecTHble aTakun

Knaccudukaumsa atak
b w Mpumepsb!

I3BecTHblE aTakn

» 1. [logmena (impersonation) — NonbITKA NOAMEHUTH OLHOTO
NnoJib30BaTEeNS APYrUM.

» 2. [loBTopHoe HaBsi3biBaHne coobiyenus (replay attack).
» 3. Artaka otpaxenuem (reflection attack).
> 4. 3agepxka nepegayqn coobiyenus (forced delay).

» 5. KombunupoBaHHasi ataka (interleaving attack) —
KOMOMHALNS [aHHBIX U3 PaHee BbIMOHEHHBIX POTOKOIOB, B
TOM 4HUCNE NPOTOKONIOB, PaHEE HaBA3aHHbIX NMPOTUBHUKOM.

A. B. Yepemyuikux KPUNTOrPA®UHECKUE NPOTOKOJIbl 090301 — Kom



Mopxoabl k knaccudmkaumm atak
N3BecTHble aTakun

Knaccudukaumsa atak
b w Mpumepsb!

I3BecTHblE aTakn

v

6. Ataka ¢ napannensHeimu ceaHcamu (parallel-session
attack).

> 7. ATaka ¢ ucrosib30BaHNEM CreLNaIbHO NoaobpaHHbIX
TEKCTOB.

v

8. “lMpotusHuk B cepegune’ ("“men in the middle") .

> 9. ATaka ¢ u3BeCTHbIM ceaHcoBbIM Kato4om (known-key
attack).

v

10. Ataka c HemsBecTHbIM 0biyum Katoqom (unknown
key-share attack)

A. B. Yepemyuikux KPUNTOrPA®UHECKUE NPOTOKOJIbl 090301 — Kom



Moaxoabl kK Knaccudukaymm atak
N3BecTHble aTaku
Knaccudmkauus atak
Mpumepsb!

Ataka UKS Ha npotokon STS

Mpotokon STS:

A— B: A B, mag=a* mod p,
A«— B: B,A mg = o mod p, Ex(Sigg(mg, ma)),
A— B: A, B, Ek(SigA(mA, mB)).

3aece Siga v Sigg — undposble nognucy nosnvsosaTenein A u B
COOTBETCTBEHHO, kK = & mod p — MCKOMbIii 0bLWNiA KoY.

A. B. Yepemyuwikux

KPUNTOrPA®UHECKUE NPOTOKOJIbl 090301 — Kom



Moaxoabl kK Knaccudukaymm atak
N3BecTHble aTaku

Knaccudbukauums atak
puray Mpumepsb!

Ataka UKS Ha npotokon STS

Araka:

(Lowe G., 1996) (ataka ¢ Hen3BeCTHbIM ObLUNM KJIHOHOM)
(unknown key-share attack)

A— C(B): A B, mp,

C— B: C,B,my,

C+— B: B, C, mg, Ek(SigB(mB, IT'IA))7
A— C(B) : B,A, mg, Ek(SigB(mB,mA)),
A— C(B) : A, B, Ek(SigA(mA,mB)).

Hapywutens C, ucnonb3ysi CBOIA 3aKOHHbIT ODMEH C YHaCTHUKOM
B, B pesynbTaTe aTakn ybexxgaer A B TOM, Y4TO OH BbICTYMaeT OT
nmenn B.

A. B. Yepemyuikux KPUNTOrPA®UHECKUE NPOTOKOJIbl 090301 — Kom



Moaxoabl kK Knaccudukaymm atak
N3BecTHble aTaku

Knaccudbukauums atak
puray Mpumepsb!

Ataka BUKS Ha mogudpuumposaHHbiii npotokon STS

MoauduruympoBanHbiii npoTtokon STS:

A— B: A B, my=«a* mod p,
A— B: B,A, mg = o mod p, Sigg(mg, ma), hy,(mg, ma)
A— B: Aa B7SigA(mA7mB))hko(mA7mB)7

rae ko = f(k), k = o’ mod p.

MokaxkeMm, kak y4actHukn C u D, BCTynuBLLUNE B CrOBOP, MOTYT
BBECTM B 3abnyxpeHne y4actHukos A n B, cchopmuposasinx
obLwmii katou.

A. B. Yepemyuikux KPUNTOrPA®UHECKUE NPOTOKOJIbl 090301 — Kom



Moaxoabl kK Knaccudukaymm atak
N3BecTHble aTaku
Mpumepsb!

Knaccudmkauus atak

A— C: A, B, my,
C— D: A, B, ma,
D—B: D,B,mg,
D— B: B, D, mB,SigB(mB,mA),hkO(mB,mA),
C— D: B,A, mB,hkO(mB,mA)
A— C: C, A, mg, Sigc(mg, ma), hi,(mp, ma),
A— C : A, C, SigA(mA, mB), hko(mA, mB),
C—> D : A,B,hko(mA,mB),
D — B : D,B,SigD(mA,mB),hkO(mA,mB).

A yBepeH, 4TO OH ccpopmupoBan obwuii kntod ¢ ydactiukom C,
B yBepeH, 4To oH cdropMupoBas obwuii KoY ¢ yd4actHukom D.

A. B. Yepemyuikux KPUNTOrPA®UNYECKUE NPO



Moaxoab! k knaccucdukaumMm NPOTOKOIOB
Mpumepbl NpUkNagHbIX NPOTOKOI0B

Jlurepartypa
Buabl kpuntorpacduyeckux npotokonos paTyp:

[Moaxombl K KnaccuuKkaLuy NPOTOKOIOB

Knaccndpukauyms no 4ucay y4acTHUKOB:
> [BYCTOPOHHWIA,
»> TPEeXCTOPOHHWUA U T. n.,

» MHOTrOCTOPOHHMUIA.
Knaccndpukaums no 4ucy nepesaBaembix coOOLEHUIT:

> VHTEPaKTUBHbIA (eCTb B3aUMHbIi 0OMeH coobLyeHnsimm),

> HEUHTEpPaKTUBHbIN (TONIbKO OQHOKpPATHAsi nepeaaqa).

HeI/IHTepaKTVIBHbIe NPOTOKOJIbl HaCTO Ha3blBAKOT CXemamMu.

A. B. Yepemyuikux KPUNTOrPA®UHECKUE NPOTOKOJIbl 090301 —



Moaxoab! k knaccucdukaumMm NPOTOKOIOB
Mpumepbl NpUkNagHbIX NPOTOKOI0B

Jlutepatypa
Buabl kpuntorpacduyeckux npotokonos paTyp:

[Moaxombl K KnaccuuKkaLy NPOTOKOIOB

Knaccudukaumnst mo yesneBomMy HasHa4eHmio NPpoOTOKONA:

> MPOTOKOA obecrneyeHns LeNOCTHOCTN COODLLEHNA,

> c ayTeHTudmKaLmeli NCTOHHIKA,
> 6e3 ayTeHTUdNKALMN NCTOHHUKA,

» npoTokon (cxema) uudpoBoii nognmcu,

> MPOTOKON WHANBUAYAJIBHONA / rpynnoeoii umdpoBoii nognucuy,
¢ BoccTaHoBneHneM [/ be3 BoccTaHOBNEHNS COOBLLEHMS,
MPOTOKON LNpPOBOI NOAMMCH BCENY!IO,

NPOTOKON KOH(bUAEHUMANBHONR LM POBOIA nognucuy,

MPOTOKOA UndPOBOI MOAMUCH C LOKA3YEMOCTLIO MOAAESKY,

v vy VvYyy

> npoTokon uaeHTurkauny (ayTeHTudnKaLmm y4acTHUKOB),

> OAHOCTOpOHHEli ayTeHTuduKaLumum,
> [BYCTOpOHHEli (B3auMHON) ayTeHTudmKaumu,

A. B. Yepemyuikux KPUNTOrPA®UNYECKUE NPO



Moaxoab! k knaccucdukaumMm NPOTOKOIOB
Mpumepbl NpUkNagHbIX NPOTOKOI0B
Jlutepartypa

Buabl kpuntorpacduyeckux npotokonos

> KoHduaeHUMaNbHas nepegayda,

0bbI4HbITI 0bMeH coobleHnsmu,
WnpokoBeLwaTenbHas / LupKyasipHas nepegaqa,
YeCTHbIli 0OBMeH cekpeTamu,

3abbiBatowasn nepegaya,

NPOTOKON NPUBSA3KN K buTty (cTpoke),

v vy VvYy

> NPOTOKON pacnpeaeneHns KJOYeEn,

> NpoToKon (cxema) NpeABapUTENbHOMO PacrpeaeieHuns KitoYe,
> npoToKon nepegaqn kitoya (obmena kaovamm),
> MPOTOKON COBMECTHOI BbIpaboTkM KNtoda (OTKPLITOro
pacnpeseneHns kitodei),
NPOTOKOJ NapHbIli / rpynnoBoi,
npoTokon (cxema) pasgeneHusi cekperta,
MPOTOKON TeNeKoHdepeHumMn, 1 4p.

A. B. Yepemyuikux KPUNTOrPA®UHECKUE NPOTOKOJ1bI 0



Moaxoab! k knaccucdukaumMm NPOTOKOIOB
Mpumepbl NpUkNagHbIX NPOTOKOI0B

Jlutepatypa
Buabl kpuntorpacduyeckux npotokonos paTyp:

['pynnossie npotokonbl (group-oriented protocol)

[NpeanonaratoT 0fHOBPEMEHHOE yyacTue rpynmn yYaCTHUKOB:

> npoTokos pasgenenusi cekpeta (secret sharing protocol) —
€C/in BCE rpynNMbl, UMEIOLME HA 3TO NpaBo, hopMupyoT
OAVHAKOBbIE KOYN;

> [IPOTOKOJI TEIEKOHPEPEHLMM — ECIN Y Pa3IUYHbLIX Tpynn
LOOJKHBI ObITb pasHble KatO4Y;

» npoTokos rpynnosoii nognucy (group signature protocol) —
npennosaraeTcsl OLHOBPEMEHHOE YyHacTUe 3apaHee
onpefeNneHHol rpynmnbl y4aCTHUKOB, NPUYEM B Cly4dae
OTCYTCTBUS XOTs1 Obl OAHOrO y4aCTHMKA U3 FPynmb
hopMunpoBaHNE MNOAMNNCA HEBO3MOXKHO.

A. B. Yepemyuikux KPUNTOrPA®UHECKUE NPOTOKOJIbl 090301 — Kom



Moaxoab! k knaccucdukaumMm NPOTOKOIOB
Mpumepbl NpuknagHbIX NPOTOKOI0B
Jlutepartypa

Buabl kpuntorpacduyeckux npotokonos

» [IpumuTuBHbIG KpunTOrpaduyecknii npotokon (primitive
cryptographic protocol) — ato kpuntorpacuyeckunii NpoTokon,
KOTOprﬁ HE NMEET CaMOCTOATENIbHOIO NPUKNAagHOIro 3Ha4€Hn4, HO
UCNONb3YEeTCsl Kak Ba30BbIfi KOMMOHEHT MPU NOCTPOEHUN
NPUKAAHLIX KpUnTOrpacpuyecknx npotokonos. Kak npaeuno, oH
pelaeT Kakyto-nubo ogHy abcTpakTHyto 3agady.

Mpumepsbl: NpoTokon obMeHa cekpeTamu, NPOTOKOA NMPUBA3KN K
6uTy, npotokon noabpacsbiBaHns MoHeTbl (Mo TenedoHy).

» [lpuknagHoii kpuntorpaduueckuii npotokon (application
cryptographic protocol) npefHa3sHaveH ons peleHnst NPaKTUHECKUX
3agay obecrneveHns pyHKUMA — cepBucos besonacHocTu ¢
nomolbo kKpuntorpadpuyeckux cuctem. Cneayet 3aMeTuTh, 4TO
NpUKNagHble MPOTOKOJIbI, KaK NpaBuo, obecnevnBaloT He OgHy, a
Cpas3y Heckosibko yHkuusim besonacHoctu. Bonee Toro, Takne
npoTokosibl, Kak IPsec, Ha camom gene sisnstoTcs GonblunmMm
cemMeiicTBaMu passinyHbIX NPOTOKOJIOB, BKIOHAIOWNMU MHOFO
pa3HbIX BapUAHTOB AJ1s Pas/NyHbIX CUTYaUWii U yCAOBUI
NPUMEHEHNA.

A. B. Yepemyuikux KPUNTOrPA®UHECKUE NPOTOKOJ1bI 0



Moaxoabl kK Knaccudukaum NPOTOKOI0B
Mpumeps! NpuknagHbIX NPOTOKONOB

Jlutepatypa
Buabl kpuntorpacduyeckux npotokonos paTyp:

[MpyMepbl NpUKNaAHbIX NPOTOKOJOB:

> CUCTEMA 3JIEKTPOHHOIro 0bMeHa AaHHBIMU:
> MPOTOKOJIbI SNEKTPOHHOIO AOKYMEHTOODOPOTA,

» cucrtema SNIEKTPOHHbIX naaTexei:
> MNPOTOKOJIbl CUCTEM C BUPTYaJibHbIMU AEHbramu,
> y,D,aJ'IeHHbIﬁ nNaTeX No 3NEKTPOHHbIM YeEKaM,
> MNPOTOKOJIbl CUCTEM C 2JIEKTPOHHBbIMW OEHbramwu,

> MNPOTOKON YAAJIEHHOrO NiaTeXa Mo KPeAWTHbIM KapTam,
> MPOTOKOJI SNIEKTPOHHOIO JEHEXHOIO NEePEBOAA,
> MPOTOKOJ 3/IEKTPOHHOro febeTOBOro nopyyeHus,
> MPOTOKOJIbI CUCTEM C LUAPPOBLIMI AeHbraMu,
> MPOTOKOJI CHATUSI CO CHETa LNPOBOIA HANNUYHOCTH,
> NNaTeXHbIA NPOTOKON C LUUdPOBLIMMN AeHbramMu,
> MPOTOKO/ JEeno3nTa ANs caadm undposbix geHer B BaHK,
> MPOTOKOJ C MAeHTUUKaLMeli NOBTOPHOW TPaTbl MOHETLI.

A. B. Yepemyuikux KPUNTOrPA®UHECKUE NPOTOKOJ1bI 0



Moaxoabl kK Knaccudukaum NPOTOKOI0B
Mpumeps! NpuknagHbIX NPOTOKONOB

Jlurepartypa
Buabl kpuntorpacduyeckux npotokonos paTyp:

[MpyMepbl NpUKNaAHbIX NPOTOKOJOB:

> CUCTEMA 3/IEKTPOHHOI KOMMEpLUN:

> NPOTOKOJ NOANNCAHNSA KOHTPAKTA,
> MPOTOKOJ CePTUULNPOBAHHON S/IEKTPOHHON MOYTHI,
> MPOTOKOJ 3JIEKTPOHHOIO ayKLMOHa,

> noAfep>KKa NPaBOBbIX OTHOLUEHWIA:
> MPOTOKOJIbI FONOCOBaHMUS (371€KTPOHHBIE BbIOOPSI),
> UrpoBble MPOTOKOJIbI,

> npoTokon bpocaus xpebus (no Tenedony),
> npoToKoA Urpbl B nokep (no Tenedony) u T. 4.

A. B. Yepemyuikux KPUNTOrPA®UHECKUE NPOTOKOJIbl 090301 —



Mopxoabl kK knaccudukaLmm NPoToKON0B
Mpumepbl NpuknagHbIX NPOTOKOI0B

Jlutepartypa
Bugel kpuntorpaduyeckux npoTokonos paTyp

OcHoBHas nuTepaTypa

» Angpepos A.ll, 3ybos A.FO., Kysbmun A.C., HYepemywkun A.B.
OcHosbl kpunTtorpadumn. YuebHoe nocobue. 3e usa., gon.
Honyweno Munobpaszosanusi. — M.: APB — leaunoc, 2005. — 450 c.

> Yepemywrun A.B. Kpuntorpadudeckue npotokonsl. OcHoBHble
cBolicTBa 1 ys3BnmMocTu. YuebHoe nocobue. donywerHo YMO. — M.
MN3g. uentp “Akagemus’, 2009. — 272 c.

» 3aneqnuxos C.B. Kpuntorpaduieckne npoTokonsl n unx
npumMeHeHune B (OUHAHCOBONA N KOMMEPYECKON AesATENBHOCTU: yyeb.
nocobue: donywerHo YMO. — M.: lopsivaa aunus — tenekom, 2006.
-319 c

» [awkos C. b., lpumenko 3.A., Yepennes M.A.
Kpuntorpaduyeckue metoabl 3awutbl nHdopmMaumu: yyeb.

nocobue: Honyweno YMO. — M.: U3g. uentp “Akagemus’, 2010. —
304 c.

A. B. Yepemyuikux KPUNTOrPA®UHECKUE NPOTOKOJIbl 090301 — Kom



Mopxoabl kK knaccudukaLmm NPoToKON0B
Mpumepbl NpuknagHbIX NPOTOKOI0B

Jlutepartypa
Bugel kpuntorpaduyeckux npoTokonos paTyp

HononHuTtensHas nutepaTypa

» [log pes. Moropenosa 6.A., CaykoBa B.H. CnoBapb kpunTorpaduyecknx
TepmuHos. — M.: MUHMO, 2006.

»  Cronanurc B. KpunTorpadusi u 3awwuta ceTeil: NpuHLMNbLI N NpakTuka, 2-e
nsgaHue. — M.: Bunbsimc, 2001.

»  Croannrc B. OcHoBbl 3awuThl ceteii. [punoxerusi n ctangaptel. — M.:
Bunbsmc, 2002.

» [opbatos B.C., lNonsHckasi O.KO. Ochosbl TexHonorun PKI. — M.: Topsivasn
nununsa — Tenekowm, 2007.

»  Cemenros FO.A. MNpoTtokonbl Internet gns anekTpoHHoii Toprosnu. — M.: Topsivasn
nununsa — Tenekowm, 2003.

» Ymopa A. CoepemeHHas npuknagHas kpuntorpacpusi. — M.: APB — lenuoc,
2001.

» Mao B. CoepemeHHas kpunTtorpacusi: Teopusi u npaktuka. — M.: Bunbsimc,
2005.

» [llnaiiep 6. MNpuknagnas kpuntorpacusi. — M.: Tpuymdp, 2002.

» Stinson D.R. Cryptography, theory and practice. — London etc., CRC Press,
1995.

» Menezes A.J., van Oorschot P.C., Vanstone S.A. Handbook of applied
cryptography. — Boca Raton, New York, London, Tokyo: CRC Press, 1997.
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Mopxoabl kK knaccudukaLmm NPoToKON0B
Mpumepbl NpuknagHbIX NPOTOKOI0B

Jlutepartypa

Buabl kpuntorpacduyeckux npotokonos

Bonpockl?

A. B. Yepemyuikux KPUNTOrPA®UNYECKUE NPO
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