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BBeneHue

3awmTa OT atak C UCnosib3oBaHMeEM DOT-CeTen CerogHs
SABMSAETCHA OYEeHb aKTyanbHOU NpobrieMon.

BoT-ceTn akTMBHO NPUMEHSIOTCA ANS pacCbifiki cnama,
opranmsaunm DDoS-aTak, douinHra, yaaneHHoro
nepebopa naponen n 1.4. Ytobbl 0becnevnTb 3aLNTy OT
boT-ceTen, HeobXxoaAMMO nUccrneagoBaTb MEeTOAdbl UX
MOCTPOEHMSA N PYHKLUUOHNPOBAHUSA, MEXAHU3MbI
peann3aLum atak ¢ NoMoLLblo BDOT-ceTen, a TaKke
MeToAdbl 3aLlUUTbl OT 3TUX aTakK, B TOM Ynucne MeTtoabl
oOHapyxeHnsi 6oTOoB.

[laHHaga paboTa noceslleHa moaenmpoBaHuo boT-ceTen,
9TanoB UX PYHKUMOHUPOBAHUS N MEXAHU3MOB 3aLLUUTHI,
KOTOPblE MOTYT NPUMEHSATLCA Ha 3TUX 3Tanax.



PyHKUMOHUPOBaHME OOT-ceTu

DyHKUMOHUPOBaHUE DOT-CETEN XapaKTEPU3YETCH
OAHOBPEMEHHbLIMU AENCTBUAMU DOMNbLLOIO KONIMYecTBa
BOT-areHToB B MHTEpPECAaX 3MOYMbILLUIIEHHMKA.

OBbI4HO (PYHKLMOHMPOBAHME BOT-CETU pa3aenstoT Ha
criegywouwime aTanbi:

= OTan pacrnpocTpaHeHuns
= 3JTan ynpasneHus
= Peanunsaunga ataku
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PacnpocTtpaHeHne 60T-ceTh C NOMOLLLIO
CETEeBOro YepBn

[ns pacnpocTtpaHeHnss 00T-ceTn uccnepgoBarcs MetToq
pacnpocTpaHeHUs ¢ MOMOLLbIO CETEBOIO YepBs.

[lapameTphl, onpeaenatolwme MexaHnu3m
pPacnpoCTpaHEHNS CETEBLIX YEPBEW:

= [un coegmnHeHus: TCP, UDP;

= YacToTa reHepaumnm NakeTos;

= l/I3MeHeHne CKOPOCTN CKaHUPOBaHUS;

= 1N ckaHnpoBaHus (Scan type): cnyvyanHoe ckaHMpoBaHUeE,
nocnegoBaTefibHOe CKaHUpoBaHWE, CKaHNPOBaHME Ha
OCHOBE NepecTaHOBOK, YaCTUYHOE CKaHMpOBaHKeE,
rfloKanbHOe CKaHMpoOBaHWE, TOMNOJSIOrM4Yeckoe CKaHMpoBaHMeE,
CKaHMUpOBaHWE MO XUT-FICTaM.



MexaHun3mbl 3aluThl OT pacnpoCcTpaHeHUs
CeTeBOro YepBA

MexaHn3mMbl, OCHOBaHHbIE Ha
“ApoccenupoBaHumn/perynmpoBaHnn BMpycoB”
(“virus throttling”) [Williamson, 2002]

MexaHn3Mmbl, OCHOBaHHbLIE Ha aHanns3e HeydadHbIX
coeanHeHuu (Failed Connection) [Chen,
Tang,2007]

MexaHn3mbl, OCHOBaHHbIE HA METOAE “MOPOroBoOro
cnydanHoro npoxoxaeHua” (Threshold Random

Walk) [Nagaonkar , Mchugh, 2008]

MexaHn3mbl orpaHn4YeHnst UHTEHCUBHOCTU
coeanHeHnn Ha ocHoBe KpeautoB aosepus (Credit
Base-based Rate Limiting)
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Moaenb ynpasneHusa 60T-ceTbio

NccnepoBanuch ABe apXUTEKTYPbl AN ynpaBrneHusa 60T-
CETbIO: C LIeHTpanM3oBaHHbIM YNpaBneHnemM u
NeLeHTpanmM3oBaHHbIM ypaBreHNEM.

= B cny4yae ueHTpann3oBaHHOro ynpasneHuns Bce
KOMMbIOTEPLI-«30MOU» COEANHAIOTCS C OQHUM
kKomaHaHbIM LueHTpoM (Command & Control Center).

= [lpn geueHTpann3oBaHHOM ynpasreHun, 60Thl
COEAMNHAITCA HE C LEHTPOM YyrnpaBreHusd, a C
HECKOSTbKMMUN 3apaeHHbIMX MaluMHamMn n3 6oT-ceTw.
KomaHabl, B 3TOM criyyae, rnepegarTcs oT 6oTa K 60Ty



OBbHapyxeHne KoMnbTePOB-«30MOU» Ha
doase ynpaBneHus

= MeToa Ha ocHOBEe aHanu3a KoornepaTuBHOrIO
nosegeHuns bot-areHToB (Proposal of metrics for
botnet detection based on its cooperative behavior)
[Akiyama et al., 2007]

= MeTog obHapyxeHuns 6oT-ceTen, OCHOBaHHbLIN Ha
nx noseneHun (Botnet Detection Based on
Network Behavior) [Strayer et al., 2008]

= MeToa, ocCHOBaHHbIM Ha OOHapYyXeHNU aHoOManui
npon3Bognmblx 6oT-cetamu (Algorithm for
Anomaly-based Botnet Detection) [Binkley, Singh,
2000]
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MeToabl peanu3auun DDoS-aTak

Mccnepgosanuckh cnegytowime tunel atak DDoS:

= ATaKn Ha ncyepnaHme pecypcoB, UCNOSb3y4H
TpaHcnopTHble npoTokosbl (SYN Flood, ICMP Flood,
Smurf, UDP-storm, Fraggle, Land).

= ATaKun Ha ncyepnaHme pecypcoB, UCNOSbL3Y4H
npuknagHble npotokonbl (HTTP Flood, SIP Flood)

= Atakm DDoS c ncnonbsosaHuem tpetbux nuy (DRDOS -
Distributed Reflector Attacks).



3awumTta ot DDoS-aTtak

Kak npaBuno, ecTb YeTblpe OCHOBHbIX 3Tana no
npotnBoaenctento DDoS-aTakam:

npegoTBpalleHne aTak,
obHapy)XeHue aTak,
BbISIBNIEHNE UCTOYHMKA HanageHus,

peakuns Ha aTaky.
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ApXUTeKTypa nporpaMMHON peanu3auuu
MO4enNu

YpoBHU peanusayum
(6nbnmotekn)

CemaHTu4eckne ypoBHU
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Mopenu pacnpocTpaHeHUsa CeTeBbIX YEPBEN WU
3alwunTbl OT HUX, peann3oBaHHble B OMNeT++

B HacTosLllee BpeMS C NOMOLLbIO CUCTEMBI
nMmmTaumnoHHoro mogenunposanmss OMNeT++
peann3oBaHbl crneayrlwmne Mogenu pacnpocTpaHeHuns
CeTeBbIX YepPBEN 3aLLUUTBLI OT HUX:

= Mopenu pacnpoctpaHeHusi Yepen:. Code Red I,
Sasser. MHOXXeCcTBO HacTpanBaeMbIX NapamMeTpoB
NO3BONSAT MOAENMPOBaTh OOSbLLOE KONTMYECTBO
yepBeW, paboTtatoLmx no npotokony TCP.

= MexaHu3mbl 3aLlNTLl, OCHOBaAHHbIE HA
“apoccennpoBaHun/perynuposanmnmn smpycos” (Virus
Throttling), aHann3e HeygayHbIx coeanHeHun (Failed
Connection).



Mopnenu ynpaBrneHust 6oT-cetamm u ux
oOHapyxeHus, peanusoBaHHble B OMNeT++

= [locTpoeHa moaenb apXuTekTypbl 6OT-CETU C
LleHTpann3oBaHHbIM yrpaBeHNEM.

= bbinn peann3oBaHbl OTAENbHbIE METOAb
KoonepaTuBHOro obHapyxeHus 60T-areHToB.



Monenu DDoS-aTtak 1 3awuTtbl OT HUX,
peanu3oBaHHble B OMNeT++

[na sbinonHeHnst DDoS-aTtak u 3almTbl OT HUX B
OMNeT++ peannsoBaHbl cnegyoLlne MOOENu:

= MexaHunamebl BoinoniHeHna DDoS-aTtak Ha ypoBHE
TPAHCMNOPTHbLIX NPOTOKOJSIOB.

= MexaHunsmbl 3awmTbl oT DD0oS-aTtak, ocHOBaHHbIE HaA:
SAVE, SIM, Hop-count filtering.

Mogenun nmeroT psig HacTpanBaeMbix NapamMeTpoB,
NO3BONSOLWNX UMUTUPOBATbL PaboTy MEXAaHU3MOB
DDoS-aTak 1 3awuTbl OT HUX.

C NOMOLL b MOCTPOEHHbIX MOAENEN NMPOBOAATCH
pPa3NnUYHbIE SKCMEPUMEHTBI.
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OKCNEPUMEHTDI

[1na npoBegeHUA 3KCNEPUMEHTOB MOCTPOEHA
MOAENb KOMMbITEPHOU CETU Ha 3652 y3noB, U3
KoTopbiX 10 aBNAOTCA cepBepHbIMU y3NnamMmu, B
cocTaB KoTopbix BXoaaT DNS-cepsepa — 1,
BeO-cepBepa — 3, NOYTOBbIE cepBepa — 6.
1119 yanos (okono 30% oT obuLiero konmyecTsa)
MMEIT YA3BUMOCTMN.
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MoaenupoBaHue pacnpocTpaHeHusa YepBa U
MEXaHU3MOB 3aLliuUTbl OT HUX

PacnpoctpaHeHune 4yepBs HavynHanocb Ha 100
CEeKyHAe MOAENbHOIro BPEMEHMW.

Micnonb3oBarnca anroputm crnyyYanHoro
CKaHMpPOBaHMA N3 ananasoHa U3BECTHbIX
agpecoB CO CKOPOCTLIO 6 3anpoCcoB B CeKyHAY,
no npotokony TCP/IP.

Ilcnonb3oBanucb Mmoaenn MexaHm3mos
3awnTbl Ha ocHoBe Failed Connection u Virus
Throttling, yctaHoBneHHblie Ha 100%
MapLUpYyTU3aTOPOB CETU.



['padouk KonuyecTBa OWMOOK NEPBOro U BTOPOro poga npu
0bpaboTKe ceTeBbiX NAKETOB MeXaHM3MOM Ha ocHoBe Virus
Throttling, yctanoBneHHoro Ha 50% mapLupyTusaTtopoB

MakeTbl/cC.

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%

%

——FP ——FN




[‘padouk KonuyecTBa OWMOOK NEPBOro U BTOPOro poga npu
0OpaboTKe ceTeBbiX NAKETOB MEXaHM3MOM Ha ocHoBe Failed
Connection, yctaHoBneHHoro Ha 50% mapLipyTtu3aTtopoB
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OTHOLWEeHne PUNbTPOBAHHOIO NEMMTUMHOrO Tpaduka
K obwemy nermtumHomy Tpaduky npu pabore
MexaHu3ma 3awuTbl, ocHoBaHHOro Ha Virus Throttling
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MoaoenupoBaHue dasbl ynpaBneHua 00T-
ceTblo C ucnonb3oBaHmem npotokona IRC u
MEXaHU3MOB ee 0bOHapyXeHus

[1nsi KOMMYHUKaLUUM MeXay KOMMbTeEPaMn- «30Mon»,
KOMaHAHbIM LEHTPOM N «MacCTEPOM» UCMOSIb3YETCS
MOAENb NPOTOKOSa Ha ocHoBe npoTtokosna IRC.

[na obHapyxeHns y3noB 60T-CeTu Ha 3Tane

ynpaBfieHUa UCMoNb3yeTca MeTo Ha ocHoBe [Aklyama
et al., 2007].



PacnpeneneHue ydactHukoB no IRC-kaHanam
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['padouk obHapyxeHusa aHomanum B IRC-
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pa3nuyHbiM IRC kaHanam, nsmepeHHoe OETEKTOPOM B
PA3NNYHbIX TOYKaxX CETU



MonenupoBaHue asbl BbinonHeHUa DDoS-
aTakum 60T-ceTbio U MEXaHU3MOB 3aLUUTbI OT
HUX

BoinonHanace DDoS-ataka tnna SYN-flooding. Ataka
HadymMHanacbk Ha 400 c. moaenbHOro BpemeHu. [akeTol
oTcblnanuck ¢ Yactoton 10 NnakeToB B CEKYHAY,
BbliNoJSIHANAcb noamMeHa |IP-agpeca ncto4yHuka.

[Nna 3awmutbl oT DDoS-aTtaku ncnonb3oBanuch
MexaHn3Mbl 3awmnTbl Ha ocHoBe SAVE n SIM.

MexaHnam Ha ocHoBe SAVE 6bin yctaHoBneH Ha 30%,
50%, 100% mapLupyTn3aTopoB B CETU

[Topor nosBneHns HoBbIX |IP B cekyHAay paBeH 600.



[ padpuK Ha OCHOBE AaHHbIX, NONYYEHHbIX B pe3ynbTaTe
BbINOSIHEHUA Moaenen mexaHnamoB DDoS-atak u
MexaHu3ma 3awuTtbl Ha ocHoBe SAVE
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[ padpuK Ha OCHOBE AaHHbIX, NONYYEHHbIX B pe3ynbTaTe
BbINOSIHEHUA Moaenen mexaHnamoB DDoS-atak u
MexaHu3ma 3awmTtbl Ha ocHoBe SIM
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3akn4yeHue

= B HacTtoswen paboTte npoBeaeH aHann3 pasnm4HbIX
aTanoB MYHKLUNOHNPOBAHNSA BOT-CETU U MEXaHNU3MOB
3aLLUTbI OT HUX.

= [lpegnoxeHa apxutekTtypa cpegbl MogennpoBaHus,
pa3paboTaHbl UMUTALMOHHBIE MOAENN, BbIMOJIHAOLLME
pa3fnyHble aTanbl PYHKLMOHMPOBAHUA DOT-CETEN B
OaHHOW cpefe.

= [lpmBeneHbl pesynbTtaTtbl 3KCNEPUMEHTOB MO
dyHKUMOHMpPOBaHMIO OOT-ceTen N pabote MeToaoB
3aLUNTbl OT HUX.
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