Tam-naiiH KoHpepeHLUn

Tam-naiH KoHdpepeHuumn

30 mapra, cpepa. [leHb 3ae3aa

16.30
18.00-19.00
19.00 - 21.00
21.00-22.00

TpaHcdepT B oTenb «ConHeyHbln PARK HOTEL & SPA»
3aes3a v perncTpaumna y4acTHMKOB, NPOXKMBAIOLLNX B OTese
YKuH. CBobogHOE Bpems

LWoy-nporpamma «Welcome party».
KoHyepmHelii 301 pecmopaHHo20 KoMrnekca

31 mapra, yeTBepr. MepBblit AeHb paboTbl KOHdepeHLUn

8.00-9.45
9.45-10.00
10.00-11.30
11.30-12.00
12.00-13.30
13.30-14.30
14.30-16.30
16.30-17.00
17.00 - 18.30
19.30-22.30

3aBTpakK
Perncrpauma y4acTHMKOB KOHbepeHLUn

OtkpbiTne. NneHapHoe 3acepgaHue.
KoHgpepeHru-3an (PecmopaHHbIli KOMrAeKc)
ModpobHee Ha cmp.3

Mepepbis
Kpyrablii cton "Poccuiickuii - 3akpbITblii macTep Knacc "Cnocobbli
pbiHOK CK3U" paccnenoBaHUA KOMNbIOTEPHbIX
KoHdeperuy-3an (PecmoparHblli  npecTynneHuii B KpeauTHo-
KomneKc) ¢duHaHCoBOIi chepe”
KoHgpepery-3an 1

ITodpobree Ha cmp.3 [odpobHee Ha cmp.8
Obep,
Cekuuma "Kpuntorpadusa u Cekuua «MHTepHeT n uHpopma-
KPUNTOaHaNu3: Teopusa 1 LMOHHaA 6e30MacHOCTb»
npakTuKka " Yactb 1 KoHgpepery-3an 2
KoHgpepeHy-3an 1

ModpobHee Ha cmp.3 ModpobHee Ha cmp.6
MNepepsbis
Cekuusa "Kpuntorpadpus n Cekuusa «PesepcuHr. AHanus uc-
KPUNTOaHaNu3: Teopus 1 NOJIHAEMOTrO0 KOAa U TEXHO0MMN
npakTuKka " Yactb 2 3aWKTbI» KoHpepeHy-3an 2
KoHgpepery-3an 1

lodpobHee Ha cmp.3 ModpobHee Ha cmp.7

BaHKeT B YecTb OTKPbLITUA KOHdepeHunn



Tanm-naiiH KoHpepeHLUn

1 anpens, natHMua. Bropoi aeHb paboTbl KOHGepeHLUn

9.00—-10.00 3aBTpak

10.00 — 11.20 Cekuua «lpenogasaHue Cekumsa «O6wme Bonpocbl
Kpuntorpadpuyeckux auc- mnHdpopmauymoHHoi 6e3onac-
LUNAKH B BbiCLUEM WKONE» HOCTU» KoHgpepeHy-3an 2
KoHgpepeHy-3an 1
ModpobHee Ha cmp.9 lodpobHee Ha cmp.10

11.20-11.40 MNepepbis

11.40 - 13.00 CeKumsa «MpenogasaHne  Cekuua «O6ume Bonpochl
Kpuntorpadpuueckux guc- MHPOpmMaLMOHHOIM 6e3onac-
LUMNAMH B BbICLLENM WKONE» HOCTU» KoHpepeHuy-3an 2
KoHgpeperuy-3an 1
ModpobHee Ha cmp.9 lodpobHee Ha cmp10.

CopesHoBaHua PycKpunto CTF
lodpobHee Ha cmp.9

13.00 - 14.00 Obeg,

14.00 - 16.00 Cekuusa «Akagemuyeckne |Cekuua «Kpunrorpadpusa npm
uccnepgoBaHua B chepe MH- OKa3aHUM rocyAapCTBEHHbIX
dopmaumoHHon 6e30nac- |ycnyr B IN1eKTPOHHOM BuAe.

HOCTU» KoHgpepeHy-3aa 1 YHuBepcanbHasa 3N1eKTPOH-
Haa KapTa» KoHgepeHy-3an 2
lodpobHee Ha cmp.12 ModpobHee Ha cmp.15

16.00 — 16.20 Mepepsbis

16.20 — 18.00 CeKumna «Akagemuyeckne Mactep Knacc « KOHKypeHT-
uccnepoBaHus B chepe MH- HaA pasBeAKa B UHTEPHET»
dopmaunoHHoit 6e3onac-  KoHgepery-3an 2
HOCTU» KoHpepeHy-3an 1

ModpobHee Ha cmp.12 lodpobHee Ha cmp.16

CopeBHoBaHua PycKpunto CTF
lodpobHee Ha cmp.9

19.00 - 20.00 YwnH

20.00 — 20.30 HarpaxpeHue nobegurteneit HOMMHaLUII KOHGepeHUUU
J1o66u-6ap

20.30 — 23.00 TemaTuyecKuit UrpoBOW Beuep B cTune «Yukaro»
Pa3sssieKamesbHbIl KOMAAEKC

2 anpens, cy66oTa. [leHb oTbe3aa
9.00-11.00 [3aBTpak

12.00 TpaHcdepT 13 otena B Mocksy (M. PeyHolt BOK3an)



JeHb nepBbi. 31 mapTa, YyeTsepr

MepBbiit geHb paboTbl KOHPepeHUUU

10:00-11:30 OTKpbITUE. [TNeHapHoe 3aceaaHue
KoHgpepeHuy-3an (PecmopaHHbIl KomriaeKc)

MpuBeTcTBEHHOE CIOBO OT OprKOMUTETA KOH(I)EPEHLI,MM

3HaueHue moaenmposaHua B Kpun'rorpad)w-lecuux uccnepoBaHuAX.

bapaHoe AneKkcaHOp lMaenosudy, nepsvili 3amecmumens Ha4anbHUKA LleHmpa @CE Poccuu, 0.¢p-
M.H., C.H.C., npedcedamensb TK26, delicmsumersnbHobili YneH AKademuu Kpunmoepaguu Pocculickol
®edepayuu

MartemaTtuuyeckue mogenu Kpuntorpadpum.
Mykoe AneKceli EszeHbesuY, K.¢h.-M.H., OoueHm MITY um. baymaHa, npedcedamens cosema Ou-
pexkmopos accoyuayuu «PycKpunmo»

nepCﬂeKTVIBHbIe Hanpas/ieHuA pa3BnuTuaA Kpun'rorpacbuu Ha coBpemeHHOM 3Tane
Ky3semuH Anekceli Cepaeesauy, 3amecmumers Ha4yansHuka LleHmpa ®@Cb Poccuu, 0.¢h-m.H., npo-
¢eccop, delicmsumensHolili YneH AKademuu Kpunmozpaguu Pocculickoli @edepayuu

Mpo6nembl NOcTpoeHUA U GYHKLMOHUPOBAHUA 6ONBLUMX CUCTEM

MHPOPMaLMOHHOI 6e30nacHoCTK.
Monoe Baadumup Onezosud, K.¢p.-m.H., Kpunmo-llpo, dupekmop Accoyuayuu «PycKpunmo»

12:00-13:30  Kpyrabiit cton «Poccuiickum pbiHOK CK3U»
KoHgpepeHy-3an (PecmopaHHsIli KomrineKc)

Bedywue: bapaHoe AnekcaHOp lMasnosu4, nepssili 3amecmumesns Ha4yaabHUKA Llenmpa @Cb Poc-
cuu, 0.¢p-M.H., C.H.c., npedcedamens TK26, delicmsumesnbHobili YneH AKademMuu Kpunmozpaguu
Pocculickoli ®edepayuu; EmenvaHos leHHadul Bacunvesuy, [pedcedamesns Cosema MOO «Ac-
coyuayus 3awumsl MHGopmayuu».

YyacmHuku: Macnos tOputli lfeHHadbesuy, Kpunmo-lipo; lopenos Amumpuli /leeosuy, KOMNaHusA
Akmus; Cokosnos AnekcaHop Bacunvesuy, Accoyuayus All KUT; Pabko Cepeeli Amumpuesuy C-
Teppa Cu3cll u dp.

Cdepbl NPUMeEHeHUA cpeacTB KpunTorpaduyeckon 3alwmTbl nHpopmaummn. TpeboBaHWA pbiHKa U peryns-
TopoB. HacylHble Npobaembl U NyTU UX pelueHus. Bonpocbl COBMECTMMOCTH, CTaHAaPTbl KavecTsa. K
y4acTuto npurnatleHsl npeactasuteny ®Cb Poccum u BeayLLpe SKCNepTbl OTpacau.

14:30-18:30 Cekuma «Kpuntorpadpua u KpuntToaHanus: Teopua u

NPaKTUKa».
KoHepeperuy-3an 1 (busHec-yeHmp)

Bedywjue: KysomuH Anekceli Cepeeesuy, 3amecmumesns Ha4aneHuka LleHmpa ®Cb Poccuu,
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0.¢p-m.H., npogpeccop, OelicmeumensHoili YneH Akademuu Kpunmoepaguu Pocculickoli
®edepayuu; JlyHuH AHamonuli Bacunvesuy, komnaHus «MHgoTeKC», 3amecmumerns cekpemaps
mexHUYecKo2o Komumema no cmaHoapmusayuu TK 26; lonos Baadumup Onezo8uY, K.¢h.-M.H.,
komnaHua «Kpunmo-lipo», dupekmop Accoyuayuu «PycKpunmo».

TpafMUMOHHAA cekuma KoHdepeHumn «PycKpunTo». Poccuiickue n mexayHapoaHble Kpuntorpa-
dunyeckme ctaHAapTbl. HioaHCbl peannsaumm u TeXHONOMMN UCNO/b30BaHUA. PeanbHble U MHUMblE
yA3BMMOCTU. TeopeTnyeckoe 060CHOBaHWE CTOMKOCTU KpunTorpadpuuecknx anroputmos. Kpunto-
rpaduyeckme NpPoOTOKOAbI, UCMONb30BAHUE POCCUMACKUX CTAHAAPTOB B MEXAYHAPOAHbIX KPUMNTO-
rpaduyeckux npoTokonax. Hosoctu KpunTonormu.

O HEeBO3MOXKHbIX PasHOCTAX 6104HbIX WNPPOB Ha OCHOBE
SL-npeo6pasoBaHuit.

MapuHa lMydoekuHa, K.¢p.-m.H., doyeHm MUY, dupekmop Accoyuayuu «PycKpunmonx.

3a nocnegHue 10 net paspaboTaH pag 6104HbIX WKdPOB Ha ocHoBe SL-npeobpasoBaHui, rae S-
HEAMHEWNHbIW cnoi (cnoi s-6oKcos), L-nnHenHbIM cnoit (nnHeiHoe npeobpasosaHue). B ocHoBe
pAga WUOPOB NEKUT anroputm wudposaHua deicrens. NMpumepamn AaHHOW KOHCTPYKUMMU CAy-
Kat wudpsbl Camellia, MIBS. B goknage B 3aBUCMMOCTM OT CBOWCTB IMHENHOrO cioA L onucbiBatoT-
CA K1aCCbl HEBO3MOMKHbIX Pa3HOCTEN A1A Pa3HOro Yyucna payHaos. MpuMBoaMTCa MANOCTPaLMA no-
JlY4eHHbIX Pe3yNbTaToB Ha NMPUMeEpPe NNHENHbIX NPpeobpasoBaHMii, UCMOb3yeMblX B paae 6104HbIX
Wndpos.

Mac 13-3a rpaHuLbl - aTaka Ha FOCT.

Anekceli Yunukos, K.¢.-m.H., MI'TY um. H.3. baymaHa.

[OCT 28147-89 B nocnegHee Bpems npuB/eKaeT 3Ha4YMTeIbHOe BHUMaHWE KPpUNTOAHAAUTUKOB. [lo
nocnefHero BpeMeHM OH OCTaBasiCA OAHUM M3 HEMHOTUX "Kfaccuyeckux" aaroputmosB, ANA KOTO-
poro He 6b110 ONY6/IMKOBAHO AaKe TEOPETUUECKUX aTaK, MOHUMKAIOLLMX CTOMKOCTb B paMKax "Knac-
cnyeckunx" mogeneit (known-plaintext attack, v 1.n.). Ho Ha KoHbepeHumn FSE 2011 ANOHCKUM UC-
cneposatenem Takanori Isobe 6bina npeanoXeHa ataka Ha MOMHYD BEPCUIO  anroputma
WwndpoBaHua, ¢ obLLei CNoxHOCTbIO ~27225 (npoTtus 27256 ana nonHoro nepebopa). B HacTos-
wem Aoknase noapobHO paccMaTpMBaETCA AaHHaA aTaka, U CBA3aHHble C Hell 0COBEHHOCTM anro-
putma FOCT. Takke 6yaeT pacCMOTPEH BONPOC O rpaHMLLAX NPAaKTUYECKON NPUMEHMMOCTU AaHHOMN
aTaku.

O HeKOTOpbIX NoAX0AaX K oueHKe 3pPEeKTMBHOCTU MeToA0B

KpMI'ITOI'path-IECKOI'O dHa/In3a UCNoNb3yrownux ceA3aHHble K/1I04YU.

Bnadumup Pydckoli, MI'Y umeHu M.B. /lomoHocosa.

B foKNaZie NOKA3aHoO, YTO €CAM METOZ, ONPEAENIEHNA KAOYA aNrfoPUTMa WNMGPOBAHUA UCMONb3YET
CBA3aHHbIE KNIOUYM, TO OLEHKa ero 3GpHEKTUBHOCTU NyTem CPaBHEHWUs C METOLOM MoJHOro nepebo-
pa K/louein ABNAETCA HEKOPPEKTHOW. MMpeaiioXeHbl ABa a/JbTEPHATUBHbIX MOAXOAA K PeLieHuo
3TOM 3afa4u, KOTOPblE MPUBOAAT K OAMHAKOBbLIM pPe3y/ibTaTam.

O HEeKOTOPbIX CBOMCTBAX CXeM BbIPaboTKM 06LLEero Katua, MCNo/ib3yoLmnx
MHPPACTPYKTYpPY OTKPLITHIX KNOUYEH, B KOHTEKCTE pa3paboTku
CTaHAAPTM3UPOBAHHbIX KPUNTOrpadpUUeCcKUx peLeHuin.

Mamioxun mumpuii Bukmoposu4, ®Cb Poccuu.

B AOKNnaae pacCMaTpUBakoTCA Yrpo3bl 6e30nacHOCTU cxem BblpaGOTKM 06LLI,€I'O KNKo4a ABymAa abo-

HEHTAaMM MO OTKPbITOMY KaHa/y CBA3M, YHAaCTHWKM KOTOPbIX UCMONb3YIOT A0/ITOBPEMEHHbIE K/toue-
Bble Napbl C cepTUPUKATAMM OTKPbITbIX KAtoYel. NpoBoAUTCA aHANN3 3aLWMLLEHHOCTM OT 3TUX Yrpo3




JeHb nepBbi. 31 mapTa, YyeTsepr

pAga cxem, ABNAIOLLMUXCA MEXKAYHAPOAHBIMU CTaHAAPTaAMU.

OTKprTbIe KZ1lO4YU Ha HeaCCOUMATUBHDbIX an re6pauqecxux CTPYKTYpax.
Heuaee AnexcaHAp AnekcaHOposuy, Akademus Kpunmozpaguu Pocculickoli ®edepayuu

OTKprTbIFI KNOY Ha HEKOMMYTATUBHDbIX anre6pauuecxux CTPYKTYypax.
Heuaee AnekcaHAp AnekcaHOposuy, Akademus Kpunmozpaguu Pocculickoli ®edepayuu

O peATeNbHOCTM TEXHUUYECKOro KomuTeTa no craHgaptusauuu (TK26)
«Kpuntorpadumueckas sawmra uHpopmaumum».

JlyHuH AHamonulii Bacunveeu4, komnaHusa «UH@poTeKC», 3amecmumens cekpemaps TK no cmax-
dapmu3sayuu «Kpunmozpaguyeckas 3aujuma UHpopmayuu»

B poknage 6yayT ocBelleHbl OCHOBHblE Pe3ynbTaTbl AEATENbHOCTU TEXHUYECKOrO KomuTeTa Mo
CTaHAAPTM3aLLMK 33 NPOLLEALINIA FO4, U HAaNpaBAeHUA ero JanbHellwel paboTbl.

FfomomopdHoe wudposaHue. 3awmiLeHHbIe 06/1a4Hble BbIYMUCIEHUA.
KpeHoenee Cepaeii ®edoposudy, K.¢.-M.H., doueHm, nabopamopus HIY-lMapannenc

Y10 Takoe romomopdHas Kpuntorpadua. s Yyero ee MOXHO MCNONb30BATb. YTO HAa camom aene
npugymanu B IBM 1 noyemy 310 o4eHb NpocTo. MNprmep NoAHOCTbIO romoMopodHoro wudposaHua
ONA Uenbix Yncen.

O npepnoxeHnax GpaHLy3CKMX CNeLManncToB No MeXKAYHapoAHOM
CTaHAAPTM3aLMN NPOrPAMMHOrO AaTYMKA CIyYalHbIX YUCEN HA OCHOBE
CUCTEM KBaApPaTUYHDIX ypaBHEHMﬁ.

Mapwanko lpuzopuii bopucosuy, Mokposckuii Anekceii Bayecnasosu4, ®Cb Poccuu

B goKknage npuBoAATCA OCHOBHbIE NONOXKeHMs cTaHgapTa ISO/IEC 18031, a Tak»Ke onucaHue npea-
noxeHHoro ¢paHuy3ckumu cneymanmctamu NMACY 3agaBaeMoro CMCTEMOMN KBaZpPaTUYHbIX ypaB-
HeHWU Hag nonem. NMpPUBOAATCA OCHOBHbIE Pe3ybTaTbl UCCIe0BaHWUIA NO ero aHaauay.

TEOPETMKO-aBTOMaTHbIe meToabl B prn'rorpacbuu.

babaw AnekcaHdp Bnadumuposu4, 0oKmop ¢u3.-mam. Hayk, npogeccop, MICU

MprYMeHeHWe TEOPETUKO-aBTOMATHbIX METOAO0B B KpunTorpaduu. 3afaun pelieHus aBTOMaTHbIX
YPaBHEHMI C MOMOLLBIO MOCTPOEHUA PA3AUYHBIX NPUBAMMKEHHbIX MOAenei 3a4aHHOro aBTomara.
3afauM OLEHKM NEepuoaoB BbIXOAHbIX NOCAefoBaTeNbHOCTEN aBTOMaTa Npu 3a4aHHON BXOLHOM
nepuoAnNYEecKol NOCNeA0BaTENbHOCTU U OLLEEHKU Mep UX NPUBANMKEHHbBIX NEPUOAOB.

O6ecneyeHune 6e30nacHOro AOCTyNa K KAlo4am B €/1a603aLULLLEHHDbIX
cucrtemax.

lunasoe PycnaH Padxcabosuy, uHxeHep-aHanumuk, Kpunmo-fipo,

Cmblwinaes CmaHucnase Bumanvsesuy, uHxiceHep-aHanumuk, Kpunmo-lipo

PaccmaTpumBatoTcs BOMPOChl AOCTYNA K K/O4am B onpeseneHHOM Knacce KOMNbIOTEPHbIX CUCTEM
npu NoBblIEeHHbIX TpeboBaHMAX K 6esonacHocTU. CTpoUTCA maTeMaTUYecKasa MoAenb U npeanara-
eTCA NPAKTUYECKUIA MeTof, NO3BONAIOLWMI 9GPEKTUBHO NPOTUBOAENCTBOBATL TEXHONOMMAM Nepe-
XBaTa BBOAMMbIX Napo/iell Ha KNOYEBOI KOHTEWHED, YTO B PAaCCMaTPMBAEMON MOAENM peLlaeT 3a-
Aavy obecneyeHna 6e30nacHOro AocTyna K Kaovam.

TexHonorun Co34aHNA U NnpumeHeHune BblYUC/INTENIbHbIX owunboK B
MMUKPOKOHTPO/IEpe, peausyloWwmum Kpuntorpadpuueckuii anroputm.
KopkukaH PomaH leeopKoesuy, CaHkm lemepbypacKkuli 20cy0apcmeeHHsili yHusepcumem mesne-
KOMMYHUKayud.

Ha npvmepe KOHKPETHOrO MUKPOKOHTPO//IEPA UCCNEAYOTCA BOSMOMXHOCTb UCMO/b30BaHUA cboes
B ero paboTe 4na BblMMCAEHUA KAtoda KpunTorpadpuyeckoro anroputma CRT RSA. Ocoboe BHMMa-
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HUe yaeneHo Bonpocam npeogoneHuna 3almTobl, OCHOBAHHOW Ha onepaunmn ycnoBHOro cpaBHeHuUA.

ATaKa Ha OCHOBe Koaiusuii Ha AES-nogo6Hble anroputmbl 6104HOrO
wundposaHua.

Mawowun Cepzeii Hukonaeeu4, HUNAY “MUOUN”, akynemem “UHpopmayuoHHas 6e3zonac-
Hocmb”, Kagpedpa “Kpunmonoausa u OuckpemHas mamemamuka”

B poknage nposoaunock uccneposaHne AES-nogo6HbIX anroputmos 6104HOrO WndposBaHMa. bbi-
Nla NOCTPOEHAa aTaKa Ha OCHOBE KO//IM3UI Ha anroputmbl 6n04Horo wuoposaHma W, Anubis,
Square, aHanorMYyHaA M3BECTHOM aTake Ha anroputm 6ao4Horo wWudposarms AES. Tak ke uccnego-
BaNacb 3aBUCMMOCTb TPYAO0EMKOCTU aTaku OT NPUMEHEHUA Pa3/IUYHbIX arOPUTMOB Pa3BEPTbIBA-
HUA KNtOYa, U BbIN0 MOCTPOEHO NPUMEHEHWE aTaKM C YYETOM aNropuTMOB Pa3BEPTLIBAHUA KtOYa.

14:30-16:30 CeKuma «MUHTepHeT U MHPOPMALMOHHAA

6e3onacHOCTb»
KoHepeperuy-3an 2 (busHec-yeHmp)

Bedywuii: Ca4ykos Nnbsa KoHcmaHmuHoeuY, 2eHepaneHbll oupekmop Group-IB.

Bonpocbl MHPOPMaLMOHHOW 6€30MacHOCTH, CBA3aHHbIE C UCMO/b30BaHMEM MIHTEPHET U ceTeBbIX
TEXHOOTUI. ATaKM Ha paboune CTaHUUK U cepBepbl NPUIOKEHWUIA, MEXaHM3MbI 3aLLUTbl IHTepHeT-
cucTeMm. 3aLimTa KOPNopPaTUBHbIX CUCTEM, UCMOoAb3YtowWwmx Web-TexHonorMu. MpakTuKa nocTpoeHus
3aLUMLLEHHbIX CUCTEM, OMbIT PeasibHbIX NPOEKTOB.

MonAnTUKO-93KOHOMUUYECKMe 0CO6EeHHOCTM aganTauum 06/1auHbIX TeXHONoruit
B Poccumn.

CmupHoe Hukonali, HayanbHUK omdena Hay4yHbix uccaedosaHuli u paseumus npodykmos OAO
«NHpoTeKC»

B fOKNnafe pacckasbiBaeTcs O MOAUTUYECKMX U SKOHOMUYECKUI MPUYMHAX PacrnpocTpaHeHus ob-
NlayHbIX TexHonorui 8 CLUA 1 EBpone 1 NpoBOAMUTCA aHANN3 yKa3aHHbIX MPUYUH B peanuax Poccuit-
CKOM OeNACTBUTENBbHOCTU.

KnbepnpectynHoctb B Poccun: TeHAEHU MU Pa3BUTUA.

Caykoe Unbsa, 2eHepanbHeili dupekmop Group-I1B

B poknage 6yaet npoBeseH KOMMAEKCHbIA aHANW3 COCTOAHUA pbIHKA KnbepnpectynHoctu B Poc-
cuK, B Xoae Kotoporo 6yayT nogpobHO ocBeleHbl OCHOBHbIE YCNYTW, ero coctaBnstolwme. Takxke
OOKNAAUMK 0bpaTUTbCA K XapaKTepucTuke Kubepyrpos, npeactaBaAlowmx Havbonbluyo obuie-
CTBEHHYIO OMACHOCTb, BK/IOYAA HOBbIE TUMbl KOMMNbIOTEPHbIX NPECTYNAeHUN. B 3akatoueHun byayt
npeacTasieHbl NPaKTUYECKUE NPUMEPDI YCMELIHOro NPOTUBOAENCTBUA XaKepam.

Cucrembl pacnpepeneHua 'rpacbm(a U HOBbIE aCNEeKTbl NTONUCKA B HAX0XAeHUu
BpPeAOHOCHOro Koaa.

Fonyapoe Makcum, Cmapwuli Bupyc AHanumuk Trend Micro

Teopua u NpaKkTMKa Beb-TpadmKa M BO3MOXKHOCTU MCNONb30BAHMA CUCTEM NOAyYeHUs, GunbTpa-
uMKn 1 ero pacnpegenenva. Kak npoucxoaut ounbTpaLms, No KakMM MPU3HAKaM U KaKUMWU WUH-
CTPyMEHTaMM ocyLiecTBaseTcs, byaeT NpoaeMOHCTPUPOBAHO HAa OCHOBE AOCTYMHbIX CUCTEM pac-
npezeneHuns TpadumKka. Ha npumepax mbl yBUAMM, 3a4€M UCMO/b3YIOTCA CUCTEMbI pacnpeseneHns
TpaduKa M Kakum 06pasoM OHM MOTYT MOCAYKWUTb HEUYMCTbIM Ha PYKYy WHTEepHeT-
npeanpuHUMaTENsm.

CoBpemeHHas 3awWwmTa oOT ceTeBbIX Yyrpo3 — 6e3onacHoCcTb peanbHa?
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Ywakoe imumpuii Bayecnaeosu4, Stonesoft

CoBpeMeHHble CpeACcTBa 3aluTbl COAepKaT MOAY/IM aHanusa TpaduKa, KoTopble BblAAOT Npeay-
npexaeHve no Gakty cpabatbiBaHWA HEKOTOPOrO NPaBUIA, CYTb KOTOPOro CBOAUTCA K aHaNU3y rno-
cnefoBaTeNbHOCTM CUMBOJIOB B NOTOKE MHGOPMaL MU, COOTBETCTBEHHO KPUTUYHBLIM ABAAETCA KOP-
PeKTHbIA pa3bop M HOpManusaumsa nepesaBaemblX AaHHbIX. 310YMbILLIEHHUKN MOAb3YHOTCA 3TON
0COBEHHOCTBIO M MbITAOTCA «OBOMTU» MeXaHW3Mbl AETEKTUPOBAHUA C MOMOLLbIO PA3/INYHBIX Me-
ToaMK. TexHUKn 0bxoaa 6bin U3BECTHbI elle ¢ cepegmnHbl 90-X rogos, OAHAKO /LWL B NPOLLIOM
rogay ux nogpobHoe usyyeHue NO3BOAWMAO YCOMHUTLCA B aAEKBATHOCTU MPUMEHAEMbIX CPEACTB
obecneyeHunn 6e3onacHoCTy.

CpaBHeHue 3¢pPEeKTUBHOCTU CPEACTB OOHAPYKEeHUA YA3BUMOCTEN

SQL injection.

Memyxoe AHdpeli AnekcaHOposuy, /labopamopus BoiyucaumesnoHsix Komnnekcos, gakynsmem
BorqucaumensHoli Mamemamuku u KubepHemuku MIY um. M.B.

[Joknag nocsAleH 3agaye cpaBHeHWA 3$PEKTUBHOCTU CKaHEPOB BeH-NPUNOXKeEHUI B 4acTh 0bHa-
py*KeHus yasBumocTeit knacca SQL Injection. Byaet usnoxkeHa meToamka NMOCTPOEHUA TECTOBOrO
MOKPbITUA, ONKCaHa npoLeaypa NPoBeAeHUA TECTUPOBAHWUA U aHanu3a pesynbTaTos. byayT npuse-
AeHbl pe3ynbTaTbl TECTUPOBAHWUA TaKMX M3BECTHbIX CKaHepoB Kak sqlMap, skipfish, wapiti n
acunetix.

CoBepLUeHCTBOBAHME CUCTEM K/TaCCUPUKALLUM U OLLEHKUN YIpo3
nHpopmaLMOHHOIK 6e30MacCHOCTU Ha OCHOBE aHA/NIM3a 3aLMULLLEHHOCTU
dBTOMATU3UPOBAHHbIX CUCTEM TEXHONTONMYECKUX Npoueccos.

Komapoe AHOpeii AHOpeesuy, mexHu4eckuli dupekmop HTL| « CmaHKouHgpopm3awuma»

Yrpo3bl b NpoMbILlNEHHbIX MPOTOKO/I0B Nepesayn AaHHbIX, 31emeHToB ACY Tl TpaKTyoT Heob-
XOAUMOCTb CO3ZaHMA CNeLMannu3MpoBaHHON TaKCOHOMUM U KnaccudUKaLMm aTak B OTHOLLIEHMUM Ta-
Koro poga cuctem. MpuUBOAATCA pe3ynbTaTbl UCCNEeA0BAaHMIA OLEHKM 3awmueHHocTn ACY TN us-
BECTHbIX Mpou3BOAUTENEN, MOAENb CUCTEMBI KNacCUdUKaLMK.

17:00-18:30  CeKuma «PeBepcuHr. AHanAn3 UCNOAHAEMOro Koaa u

TEeXHO/NI0TUU 3aLlUTbI»
KoHgpepeHy-3an 2 (busHec-ueHmp)

Bedywuii: beneHko AHOpel, CISSP, cneyuasaucm no uHgopmayuoHHol 6e3onacHocmu KOMnaHuu
"Inkomcogpm".

CeKumA NoceAlLeHa BONPOCam, CBA3AHHbIM C BbINOAHEHNEM NPOrPaMMHOr0O KOA4a Ha HeAOBepeH-
HbIX NAaTGopmMax: TEXHONOMMM 3aLLMTbl U B3JIOMA NPOrpaMmHoro obecneyeHus; obdyckauma v ge-
0b¢yckauma; sonpocbl DRM U 3ag3a4n, KOTopble Heb3A PeLlnTb, UCNOb3YyA TONbKO Kpuntorpadpu-
Yeckne mMeTozbl.

Nopaenka undposbix noagnuceit Canon.

Cknapos [1.B., beneHko A.B., komnaHus Elcomsoft

MHorue 3epkanbHble LudpoBble poToannapatsl Canon (Bce Mmogenn cpeaHero 1 cTapliero ypos-
HA) UMEeloT BO3MOXKHOCTb reHepauuu LudpoBbix noanuceit ana poTorpadupyembix U306paxkeHuit.
3Ta NnoANUCb MOXKET ObITb NMPOBepeHa NnosaHee ANA YAOCTOBEPEHWUA TOro, YTO U306parkeHne He
noagepranocb pefakTuposaHuio. Lindposas noanuch Takxke 3alimliaeT MeTafaHHble, Takue Kak
Bpema u reorpaduyeckne KoopauHaTbl. MposBepka LMPPOBON MOANUCK LUMPOKO NPUMEHAETCS,
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Hanpumep, HOBOCTHLIMM areHTCTBaMM ANA YAOCTOBEPEHUA AayTEHTUYHOCTM M306paxkeHus. B po-
Knage 6yfeT npescTaBneH aHasM3 mexaHusma LuodpoBbix nognuceit Canon M NPOAEMOHCTPUPO-
BaHa BO3MOXHOCTb €& NoAAENKU.

Mouck KpunTorpaduueckux Kntoueii B RAM.

Yunukoe Anekceli, K. p.-Mm. H., MITY um. H.3. baymaHa

B paHHOWM paboTe 6yayT pacCMOTPEHbI BOMPOCHI, CBA3AHHbIE C MOMCKOM U pacrno3HaBaHWeM Kpun-
Torpaduyecknx Katoyein B namat "kueoi" cuctembl. MNpepnaratoTcs pasanyHble anropuTmbl aas
peLleHWn yKa3aHHbIX 33434, BK/oYas He nybinKoBaBLlmMecs paHee. TaKKe paccmaTpuBaloTcs Nog-
X0/Apl, CNOCO6HbIE NMOBLICUTb CTOMKOCTb CUCTEM K aTaKam No NamaTw.

Bbl50p TOYKM BHeApPeHUA anA pa33mMHra B NamaTu.

BnazodapeHko Apmem Bacuneeeud, TazaHpoackuli TexHonozu4eckuli MHcmumym FHOxHozo ®e-
depasnbHoO20 YHUBEepcumema

B paHHOM paboTe npeanaraeTca aAroputm Bbibopa TOUKM NporpaMmbl AJ18 TECTUPOBAHUA METOA0M
YepHOro AWmMKa. Ha ocHoBe CTaTUYECKOro M AMHAMUYECKOTO aHaan3a cobupatoTca AaHHble O CBA-
3AX OYHKUMI. AHann3 cBA3el NO3BONAET NOCTPOUTbL PEMTUHT NOTEHLMANBHOIO NOKPbLITUA KoAa Npu
TECTUPOBAHUM METOAOM YePHOrO ALLMKA, HAUYMHAA C 3aJaHHON TOYKM.

AuvareH. MeToa AMHAMUYECKOro KOHTPOA BbINOJIHEHUA NPOrpaMmmbl.
MaHbkoe EezeHuli, Pykogodumesno epynnbl pa3pabomyu UHCMPYMeHMAsnbHuIX Ccpeocms
"TazuHgopmcepsuc"

MeToa nNO3BONAET KOHTPO/NIMPOBATb MNOTOKWM YNpPaBAEHMA MPOrpaMmbl HEMOCPeACTBEHHO B
npouecce ee O yHKUMOHUPOBaHUMA. Mporpamma npeaBapuUTeNbHO NPOXOAUT NpoduaMpoBaHMe
Mbo A0 KOMAUAAUMM — B UCXOLHOM TeKcTe, 6O nocne KOMNUAALMK - B UCMONHAEMOM KoZe.
KoHTponb ocyliecTBisieTcA MO  aBTOMATUYECKW CO34aHHOMY AO/1A NpPOrpammbl  aBTomaty
AvHammnyeckoro KoHTponsa (ALK). AOK npepcrasnseT coboi nporpammy, GyHKLMOHMPYHOLLYO
napannenbHoO KOHTPO/AMPYEMOM MporpamMme W MNOA €ee ynpaBJeHUeM, U COAEPXWUT B CBOen
peanunsaumm ToNbKO paspeLleHHble (40BepeHHbIe) MOTOKM ynpaBaeHus.

11:30-13:30  3aKpbITblii MacTep-Knacc «Cnocobbl paccnepoBaHua
KOMMbIOTEPHbIX NPecTyn/eHU B KpegUTHO-

duHaHcoBoOI cheper»
KoHepeperuy-3an 1 (BusHec-yeHmp)

Macrtep-knacc  Ana  COTPYAHUKOB  OTAENOB  MHPOPMALMOHHON 6e30MacHOCTU  KpeauTHO-
dUHaAHCOBbIX OpraHn3aLuii.

Bedywue: Makcum CyxaHos, 8edywuli cneyuaanucm na6opamopuu KomnslomepHoU KpUMUHanu-
cmuku Group-1B, Makcum MNoH4yapos, Cmapwuli Bupyc AHanumuk Trend Micro

KomnbioTepHble NPECTynieHuA: pearMpoBaHWe, MUHMMM3AUMA yulepba 6e3 notepu [oOKasa-
TeNbCTB, paccnefoBaHme. KomnbloTepHan KPUMUHANNCTUKA U KOHTP-KPUMMHANIUCTUKA. MOLEeHHK-
yecTtBo B B0 u cnybbl MHPOpMaLMOHHOM 6e3onacHoCTU B baHKax. BHyTpeHHWe paccnenoBaHus
cobcTBeHHbIMU cCUnamu oTaena 6esonacHocTu.
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Bropoit aeHb paboTbl KOHpepeHUUn

10:00-16:00 CtyaeH4Yeckue copeBHoBaHuA PycKpunto CTF 2011
KoHgpepeHy-3an (PecmopaHHbIl KomrineKc)

B pamkax KoHdepeHL N COCTOUTCA COPEBHOBAHME CTyAeHYeCcKMX KomaHa, «PycKpunto CTF 2011».

PycKpunto CTF - 3TO OTKpbITOE COPEBHOBaHME MO 3almTe MHPOPMALMM, NPOBOAMMOE NO MPUH-

uunam urpebl B Capture the flag (3axsat dnara).

YyactHuku PycKpunto CTF 2011

®  KomaHaa «Xakepom», YIY um. A.M.lopbKoro, EkaTepuHbypr;

® KomaHpaa «SiBears», TOMCKWUI rocy4apcTBEHHbIN yHUBEPCUTET, TOMCK;

® KomaHpaa «Bushwhackers», MTY, MockBa;

® KomaHga «[Censored]», PTY um W. KaHTa, KanuHuHrpag,;

® KomaHaa «Ufologists», TexHonornyeckuit UHCTUTYT OxRHOro ®esepanbHoro YHuBepcuTeTa,
TaraHpor.

OpraHusaTopbl copeBHOBaHUA: Accoumauma «PycKpunto», HOY «Akagemua UHPopmaLMOHHbBIX
Cuctem» u CN6 MYT um. BoHu-Bpyesunua.

10:00-13:00 CeKuusa «lpenogasaHue KpunTorpapuuecKkmnx guc-

LUN/IUH B BbiCLUEN WKONe»
KoHgpepeHy-3an 1 (busHec-ueHmp)

Bedywjue: KosaneHko AHOpel lNemposuy, UKCU Akademuu ®@CB Poccuu, Mpedcedamens YMO UB;
Ky3sbmuH Anekceli Cepeeesuy, @Cb Poccuu.

ObcyxaeHne HOBbIX dpeaepanbHbix 0bpasoBaTeNibHbIX CTaHAApPTOB. MNpenogasaHue Kpuntorpadu-
Yyeckux aucumnaunH 8 ProcC Tpetbero nokoneHusa B 06aactm nHoopmaumoHHow besonacHoctT. Op-
raHusaTopbl cekuun: YMO BY30B no o6pa3oBaHuio B 061acTM MHGOPMALMOHHOM 6e3onacHoCTU
COBMECTHO € MHCTUTYTOM KpunTorpaduu, cBasmn n nibopmatukmn Akagemumn ®Cb Poccum.

C uenbto 6onee NNOAOTBOPHOrO OBCYKAEHMA aKTya/lbHbIX BOMPOCOB BO BpemMsa paboTbl cekuuu,
YYaCTHWKaM NpeaiaraeTca A0 Havana KoOHPepeHLMM 03HAKOMUTLCA C MPOEKTaMM NPUMEPHbIX NPO-
rpamm y4ebHbIx gucumnaunH no ®roc, kotopble onybamkosaHbl Ha caitax YMO Wb u PycKpunTo:
(o) npenogasaHuu Kpun'rorpacbuu Ana cneynanuncros No 3awute
mHdopmauum (no cneumnanbHoctam 090301, 090302, 090303, 090305).
LLlypynoe AHdpeli Hukonaesuy, k.m.H., ®posaoe AHOpeli AnekcaHdposuy, nabopamopus TBII, 2.
Mocksa.

MeToauyeckue BONpPOCbl U3yueHUA Kpuntorpapurueckmux NPUioKeHui B
cucTemax 1 ceTax ceasu (no cneymanbHoctn 090305).

LWWanumoe Nzopb AHamonbesud, 0.m.H., douyeHm, 3amM. npedcedamens YMC no cneyuaneHocmu
090302 YMO Ub, 2. Mocksa.



http://www.ruscrypto.ru/conference/ctf/
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O npenogasaHuu gucunnnuHbl «Kpuntorpadpuueckme npoTokoabi» (nNo
cneumanbHoctn 090301).

YepemywkKuH AnekcaHop Bacunvesuy, 0.¢.-M.H., npogeccop, MHcmumym kpunmoezpacguu, ceasu
u uHpopmamukru Akademuu @Cb Poccuu, 2. Mockea.

(0] npenogasaHnu AUCUUN/IUHDbI «Teope'rm(o-uucnoable meToAabl B

Kpuntorpadpum» (no cneymanbHoctu 090301).
Muukyp A.b., K.¢p.-M.H., doyeHm, LleHmp cepmugukayuu uHgpopmayuu, . Mockea.

[loknafbl NOCBALLEHbI 0BCYKAEHWUIO COAEPKaHMA, OCOBEHHOCTEN U METOAMKMU NpenojaBaHuA B
pamkax HoBbIX deaepanbHbIX rocyAapcTBeHHbIX 06pa3oBaTe/ibHbIX CTaHAAPTOB TPETbEro nokone-
HUA 610Ka KpunTorpaduyecknux AUCUUNANH ANA CTYAEHTOB, 0OYYalOWMXCA NO CneLManbHOCTAM
090301 «KomnbloTepHasa 6e3onacHocTb», 090302 «MHpopmaLMoHHan 6e30MacHOCTb TeNleKoMmy-
HUKaAUMOHHbIX cucTem», 090303 «MHbopmaumoHHas 6e30nacHOCTb aBTOMATM3MPOBAHHbLIX CU-
ctem», 090305 «MHPOpPMaLMOHHO-aHAaNUTUYECKNE cUCTeMbl Be30NacHOCTMY, BXOAALLMM B rpynny
cneumanbHocTet 090300 «MHPopPMaLMOHHAA 6e30MacHOCTb BbIYUCIUTE/IbHBIX, aBTOMATU3NPOBaH-
HbIX M TEIEKOMMYHUKALMOHHbIX CUCTEMD.

ME)errVIOHaHbeIe oZiMmMmnuagbl WKOJIbHUKOB NO MaTemMmaTuke U
Kpuntorpadumu.

Caykoe Banadumup Hukonaesuy, 0.¢.-m.H., npogeccop, Akademusa Kpunmozepaguu Pocculickoli
®edepayuu, 3y608 A.10., K.¢h.-M.H., doueHm, MHcmumym Kpunmoapaguu, c8sa3u U UHOPpMamuKu
Akademuu @CE Poccuu, 3a3uH A.B., K.¢p.-M.H., YMO Wb, 2. MocKsa.

B coobLLeHNM NPUBOAUTCA KpaTKas UCTOPUA M CXEMa OpraHu3aLuMu OAUMNUag, no Kpuntorpadum
[ONA LWKONbHUKOB, MPOBOAUMbIX Y¥Ke Ha npoTsaskeHun 20 net. ObeykAaeTca UX posib B Nonynsapusa-
LM MaTeMaTUYECKMUX METOA0B 3aLLUTbl MHPOPMALIMKM M NTPOPECCUOHANBHOW OpUEHTALMM By ayLMX
abutypueHTOB.

Cneukypc «Anrebpanuyeckan Kpuntorpadpusa» B MITY um. baymana.

MydoekuHa MapuHa, K.¢p.-M.H., doyeHm MITY um. H.3. baymaHa, dupekmop Accoyuayuu
«PycKpunmo»

B noknaae obcyxkpaertca cneukypc "Anrebpaunyeckas kKpuntorpadua”, untaemolii ona cTyaeHTos 5
Kypca Kadegpbl "UY-8" MITY um. H.3. bBaymaHa, obydatowmxcsa no cneumanbHoctv "KomnbioTtep-
Han 6e3onacHocTb". Cneukypc pasgeneH Ha ABe OCHOBHble YacTu. MepBas YacTb NOCBAWEHa pac-
CMOTPEHMIO CUCTEM anrebpanyeckmx ypaBHeHWit, B Y4aCTHOCTH, B Hell BBoaATCa 6asucel MpebHepa,
ONMCbIBAOTCA CNOCO6bl UX NOCTPOEHWUA U OBCYKAAETCA UX NPUMEHEHWe B Kpuntorpaduu. Bropas
4acTb creukypca GOKyCMpyeTcs Ha PacCMOTPEHUM MCMONb30BAHMA TPYNM NOACTAaHOBOK B KPUMTO-
rpadum.

10:00-13:00 CeKuma «06wme Bonpocbl MHGOPMaALMOHHOMU 6e3-

OnacHoOCTU»
KoHgpeperuy-3an 2 (busHec-yeHmp)

Bedywuii: benssckuli AnekcaHOp, kommepyeckuli dupekmop, SecurlT.

TexHn4yeckne U metoanyveckue [O0KNafbl, MOCBALWEHHbIE TEXHONOTUAM MH(I)OpMaLI,MOHHOﬁ 6es-
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onacHocTU. ONbIT peanbHbIX NPOEKTOB U NepCneKTUBHbIE p33p36OTKM.

Be3onacHocTb 061auHoOM NaaTdopmbl.

Cumakoe Cepezeli Bnadumuposud, Security Architect, Microsoft Global Security Center of Excellence
Pacckas o cTpaternm komnaHmm MaikpocodT B obnactm 6esonacHocT ob6iayHbix naatdopm. Ho-
Bbl€ MPOAYKTbI, CTaHAAPTbI, MECTO KpUNTOrpadun B MOCTPOEHUU cucTeM 6E30MACHOCTU 061aUHbIX
NPOAYKTOB.

3almLeHHbIN aoctyn K «o6nauHomy MO (SaaS)».

Jlanmee AHApeii Bradumuposuy, OO0 «CUC»

Bonpocbl opraH13aummn 3awmiLeHHoro goctyna K «obaaydomy MO». Mpobaembl, BO3HMKaKOWMeE
npu nepexofe Ha «obnayHoe MO», v NyTM mx peweHna Ha npumepe SafeNet Authentication
Manager. XXuBaa gemoHcTpauma.

0606LWeHHbI anroputm ayTeHTUdUKaLMK B cuctemax Pseudo-SSO.

AsepyeHKko Kupunn imumpuesuy, uHxceHep-npozpammucm OO0 «AHKAL»

Cuctembl eanHoi ayteHTUdMKaumm (Single Sign-on, SSO) nomoratoT pelwnTts npobaemy xpaHeHUsa 1
MCMONb30BaHNUA MHOXKECTBa Nap «MAeHTUUKATOP (N0TUH) — Naposby» AnA AOCTYNa Noab3oBaTens K
pa3nyHbIM pecypcam. OgHUM M3 AByx 6a30Bbix TMNOB SSO-cucTem ABAAOTCA cucTembl Pseudo-
SSO. foknap nocsAweH 0606LIeHHOW cxeme B3aUMOAENCTBMA NONb30BATENA U MOAYNEN cUCTEM
eanHol ayTeHTUdMKaumm B cuctemax Pseudo-SSO.

HeT anueHsunit, a "paboTtath” xouerca?!

bensesckuli AnekcaHdp, Kommepyeckuli dupekmop SecurlT.

Y7o e MOXKHO genatb B obnactm UB 6e3 nnueHsnin? MocTaBnaTb aHTMBMPYCHI, pa3pabaTtbiBaTbh
CYMUB, ocyliecTBaATb paboTbl MO BHEAPEHWUIO M HAcTpoWKe. A rnaBHOe: Kakasa peasibHas OTBET-
CTBEHHOCTb 3a paboTy 6e3 NLEH3UN U KTO 3alUTUT [0BPOCOBECTHBIX YHAaCTHUKOB pbiHKa MB oT
KOHTOP, KOTOPbIM BCE PaBHO, YEM 3aHUMATbCA.

TeHAEHLMUM Pa3BUTUA TEXHOIOTUM 3NEKTPOHHOM LudpoBon nognucu. OnbiT

Benopyccuu.

KomucapeHKko Baadumup Baadumuposuy, Hayasnb6HUK 2pynrbl 0nepamusHo-aHAaAuMuUYecKo20
ueHmpa npu MpeszudeHme Pb

MoapobHbIi pacckas 06 onbiTe BHeAPEHWUA TEXHOOTUI 3NeKTPOHHOW Luudposoi noanucu B Pec-
ny6aunke benopyccus. PassuTre NPOEKTOB, TEXHONOMMU, CTaHAAPTLI.

MeToabl NOCTPOEHMA BbICOKONPOU3BOAUTENIbHBIX CUCTEM 3aLLULLLEHHOTO

B3aMMOAENCTBUA HA OCHOBe KpunTtorpadpuyeckmnx anroputmos NOCT.
AdgpaHacwbes Anekceli, [lupekmop creyuassHsix npoekmos, C-Teppa Cudcllu

CerogHn Kak HUKOrAa BaXKHO He MPOCTO MOCTPOEHMe 3alUULLEHHOrO B3aUMOAENCTBUA BHYTPU Tep-
pUTOpPUanbHO pacnpeseneHHbIX NPeANPUATUIA UAK MeXAY NPeANPUATAAMU, HO U NPOU3BOAUTE b-
HOCTb TaKUX ceTel, y4eT TpeboBaHWi1 perynaTopa. B goknage paccMaTpuBaloTCA MeTOZbI, MO3BO-
NAOLLME NOAYYUTH BbICOKOMNPOU3BOAUTE/IbHbIE PELLEHME KaK B pamKax O4HOr0 YCTPOWCTBa, Tak u
Ha OCHOBE rpynMbl YCTPOWMCTB, NOCTPOEHHbIX HAa COBPEMeHHOM annapaTHoi 6ase (6e3 npumeHeHus
crneuuanbHbIX CPeACTB) U OBLLENPUHATLIX CTaHAAPTaX M NPOTOKO/MAX 3aLUULLEHHOTO B3auMOAEN-
cTBuMA.
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O peanu3auum cuctTem yAanEHHOro XpaHeHua Karouveii 1 popmupoBaHua
auyn.

CmupHoe lMaeen Baadumuposuy, K.m.H., 8edywuli cneyuaaucm 000 «KPUITO-MPO»,
MeHbweHuH AnekcaHdp Onezoeud, [lemoc

TpagUUMOHHbIE CPeACTBA XpaHEHUA Katoueil n dopmmposaHua LM nmetoT pag HeAOCTaTKOB, Ko-
TOpble OrPaHMYMBAIOT UX PACNPOCTPAHEHUE U ABAAIOTCA NPENATCTBMEM Ha NYTU K NOBCEMECTHOMY
BHeApeHuto SLUMM: OHM He AélweBbl, UMeOT OrpaHUYeHHY0 MOBUABbHOCTb, PaboTaloT AaneKko He Ha
BCeX nnatdpopmax, NoABepKEHbl PUCKaM KOMMNPOMETALMKU Katouell. B foKknase paccmatpusaetcs
Nnoaxo4, K peleHunio 3Tux npobaem NyTém peannsaumm NOAMNUCU U XPaHeHUA Katoyel nonb3osarte-
nel Ha cTopoHe cepBepa (server-side signature).

14:00-18:00 CeKuua «AKagemuueckue uccneaosaHus B coepe

mHpopMaLMOHHOI 6e3onacHoCTUY.
KoHgpeperuy-3an 1 (BusHec-yeHmp)

Bedywuii: KomeHko Mzopb Bumasnbsesuy, 8.m.H., npogeccop, 3aeedyrouuli Hay4Ho-
uccnedosamensckoli nabopamopueli npobaem komnsromepHoli 6e3onacHocmu, CITIMUPAH.

Ha ceKkummn o6CcyKaatoTcs BOMNPOCh! NOCTPOEHWUS MEPCNEKTUBHBIX MEXAHM3MOB M CPEACTB 3aLLuThI
MHOOPMaLMM B KOMMbIOTEPHbIX CETAX, B TOM 4YMCae KpunTorpaduyeckme mexaHW3mbl 3aLuThl,
ynpasneHune A0OCTYNOM, UAEHTUOUKALUMA, ayTeHTUOMKALMA U aBTOPM3aLMA, 3alMTa BCTPOEHHbIX
YCTPOMCTB, afanTBHbIE MEXaHW3Mbl 3aLLMTbl MHGOPMALLMKM, MOLEIMPOBAHUE aTaK U MEXaHU3MOB
3aWWMTbI, OBHapysKeHWe aTak U BPeaoHOCHOro NporpammHoro obecneyeHus, obMaHHble CUCTEMbI 1
NIOBYLLKM, 3aLUMTa OT BHYTPEHHWUX 3N10YMbILIEHHUKOB, UHTENNIEKTYa bHbIA aHaNN3 faHHbIX U BKo-
NorMyeckme Noaxoabl 4NA 3aWmMTbl MHGOPMaLMK, 3almMTa MHPOPMALMM HA OCHOBE penyTauuun u
KnaccuduKkaumm o6beKkTos B IHTEpHET 1 ap.

(o) HEKOTOPbIX CEMaHTUKO-NParMmaTnyeCKmnxX acnektax KpuntTonormun.

BapaHosuy AHOpeli EgszeHbesuY, 0.m.H., npogeccop, Pocculickuli 2ocydapcmeeHHsili 2ymaHumap-
Hblli yHUBepcumem, MHcmumym uH@OPMAYUOHHbIX HOYK U mexHosoaul 6e3onacHocmu, Mockea
C 06LWMX NO3ULMI MHPOPMALMOHHO-IBO/IIOLIMOHHOTO MOAXOAA K CUCTEMHOMY aHaNU3y U MOAENU-
POBaHMIO C/OMKHbIX CUCTEM PACCMaTPUBAETCA PsAf acnekToB obecnedeHus MHGOPMaLMOHHOW 6es-
OMacHOCTW aHTPOMOMOPGHbIX U AaHTPOMOreHHbIX CUCTEM. PacKpbIBaAKOTCA aKCMOMATUYECKUE OCHOBbI
TEopeTUYECKOW KPUNTOCEMAHTUKM - Knacca GopmasnbHbIX 06paTUMbIX Npeobpa3oBaHNUil CeMaHTUKK
3acekpeymBaemoin nHoopmaumm (B UICTOPUYECKOM MNiaHe — “cemaHTUYecKux Wndpos”), B oTanumne
OT KpunTorpaduyeckmx Wndpos (8B KNaccuyeckoi nHtepnpetaumn K.LLeHHoHa), onpesensembix Ha
CTPYKTYPHO-CTaTUCTUYECKOW MOZENM MHOMECTBA OTKPbITbIX TEKCTOB M CBA3AHHbIX C Npeobpa3oBa-
HUAMM X GOPMANIbHOTO CEMUOTUKO-CUHTAKCUMYECKOTO NpeacTaBneHns B mogenu . ¢oH Helima-
Ha.

Mo,qenuposaHMe U aHa/Iu3 mMeXaHn3moB Ku6ep6e30nacuocm.

Komenko Uz2opb Bumaneeasud, 0.m.H., npogeccop, nabopamopus npobaem komnoromepHoli 6e3-
onacHocmu, CI[TMUPAH, 2. CaHkm-lemepbype

[oknan noceAlweH pa3paboTke METOA0/OTMYECKOTO MOAX04a K UCCNEf0BaHWUIO UHOPACTPYKTYp-
HbIX aTaK U MEXaHWU3MOB 3aLUMTbl OT HUX Ha OCHOBE KOMM/IEKCHOTO NOAX0A4a K MOAENNPOBaHUIO,
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[eHb BTOpOW. 1 anpens, NATHMLA

6a3MpyIOLLErocs Ha MHTErpaLumn areHTHO-OPMEHTUPOBAHHOMO M MMUTALMOHHOMO MOAEAMPOBAHUA
Ha YpOBHe CEeTeBbIX NAKETOB, aHANMTUYECKOrO MOAE/IMPOBAHNA, METOLOB IMYNALUMU U BUPTYau-
3aLMK CETEBbIX MPOLLECCOB, MOAE/EN U METOLOB UCMO/Ib30BaHMA 3aPUKCMPOBAHHbIX 3anucei Tpa-
duKa, reHepaumm TpadvKa Ha OCHOBE Mogeneit u ap.

Moaxoab! K paspaboTke popmManbHbIX Mogeneli ynpasaeHus AOCTYNOM B

3alLMLLEHHbIX ONepPaLMOHHbIX cuctemax cemeictea LINUX.

AeeaHuH lMemp Hukonaeauy, 3.m.H.

MpocKypuH B.T., K.m.H., UHcmumym Kpunmoeapaguu, c8s3u u uHpopmamuru @Cb PP, 2. Mockea
MpeacTaBnaloTcA NoAxoAbl K paspaboTke Ha OCHOBE CyLLECTBYIOWMX Mogeneli 6esonacHocTu
ynpaBaeHUAa JOCTYNOM M MHPOPMALMOHHBIMU MOTOKAMU B KOMMbIOTEPHbIX CUCTEMAX AUCKpeL -
OHHOW [iM-MmoAenn ynpasBneHna 4ocTynom U MHGOPMaLMOHHBIMU NOTOKaMM B 3alumieHHbIX OC 1
ponesoit AMN-mofenun ynpasieHUAa AOCTYNOM U MHPOPMaLMOHHBIMM NoTokamun B OC cemeiicTsa
Linux.

KpuTtepuii Monnepa u uccneposaHuA B 061acTu ceTeBoit 6@3onacHOCTU.
FamaroHos fleHuc IOpbesuY, K.¢p.-M.H., /lTabopamopus BelyucaumenbHbix KOMeKcos, haKynb-
mem BMK MY umeHu M.B./TomoHocosa

[loknag noceAleH BONPOCY NPUMEHUMOCTU KpuTepua MNonnepa K nccnepgosaHnam B obnactu 3a-
WMTbl MHPOPMALMK. B YacTHOCTK, paccmaTpuBaeTCca HamnpaBneHne ceTeBoi b6esonacHocTu U 6opb-
6bl C KOMNbIOTEPHBIMU aTakaMK U BPEAOHOCHbIM NPOrpaMMHbIM obecnedeHnem. KoHcTaTupyerca
OTCYTCTBUE HEOBXOANMBIX YCI0BUIA HanbCPULMPYEMOCTU TEOPUIA, B YAaCTHOCTU, OTCYTCTBUE NPaK-
TUKM ONyBANMKOBAHUA IKCMEPUMEHTANbHbIX AaHHbIX. CyliecTylolMe OTKpbITbie Habopbl AaHHbIX
no KomnbtoTepHbIM aTakam (KDD Cup’99 dataset, VX Heavens dataset) 3HauutenbHo ycrapenu. Ho-
Bble U aKTUBHO 0bHOBAAOWMECA BaHKM AaHHbIX ABNAIOTCA Ae-daKTo 3aKkpbITbiMU. NpeacTaBnaeTca
LenecoobpasHbiM CO34aHUE M NOALEPIKKA COObLECTBOM nccneaoBaTenel, pabortaowmx B 0bna-
CTM ceTeBOM 6€30MacHOCTM, OTKPLITOro HaHKa AaHHbIX C aKTyaabHbIMWM HABOPamMM Kak BPpeAOHOCHO-
ro NporpammHoro obecneyeHns, Tak U HacTUYHO 06pPaboTaHHbIX pe3ynbTaTax ero aHanusa.

MerTopa reHeTMYeCKOM ONTUMM3ALMM CXEM POJIEBOTO A0CTYNA K UHOPMALIUK.
CaeHko Uzopb bopucosuy, 0.m.H., npogeccop, nabopamopus npobsaem KomnstomepHol bezonac-
Hocmu, C[IMNPAH, 2. CaHkm-llemepbypa

MNpennaraeTca MeTos reHeTUYeCKoW ONTUMM3ALLMM CXEM PONIEBOTO PasrpaHMyeHus A0CTyna K UH-
dopmaumun. MNocTaHOBKa 3a4auM ONTUMM3ALLMU 3aK/IHOYAETCA B MOMCKE TAKOrO MHOMecTBa ponei
MWHMMA/IbHOW MOLLLHOCTU, @ TaKXKe TaKuX MaTpuu, onpeaensaiolmx OTHOWEHUA “nosb3oBaTenb —
ponb” 1 “ponb — pecypc”’, KOTopble NO3BONAIOT NO/b30BATENAM UMETb AOCTYMN K TOMY M TO/MbKO K
TOMy Habopy pecypcoB, KOTOPbIM HEOBXOAMM ANA UX AEATENBHOCTU.

MeTtoabl 06Hapyme|-|m| BpeAOHOCHOro UCNONIHMMOro Koaga B

BbICOKOCKOPOCTHbIX KaHanax nepepayn AaHHbIX.

latisopoHckas C.A., /labopamopus BoiyucaumesnoHbix Komraekcos, pakyansmem BMK MTIY umeHu
M.B./lomoHocosa

MpeactaBnseTca 3afaya obHapPYKEHWA BPEeLOHOCHOTO UCMOIHMMOTO KOZa B BbICOKOCKOPOCTHbIX
KaHanax nepeAayun AaHHbIX B pamkax bonee obueit npobaembl 06Hapy»KeHUs U dunbTpaummn 6oT-
ceTeli Ha 3Tane MUx pPacnpocTpaHeHua. PaccmaTpuBaeTca MexaHU3M PacnpoCcTpaHeHUA C MOMOLLbIO
ceTeBbIX YepBel Yepes yA3BUMOCTM B PACMpOCTPaHEHHOM NporpaMMHOM obecneyeHuu. 3agaya
obHapyxeHua GopMyaMpyeTca KaKk 3adaya pacnosHaBaHWA WennKkoaa B 6aiTOBOM MOTOKe AaH-
HbIX, FAe ANA OBHApPYXKEHWA LWeNKoAa UCNONb3YeTCA KOMBUHaLUMA pacno3HaBaTenei oTAeNbHbIX
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[eHb BTOpoi. 1 anpens, nATHMLA

Npu3HaKoB LWennkoga. Kaxapli pacnosHaBaTesllb XapaKTepusyeTcs MOAHOTOM OBHapyKeHus,
YPOBHEM OLIMBOK U BbIYUCAUTENBHOMN CNOMKHOCTBIO.

yHVI(bMKaLI,Mﬂ npouecca nocTpoeHuA 6e3onacHbIX BCTPOEHHbIX CUCTEM.
AecHuykuii Bacunuli Anekceesuy, nabopamopus npobaem KomnetomepHoli 6e3onacHocmu,
CITUUNPAH, 2. CaHkm-lemepbype

MpoBoauTCA aHaNU3 UCCNeA0BaHMI B pamKax MpoeKTa CefbMOM pamoyHoi nporpammsl EBpoko-
muccun SecFutur, KOHEYHOM Lieiblo KOTOpbIX ABAseTca dopmupoBaHue YHUGULMPOBAHHOIO Npo-
Lecca NocTpoeHns 6e3onacHbIX BCTPOEHHbIX cUcTem. Cpes OCHOBHbIX 3aJauy, ABAAOLWMXCA Npes-
MeTOM WCCNef0BaHUA B HACTOALLEe BPEMs, BbIAENAIOTCA 33JayM NOCTPOEHMs abCTpaKTHOM
MOZEeNN BCTPOEHHbIX cUcTem, pa3paboTKM cpeapl TeCTUPOBaHUA 6e30MacHOCTU BCTPOEHHbIX CU-
CTeM 1 NOCTPOeHUe KOHPUTYPaLMOHHON MO/ BCTPOEHHBIX CUCTEM.

KaTteropupoBaHue Beb-caiiToB ans cuctem 610KMpoBaHUA Be6-CTpaHUL, C

Henpunemanembim CO4epPXKUMbIM.

KomawuHckuii Amumpulii Baadumupoesud, F-Secure, @UHAAHOUS, 2. XesbCUHKU

PaccmatpuBaeTca npouecc pa3paboTku u peanusaumm obuiero nogxoaa K Kateropusauumn Web-
KOHTEHTA, CAYXalero ANA peleHns akTyaNbHOM B HacTosAlLee BPemMA 33ayv KaTeropupoBaHua
Web-caliToB ana cuctem 3awmTbl NoaAb30BaTeNs OT JOCTYNa K 06beKTaM C HeNpUemMIembiM coaep-
XUMbIM (Hanpumep, 418 CUCTEM POAMUTENBCKOrO KOHTPOAA, obecneymBatowmnx 610KMpoBaHNe Ao-
CTyna K CTpaHuMLam, TEMaTUYECKM OTHOCALLMMCA K HesKenaTesibHbIM KaTeropusam). OnucbiBaeTcs
MHTErpUPOBaHHbIN KomnaeKc Knaccudukatopos Web-caiiToB, OCyLLECTBAAIOWMX UX KaTeropmpo-
BaHWe Ha ocHoBe aHanu3a URL, TekcTa caiiTa, oTAe/bHbIX 061acTel TEKCTA, CBA3EN MeXay caTamu
nT.4.

MogaenvpoBaHue NpoTUBOAEHCTBUA 6OT-CeTel U MeXaHM3MOB 3aLUTbI OT

HUX.

Konoeanoe Anekceli Muxatinosuy, 3A0 “Apkadua”, 2. CaHkm-llemepbypa

MpepanaraeTca NOAXOA U peann3oBaHHble MOAENM, NPeAHAa3HAYeHHble ANA UMUTALMOHHOIO Moje-
nMpoBaHuA 6oT-ceTeli U MeXaHM3MOB 3aLLMTbl OT HUX. B foknaae aHanusmpytoTcsa cueHapun dop-
MWpPOBaHUA BOT-CETH, yNpaBAeHUA BOT-CETbIO U peannsaLmm HEKOTOPbIX MHGPACTPYKTYPHbIX aTak,
BbIMOJ/IHAEMbIX C NOMOLLbI0 BOT-CceTel, a TaKKe pasAnyHble MeToapbl 3aWuTbl. ONA BbINONHEHUA
MMUTALMOHHOTO MOAENUPOBAHMA WUCNONb30BaHa pa3paboTaHHas MHOroypoBHeBas WHCTPYMEH-
TanbHaA cpefa, peannsosBaHHas Ha ocHose cpeactB OMNeT++, 6ubauotek INET Framework,
ReaSE, a Tak:ke cOBCTBEHHbIX NPOrPaMMHbIX KOMMOHEHT.

MpumeHeHune meTtoaa R-GyHKUMI4 B 3agauax 6MomeTpuryeckoi

npeHTuUuKauum.

bacapab M.A., flompayesa A.b., MockoscKuli 2ocydapcmeeHHbIl mexHu4eckuli yHusepcumem
um. H.3. baymaHa

MeTtogom R-dyHKumit (RFM) NnocTpoeHbl Mogenn KOHTYPOB U MOBEPXHOCTEN, OMMUCHIBAIOLLMX KMCTb
PYKM Yenoseka. B oT/iMume OT ceTouHbIX MeTof0B, B RFM reomeTpusa cnosKHOro obbekTa onucbiBa-
eTcA eAUHbIM aHAZIMTUYECKUM BblPaXKeHWeM, KOTopoe MOKeT ObiTb NPMMeHEHO npu pa3paboTke
HOBbIX aNrOPUTMOB BUOMETPUYECKOW UAEHTUPUKALMN.
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[eHb BTOpOW. 1 anpens, NATHMLA

14:00-16:00 CeKuma «Kpuntorpadma npu okasaHUM
rocyAapCTBEHHbIX YCAYT B 3/IEKTPOHHOM BUAe.

YHuBepcanbHaA 3/1IeKTPOHHasA KapTa»
KoHepeperuy-3an 2 (busHec-yeHmp)

Bedywue: bapaHos AnekcaHdp lNasnosuy, nepssili 3amecmumersns HayaneHUKa LleHmpa ®Cb

Poccuu, 0.¢p-M.H., C.H.c., npedcedamens TK26, delicmeumenbHslil yneH Akademuu Kpunmozpagpuu
Pocculickoli ®edepayuu; 3azopckuli M2ope NeaHosuy, MuHkomceass Poccuu; 3seliHuk Bnadumup
Kapnaosuy, HayanbHUK ynpasaeHus 6esonacHocmu OAO «YHUBepCanbHAsA 31eKMPOHHAA Kapmay.

NHbpacTpyKTypa 31eKTPOHHOrO rocyaapcTea TpebyeT cepbesHbix BaoxkeHuii B MB. Kakne Tpebosa-
HUA NPeAbABAAIOTCA K KpUNTorpadpuyecknum noacucteMam, Kak JOMKHbI ObiTb MCNO/b30BaHbI Tex-
HOMOMMU WKUGPOBAHNA U INEKTPOHHON umdposoin noanucu? MNepcneKkTUBbl Pa3BUTUA MPOEKTOB
371eKTPOHHOrO rocyaapcTea. TpeboBaHWA OPraHU3aTOPOB CUCTEMBI K POCCUICKUM pa3paboTymkam
cpeacts MHGOPMaLMOHHOW 6e30nacHOCTH.

MexaHU3Mb! 3aLWMTbl, peannsyemble B e4UHON NAaTeKHO-CePBUCHOM

cUCTeMe YHUBEPCA/IbHOM 3/IEKTPOHHO KapTbl.

A3uH [iImumpuli Bayecnaeoesuy, 2a1asHbil crneyuanucm omoena memooosa02uu ynpasaeHus mex-
Hosnoauli u memodosnoauu OAO «YHuBepcanbHAs 3AeKMPOHHAA Kapma»

PaCCManMBaI'OTCFI npeanocbiIKKW Co34aHuA e,ClMHOl‘/’I HllaTe)KHO-CepBMCHOI‘;I CUCTEeMbl yHUBepcCanb-
HOM aneKTpOHHOﬁ KapTbl. MokasaHbl nnaHupyemble K UCNO/Ib30BaHUO MeXaHU3Mbl 3alLUTbl, NH-
dpacTpyKTypa KAtouei n cepTuduKaTos, codeTaHne NpuMeHeHUsA 3apyberkHbIX U POCCUIMCKUX Kpun-
Torpaquecr(mx CTaHAapTOB B cUCTEME.

HoBble UHUUUNATUBDLI EBpOﬂeVICKOfO colo3a B obnactu 3I'IEKTp0HHOﬁ noanucu.
CmupHoe lNasen Baadumuposuy, K.m.H., MUOU

PaccmatpumBaetca onbIT EBponencKkoro cotosa no B3aMMOAENCTBUIO PA3/IMYHbBIX CUCTEM, UCMONb3Y-
IOWMX 3N1EKTPOHHYIO noAanuch. OCBELWaoTca HOPMOTBOPYECKME WMHULMATMBbLI MO YAYHLWEHUIO MX
B3aMMOAENCTBUA: pacnpenenéHHan BepubuKauma noanucK, cTaHdapTusauma dopmatos noanu-
CaHHbIX JOKYMEHTOB, METOZbl TPAHCTPAHUYHOW ayTeHTUMKaLUM.

Tema pgoKknaga yrouHaerca.
3azopckuii U2opb UsaHoBUY, 3amecmumens dupekmopa denapmameHma 20cydapcmeeHHol no-
AUMUKU 8 0671aCMU CO30aHUSA U pa3eumus 31eKmpPoHHO20 npasumesnscmea, MuHkomcesass Poccuu

KpynHbiii yaoctoBepstowmii LeHTp. MogBoaHas yacTb aiicbepra.

BapaHoe Hukuma Banepbesuy, pykogodumesb HanpasnaeHus «Ycayau Yoocmoseparouje2o
yeHmpa» komnaHuu «CKb6 Konmyp».

YTo CcKpbITO 3a dpacasom AeNCTBUTENbHO BO/ILIOTO YA0CTOBEPAIOWEro LEeHTPa, KOTOPbIN GYHKLW-
OHUPYET B pexxunme 24*7 1 B AeHb BbINyCKaeT TbicAYM cepTudmKaTos? Kak 3To Bce paboTaeT v no-
YemMy OpraH130BaHO MMEHHO TaK.
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16:20-18:00 Macrep Knacc «KOHKypeHTHas pa3segKa B

UHTepHeTe»

KoHgpeperuy-3an 2 (busHec-yeHmp)
Bedywuii: Macanosuy AHOpel, pykosodumesb HANPAsAEHUS KOHKYPeHMHoU pa3eedKu,
«Axkademus MHGopmayuoHHbIx Cucmemy.
MeToapl M NpUemMbl PaHHero 06HapyKeHWUs yTedek KoHdUaeHUManbHo MHbopmaumu.

HoBble MeTOAbl 3aLWMTbI U CKPbITUA YyBCTBUTENbHOM MHPOPMaLMK (cTeraHorpadus,
nereHAUPoOBaHWE, MapKMPOBKA).

MeTopapl cbopa nHPopmaLmm 0 KOMNaHUK U NepcoHe 6e3 HapyLleHWA 3akoHa «O KoMMepYecKoi
TaliHe» 1 3aKoHa «O NepCoHaNbHbIX JAHHbIXY.

MeToabl U Npuembl Noucka B ry6uMHHOM (HeBuaMmom) UHTepHeTe.

MeToAuKM aKCnpecc-ayAnTa 3almLL,eHHOCTU KOHGUAHLMANbHOM MHPOPMaLMK OT AeiCTBUI
MHCalaepoB, peiiepoB U MOLLIEHHUKOB.

[eHb BTOpOI. 1 anpens, nATHULA
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leHepa/ibHbIN CMOHCOP KOHbEepeHLnm

K P " n To Komnanusa KPUNTO-MPO 6bina ocHosaHa B 2000 rogy. C momeHTa

> n Po co3ganua KPUMTO-MPO 3aHMmaeT nngupyioliee MnonoXKeHue B
obnactm paspaboTkmM cpeacts Kpuntorpadpuuyeckon 3awuTbl UH-
dopmauum (CK3U) n passutra UHdpacTpyKTypbl OTKpbITBIX Knto-

yelt (PKI) Ha TeppuTopun PO. KomnaHma BHeCNa CyLLECTBEHHDbIN BKNAZ B afanTaLMio MeXAyHapoaHbIX

peKkomeHAaLMI NPUMEHUTENBHO K POCCUMCKUM KpUNTOrpaduUyeckum anroputmam.

Cneumanuctamum KPUMNTO-MPO co3aaHbl:

. nepsoe B Poccumn ceptudpmumposaHHoe CK3U, nHTerpupoBaHHoOe C OmnepaunoHHON cucte-
moi Microsoft Windows — Kpuntolpo CSP;

. nepsoe B Poccumn ceptndnumpoBaHHoe cpeacTBO obecneyeHUna AeATeNbHOCTU yaocToBe-
pAaowmx LeHTpos — Kpuntollpo YL;

. nepsble B Poccumn ceptudumumpoBaHHble CNyK6bl aKkTyasbHbIX CTaTyCOB cepTUdUKATOB U
wramnos BpemeHn — Kpuntolpo OCSP n Kpuntolpo TSP;

. nepsblii B Poccun cepTUdUUMPOBAHHbIM annapaTHblit Kpuntorpadpuyeckuii moaynb — AT-
nnkc HSM;

. nepsble B UCTOpUM coobluecTBa UHTepHET cTaHAapTbl, ONMCbiBalOWMeE NMPUMEHEHUE poc-
cuicknx kpuntoanroputmos — RFC 4357, RFC 4490, RFC 4491.

MNpoaykTbl KomnaHum KPUMTO-MPO wupoKo ncnonb3yoTcA B opraHax Baactu deaepanbHOro U pervo-
HaNbHOrO YPOBHEN, B KOMMEPYECKUX OPraHU3aLmMaAX KPynHoOro, cpeaHero n manoro 6usHeca. 31o cu-
CTEeMbl 3/1EKTPOHHOTO AOKYMEHTO060pOoTa, MCNONHEHUA roc3aKasa, caauv ByxranTepckoi u Hanorosomn
OTYETHOCTM U T.N.

BHeapeHue nporpammHbix npoayktos cneunanmctbl KPUMTO-MPO conpoBoXAatoT NOMHbIM CNEKTPOM
KOHCaNTUHIOBbIX YCAYr MO NPUMEHEHWIO 3NEKTPOHHO-LUMdpoBsoi noanucu (3UM) n wndposaHua. Mo-
MWMO 3TOro, KOMNaHUA OKa3blBaeT YCNYrK yA0CTOBEPAIOLLEro LieHTpa.

PeweHua KPUNTO-MNPO aKTUBHO MCNO/b3YIOTCA BEAYLLMMM POCCUMCKMMM U 3anafHbiMK paspaboTum-
Kamu IT-cuctem.

3a Bblgalowmecs [OCTUXeHUa B obnactm mMHbopmaumoHHol 6esonacHoctn B 2007 rogy OOO
«KPUNTO-MPO» cTano naypeatom npemuu «3a yKkpenneHuwe b6esonacHoctn Poccum» (3YBP-2007), a
YacTb NPOAYKTOB KOMMaHUK bbina yaoctoeHa 30710TbIX Medaneu.
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MamaTKa y4aCTHMKaM KOHbepeHLmun

MamaTKa yyacTHMKam KOH$epeHuuu

O6wue npaBuna gNA yYaCTHUKOB:

o [Iponyck Ha TePPUTOPMIO OTENA B MEPUOA, NPOBEAEHNSA KOHDEPEHLMM OCYLLECTBAETCA
CTPOro MO CNMCKaM 3aperucTpMpPOBaHHbIX YH4aCTHUKOB.

e [lUTaHWe Ha TePPUTOPMM OTENA OPraHM30BAHO MO cUCTeMe «BCe BKAtoYeHO» ¢ 8.00 fo
23.00. Bpems 3aBTpakoB, 06e40B 1 YKMHOB A/1 y4aCTHUKOB «PycKpunto» ykasaHo B npo-
rpamme.

TpaHchepT B AHM paboTbl KOHdepeHUUN (ANA YUACTHMKOB, HE NPOXKUBAIOLLUX
Ha TeppuTOpUM oTeNs):

e 31 maprta B 8.00 yTpa TpaHchepT m.PeyHon Bok3an — otenb «ConHeuyHbln Park Hotel».

e 31 maprta B 19.30 Beyepa TpaHcdepT oTesib — M. PeyHolt BOK3an.

e 1 anpens B 8.00 ytpa TpaHchepT M. PeuHoit BOK3an — oTenb.

e 1 anpensa B 19.30 Beyepa TpaHchepT oTeNb — M.PeyHol BOK3an.

BHMMaHue! YKazaHo Bpems oTnpaBaeHusa aBTobycos, Npocm noabesaTb 3a 10-15 MUHYT

[0 BpemMeHU oTnpassieHns. B cayyae onosgaHus, 3apaHee npeaynpexaarite opraHvM3arto-
pos.

OpraHu3oBaHHbIi Bble3g u3 otensa «ConHeuHbi Park Hotel»:

2 anpens (cy66ota) B 12:00 aBTO6YCOM [0 CTaHUMM METPO «PeyHoi BoK3an». MNogaya as-
TobycoB B 11:45 y. y BOpOT oTeNA.

BHumaHue! AsTobychl ¢ Tabanykoit «PycKpunto’2011» otnpasaTca posHo B 12:00, npocbba
3apaHee c4aTb HOMepa M He Ona3AblBaTh.

Otenb «ConHeuHbl Park Hotel»:

CONHEYHOrOPCKUIA paoH, JleHUHrpaackoe Wwocce, 74 Km

Tenedon/darc: +7 (925) 922-42-00, +7 (499) 755-88-88

PacueTHbIN Yac:
3ae3g — 31 mapTta 2011 roga B 17-00, Bble3g — 2 anpensa 8 12-00.
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