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OnpepeneHue. Kpuntorpadua  ABAAETCA
pa3sAenOM TMPUKANAAHOM MaTeMaTUKWU, CBA3aH-
HbiIM CO CXeMaMH, MeXaHM3MaMHM, YCTPOUCTBA-
MU U NMPOTOKOAAMM, BbINOAHSAIOWMMU OMNpeAe-
A€HHble 3apauu no obecrneyeHUuro HUHPopma-
LLMOHHOU 6e30onacHOCTU, HECMOTPA Ha YCUAUA
3AOYMbILUAEHHUKA (HapyLUUTeAR).




3AAAYU KPUNTOIPAOUN

» 06ecneueHue ceKpeTHOCTU (KOHOUAEHLIUAAbLHOCTH)
(confidentiality, secrecy, privacy)

» 06ecneueHue LenocTHOCTU (data integrity)
» AyTeHTUPUKaLUA (NnpoBepKa NOANMHHOCTH) (authentication)

O HaeHTnemnkaums (entity authentication)

O /lpoBepka noaNHHHoOcCTH AaHHbIX (data origin authentication)
> [Ipoyne KpHmrrorpagHnyeckne cepBHChI :

0 HeotkasyemocTb (nonrepudiation)

O AHOHHMMHOCTH (anonymity)

0 HynreBoe pasmalweHHne (zero-knowledge)

O INeKTPOoHHbIe rarexH (electronic payment)

O UT.A. UT.N.
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OAHOHANPABAEHHbIE ®YHKUUU

f: X—>Y - oawoHanpasrerHas dyHrums
(one-way function), ecnm

> DAl BCEX XEX MOXXHO AErKO BbIYUCAUTD
3HaueHue f(X),

> A nouyth Bcex anementoB Yelm(f)
TPpyAHO Haitn XeX : f(X)=y.



OAHOHANPABAEHHbIE ®YHKUUU

OAHOHAIPaBAEHHOU QYHKUHWEU C ANa3EHKOH
(trapdoor one-way function) Ha3blBaeTcA
opHoHanpaBaeHHas ¢dyHkuua T2 X—>Y co
CACAYIOLLUM  AOMOAHUTEABHBIM CBOMUCTBOM:
€CAM MU3BEeCTHa HeKoTopasa AOMNOAHUTEAbHaS
UHPopMaLuUA, Ha3biBaemMas NG3EHKOH
(trapdoon), To pra Ato6oro anementa YeEIm(T),
MOXHO 3p(PEeKTUBHO HAUTU TaKOU ISAEMEHT

XeX, uro f(X)=y.
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OBPATUMbBIE KPUIMNTOIPA®PUYECKUE
RPEOBPA3OBAHUA
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OBPATUMbBIE KPUIMNTOIPA®PUYECKUE
RPEOBPA3OBAHUA
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OBPATUMbBIE KPUIMNTOIPA®PUYECKUE
RPEOBPA3OBAHUA

2L ERFSI DX,

OCHOBHbIM TpeboBaHUEM K

npeobpasoBaHuto £ aBafeTca TO, 4YTO OHO
AONXKHO ObITb O4HOHaNpaBAEHHOH

QyHKUMEH. B 3TOM cAyyae npeobpas3oBaHme

E HasbiBaetca obparumbim
KDUITOrDAPUYECKUM [1DE00pPa30BaHHUEM.




OBPATUMbBIE KPUIMNTOIPA®PUYECKUE
RPEOBPA3OBAHUA

2L ERFSI DX,

OCHOBHbIM TpeboBaHUEM K

npeobpasoBaHuto £ aBafeTca TO, 4YTO OHO
AONKHO ObITb

. B atom cayuae npeobpasoBaHue
E HasbiBaetca obparumbim

KDUIITOrDAPUYECKUM _[1pE0bpa30BaHHEM.
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OBPATUMbBIE KPUIMNTOIPA®PUYECKUE
NMPEOBPA3OBAHUA C KAIOYOM

[1DOCTDAHCTBO

{E.: PoC, ecK}

obpatumble KN0Y
OTOOpaXeHUs LLINPPOBaHHA




OBPATUMbBIE KPUIMNTOIPA®PUYECKUE
NMPEOBPASOBAHUA C KAIOYOM
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OBPATUMbBIE KPUIMNTOIPA®PUYECKUE
NMPEOBPASOBAHUA C KAIOYOM

E: PxK—>C

\ 4

{E.: P>C, eeK}

t

{D,: C—>P, deK'}




OBPATUMbBIE KPUIMNTOIPA®PUYECKUE
NMPEOBPASOBAHUA C KAIOYOM

E: PxK—>C

KNOY

‘ PacLINPPOBaHHUA

{D,: C—P, deK'}



OBPATUMbBIE KPUIMNTOIPA®PUYECKUE
NMPEOBPASOBAHUA C KAIOYOM

{E.: P—>C, ecK}

t

{Dy: C—P, deK'}

(e,d) - (rkroy WwuppoBaHHs, KAOY
pacLInppPoBaHNA)



OBPATUMbBIE KPUINTOIPA®UYECKUE
NMPEOBPASOBAHUA C KAIOYOM
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Aa3eiMKU UCMOAHSAET KAlou paclundpoBanusa (.
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Ha3blBaETCA O0OPATUMBIM KPUMITOrPaPHUYECKUM
1peobpa3oBaHUEM C KAHOYOM.



OBPATUMbBIE KPUINTOIPA®UYECKUE
NMPEOBPASOBAHUA C KAIOYOM

MpeobpasoBanue £, AOAKHO 6biTb

OTHOCUTEABHO NpeobpasoBaHMa X B ), POAb
Aa3eiMKU UCMOAHSAET KAlou paclundpoBanusa (.

B atom cayuyae npeobpasoBanue E,

Ha3blBaETCA O0OPATUMBIM KPUMITOrPaPHUYECKUM
1peobpa3oBaHUEM C KAHOYOM.



CUMMETPUYHDBIE U
ACUMMETPUYHbLIE OBPATUMBLIE
KPUNTOPAOPUYECKUE
NNPEOBPA3OBAHUA C KAIOUOM



CUMMETPUYHDBIE U
ACUMMETPUYHbLIE OBPATUMBLIE
KPUNTOPAOPUYECKUE
NNPEOBPA3OBAHUA C KAIOUOM

- (¥

e d
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npeobpa3oBaHue



CUMMETPUYHDBIE U
ACUMMETPUYHbLIE OBPATUMBLIE
KPUNTOPAOPUYECKUE
NNPEOBPA3OBAHUA C KAIOUOM

ACUMMETPUUYHOE KpUnTorpagpuyeckoe
npeobpasoBaHue




HEOBPATUMbBIE KPUINMTOIPAOUYECKUE
NPEOBPA3OBAHUA

h: A">H =A"
(1) OaHoHanpaBAeHHOcTb (one-wayness,
preimage resistance): AN NOUYTU  BCEX
3HauyeHUWHU BbIxopa YEH BbIYMUCAUTEABHO
TPYAHO HauTH xotAa 6Gbl oaMH Bxoa X'EA™
TakoH, uyto h(X')=y (3ameTum, uTOo Y MOXeET

O6biTb MOAYYEH U3 HEU3BECTHOro HamMm X He
o6a3aTrenbHO coBnmaparowero ¢ X').




HEOBPATUMbBIE KPUINMTOIPAOUYECKUE
NPEOBPA3OBAHUA

h: A">H =A"
(2) Crabasa ycroH4YHMBOCTbB K KOMH3IHAM

(weak collision resistance, 2nd-preimage
resistance) ecnM 3apaH MPOU3BOAbHbLIW

aneMeHT XEA™, BbIYUCAUTEABHO TPYAHO
HaUTU ewe OAUH BxoA X' €A™, X'#X,
Takou, uro h(Xx')=nh(X).




HEOBPATUMbBIE KPUINMTOIPAOUYECKUE
NPEOBPA3OBAHUA

h: A">H =An
(3) CunbHasa yCToHYHBOCTL K KOMHUIHAM

(strong collision resistance, collision
resistance). BblMUCAUTEABHO TPYAHO HaMUTH

ABa pasAMuHbIX BxoAaa X, X'€A”, X'#X, AAA
koTopbix N(X)=N(X") (3ameTum, uto 3aechb, B
OTAMYMM OT NMpPEAbIAYLLEro NyHKTa, Mbl He3a-
BUCUMbI B Bbibope 060ux BX0oAOB X U X').




HEOBPATUMbBIE KPUINMTOIPAOUYECKUE
NPEOBPA3OBAHUA

h: A"—>H =A"

OTtobpaxeHue Ha3bIBaeTcA HeoobparumMbIM
KDHUITOIrPaPUYECKHM OTOOPaAXEHHEM, E€CAU
OHO B 00fi3aTeAbHOM NopsAKEe YAOBAETBOPS-
er ceBoucTBY (1), T.e. ABAAETCA OAHOHamNpas-
AeHHOU YHKLUUEW, U, XXeAaTeAbHO, YAOBAET-
BopsieT cBouctBaM (2) U (3).




HEOBPATUMbBIE KPUINMTOIPAOUYECKUE
NPEOBPA3OBAHUA

h: A"—>H =A"

OTtobpaxeHue Ha3bIBaeTcA HeoobparumMbIM
KDHUITOIrPaPUYECKHM OTOOPaAXEHHEM, E€CAU
OHO B 00fi3aTeAbHOM NopsAKEe YAOBAETBOPS-
er cBoucTBY (1), T.e. ABAAETCA OAHOHamNpas-
AeHHOU (YHKLUUEW, U, XXeAaTeAbHO, YAOBAET-
BopsieT cBouctBaM (2) U (3).
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KPUNTOTPA®UYECKUE TEHEPATOPDI
NMCEBAOCAYYAUHDIX
NOCAEAOBATEAbHOCTEM

R: Ak AT

Bxo4g reHeparopa [lceBaocnyvYarHas
rcesAocNyYanHbiX B MOCAE40BATENbHOCTb

6uToB (seed) (T >> k)




KPUNTOTPA®UYECKUE TEHEPATOPDI
NMCEBAOCAYYAUHDIX
NOCAEAOBATEAbHOCTEM

[eHepaTOop nceBAOCAYYAaWMHbIX NOCA€AOBaTENbHOC-

Ter R Ha3biBaeTca KpUnrorpaduYecKumM reHeparo-
POM [1CEBAOCAYYHAUHBIX [TOCAEA0BATEABHOCTEH €CAU
OH YAOBAETBOPSAET CACAYIOLLUM CBOUCTBAM:

> Ero BbIXOAHAaA NOCAeAOBaTEeAbHOCTb AOAKHA
«BbIFAIA€Tb CAYYAWHOW». 3TO O3HayaeT, uTo

reHeparop npoxoAut BC€ U3BECTHbIE CTaTUCTUUEC-
KHUe «TeCTbl Ha Cl\yqaﬁHOCTb».



KPUNTOTPA®UYECKUE TEHEPATOPDI
NMCEBAOCAYYAUHDIX
NOCAEAOBATEAbHOCTEM

> [eHepaTop ABASIETCA «HernpeAcKasyeMbiM». I9TO
O3Ha4YaeT, 4To0 BbIYACAUTEABHO HEBO3MOXXHO
npeAcka3saTb 3HauyeHWe OuYepeAHOro 3Haka ero
BbIXOAHOU NOCAEAOBaTEAbHOCTU C BEPOATHOCTbIO
CyLLeCTBeHHO 6onbluen 12 paxe 3HaA camM anro-
PUTM BbIpaboTKU BbIXOAHOW NOCAEAOBATEALHOCTU W
3HaA 3HauyeHUA TMpeAblAyLUMX 3HAKOB BbIXOAHOM
NocAeAOBaTEeAbHOCTH.



KPUNTOTPA®UYECKUE TEHEPATOPDI
NMCEBAOCAYYAUHDIX
NOCAEAOBATEAbHOCTEM

U3 nocnegHero cBOUCTBa crenyer,

4yToO oTOOpaxeHMe R siBnsiercs
oAHOHanpaBJfieHHOU (PYyHKLUEMWN.
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NNPUMUTUBDI C
CEKPETHbIM KAIOYOM

CUuMMeTpUUHbIe WUOPLI

‘ «MpaKTU4YeCcKue»
OAHOHanpaBA€HHble QYHKLUMH




BAOYHbLIE LLWOPDHI

E: Kx{0,1}" ->{0,1}"



BAOYHbLIE LLWOPDHI

KAHOYEBOE POCTPAHCTBO
E: Kx{0,1}" —{0,1}"

otobpaxeHne E_=E(e,-) ara Bcex
eeK aBafeTcA NOACTAaHOBKOWM

Ha mHoxectse {0,1}".



BAOYHbLIE LLWOPDHI

> Kak 3apaBaTb NOACTAHOBKMU Ha
mHoxecTBe {0,1}",

rae N =64, 128 uau 256,
T.e. UmeeT nopsapok 101°-1077?

»0T6O0p NOACTAHOBOK YKa3aHHOro
nopsiAKa no UX CBOUCTBaM



BAOYHbLIE LLWOPDHI

» P-0nokm (P-box, permutation box) w
S-0norm (S-box, substitution box).



BAOYHbLIE LLWOPDHI

» mbutoBble Habopbl —KaK 3AeMEHTbI
anrebpanyeckKux cUcTeM:

OAMHeitHoro npoctpaHcTsa (Z,)",
OKOAbL@ Bbl4eToB Zn,

O KOHEYHOro noAs Fn,
O MYABTUNAWKaTUBHOM rpynnbl NOAs

Fon,, (nocaepHee - Npy YCAOBUM,
yto 2"'+1 - npocroe uucno)



CXEMbl BAOYHbLIX LLNADPOB

» Cxema DeHcrens
(Felstel scheme)

[lopACcTaHOBKa,
peaAu3yemMasi cxeMmou
dencrenac R
payHAaMH 0ObIYHO
obo3HauaeTca uepes

P(f,, ..., fo). [

(D=t




CXEMA ®EUCTENA

MoactaHoBKU BUpA Y (T, ..., fR)
ABAAIOTCA B onpeAeAeHHOM CMbICAE
«0OYeHb XOpPOLUUMMU» C
Kpuntorpapuyeckou TOHKU 3peHUA:

»>¥(f, 1, f;) peanusyer
nceBAOCAYYAUHYIO MOACTAHOBKY

FY(T, 1, 15, 1,) -
cynepnceBAOCAYHaUHAA MOACTAHOBKA



CXEMA ®EUCTENA

MoacraHoBku BUpa Y( T, T, f;, 1)),
Y(f, T, i, ©), W(T, T, 1) 1),
Y(f, T, T ), W(T, T 1y, 1),
Y(f, £, o f), W(T, T 1y, ),
a tak:ke W(f, 1, f,f,1,f) n
Y(f, 1 2 f, 1, f,?) peanausyior
cyneprceBAOCAYYaUHDbIE MOACTAHOBKMU



CXEMA ®EUCTENA

[loaocTaHOBKU BUAA
>¥P(f, 1, 1),
>¥(f, 1, 1),
>¥Y(1, 1, 1),
»W(fy, £y, £

- peanu3yloT NnceBAOCAYYaUHbIE HO He
cyneprnceBAOCAYYaAUHBbIE MOACTAHOBKM.



OBOBLUEHUA
CXEMDbI
®EUCTENA




CXEMbl BAOYHbLIX LLNADPOB

» Cxema Nas-Meccrn ¢ - <
(Lai-Massey ). M ¥ K

Bxoo: (X , Xg);

V/= F(XL T XR)’ Y4;__£rﬁz

Yo =X+,

YR=Xgt 1 | L.
Buwvixoo: (yL , yR)_ Y < ! i




CXEMbl BAOYHbLIX LLNADPOB

» Cxema Nas-Meccn ¢ >
(Lai-Massey ). v }:{I‘

Bxoo: (X, , Xg), [b
t=F(x —Xg) | ;
y_ =X, +1), i ‘_Fi
YR =Xg T L, | ET ;
Buixoo: (y, , yr). 7 - -i




CXEMbl BAOYHbLIX LWLNKDPOB

» SP-cerb (SP-net,
Substitution-Permutation Network)




MOTOYHbLIE LUHUDPDLI

[ToroyHbin Wn@p (stream cipher) -—
CUMMETPUYHDbIN WHUPpP,  KOTOPbLIN
obpabarbiBaeT OTKPbITbIU TEKCT NOCUM-
BOAbHO (MOO6UTHO, N06anUTHO, OBUHAPHDI-
MU cAOBaMUM AANMHBbI 32, 64 uau 128
6utoB), npuuyem npeobpazoBaHue,
KOTOPOMY MOABEepralorca MNoCAEeAOBa-

TeAbHble 3HAaKU OTKPbITOro TeKcra, B8C€
BpemMA H3MECHACTCA BO BPDEMEHMW.




MOTOYHbLIE LUHUDPDLI

»DMR%GFM—lD« ->|:|—1>|R%G|<X—|:I<-
—[& | - { o




X

MOTOYHbLIE LUHUDPDLI

1k

] RKG [+

Xt

E

>1ealou

U

’

w=10/K0

NG




MOTOYHbLIE LUHUDPDLI

AAAUTUBHBIA CUHXPOHHBIU MOTOYHbIW LWKUPP
(wndp ramMmmupoBaHUA)

Haubonee pacnpocTpaHeHHbIW TUN NOTOYHOro Wwudpa



MOTOYHbLIE LUHUDPDLI

[eHepaTopbl KAIOUEBOIO NMOTOKA -
Kpuntorpadpuuyeckue reHepartopbl
NnceBAOCAYYAUHDBIX
nocaneAOBaTEAbHOCTEM

> YnpasasroLwan dyacre
(Driving Part)

> HoMOHHaLHOHHAEA HYacTb
(Combining Part)



YINPABAAIKOLWAA YACTb

> PerucTpbl caABUra ¢ AMHEMHOM
obpartHou cBA3blo (Linear Feedback
Shift Register - LFSR).

» Peructpbl caBura ¢ yripasaieMbiM
ABWXeHUeM (Jump Controlled LFSR).

> Perucrtpbl cABUra ¢ HeAMHEMHOM
obpartHou cBA3blo (Nonlinear Feedback
Shift Register - NFSR).



YINPABAAIKOLWAA YACTb

» AMHaMU4YecKue MaccuBbl MNaMATH
(Dynamic Memory Array).

i 1y 1y

|

3




YINPABAAIKOLWAA YACTb

» AMHaMU4YecKue MaccuBbl MNaMATH
(Dynamic Memory Array).

O KAeToUuHble aBToMartbl (cellular
automarta).

» Cuetuuku (Counter).



KOMBUHAUUOHHAA YACTb

»HeAMHeUHble GYHKLUM.

» [popeXuBaHWe NoCAeAOBaTEAbHOCTH,
BbipaboTaHHOU ynpaBASIlOLLEHN YACTbIO
(Decimating of the intermediate
sequence).

> KOHeuHble aBToMaThbl
(finite-state machine).

> OTAEAbHble Y3Abl OAOUYHbIX LWKUGPOB.



NNPUMUTUBDI C
OTKPbITbIM KAIOYUOM

ACUMMeETPpUYHbIE LWUDPLbI



NNPUMUTUBDI C
OTKPbITbIM KAIOYUOM

ACUMMeETPUYHbIE LWUDPLI

‘ «MpaKTU4YeCcKue»
OAHOHanpaBA€HHble QYHKLUMH




KPUIMTOCUCTEMA RSA
RSA (Rivest-Shamir-Adleman
Cryptosystem)

»3apaya dakropusaLusa MOAYAS
cuctemMbl RSA
(RSA Factorization Problem -
RSAFP)



KPUNITOCUCTEMA RSA

»3apavya pacKpbITUS CUCTEMDbI
RSA (RSA Decryption Problem
- RSADP)

»3ajaya HaXxoXXAEeHUA KpaTHOro
3KCNMOHeHTbl cucTeMbl RSA (RSA
Exponent Multiple Problem -
RSAEMP)



KPUNITOCUCTEMA RSA

> 3apavya Hax0XXAeHUS CEKPEeTHOro
Katoua cucteMbl RSA (ARSA Hey
Recovery Problem - RSAKRP)

» 3apadya HaxoXXAeHUSA NopsAKa
MYABTUNAUKaATUBHOMU rpynnbl
cuctembl RSA (RSA Order
Problem - RSAOP)



KPUINTITOCUCTEMA RSA

RSADP

*

RSAKRP

4

RSAEMP




AUCKPETHbIE ANOTAPUOMDI

»3apavya AMCKPEeTHOro
AnorapudmupoBaHuUa (discrete
logarithm problem - DLP):

Adarno: G =(Q),
Vy €G wanm Xx. Y = Q"

X =1log,y




AUCKPETHbIE ANOTAPUOMDI

> Mopapok rpynnbl G mMoXxert ObIThb
U3BeCTeH UAU HEeU3BEeCTEH.

»> DNeMeHT Y He obsA3aTeAbHO

nexutr B rpynne G. B 3aTtom cayuyae
NOABAAIETCA 3aAaya, KaK OTAMYaThb
aneMeHTbl rpynnbl G ot Apyrux
3N\E€MEHTOB.




AUCKPETHbIE ANOTAPUOMDI

» Discrete Logarithm Problem -
DLP

» Discrete Logarithm with Known
Order Problem - DLKOP

» Discrete Logarithm with Known
Order Factorization Problem
DLKOFP




MPOTOKOA AUDPDPU-XEAMNAMAHA

> Diffie-Hellman Problem - DHP

» Decisional Diffie-Hellman
Problem - DDHP




AATOPUTM LLNOPOBAHUA
INb-TAMANA

» ElGamal Decryption Problem -
EGDP

» ElGamal Key Recovery Problem
- EGKRP




AUCKPETHbIE ANOTAPUOMDI

EG‘DP @ EG;RP
DHP | 4m | DLP
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CPABHUTEAbHAA CTOMKOCTb

KPUITTOAATOPUTMOB U CPOKU UX AEUCTBUA

Bits of | Symmetric key (DI;IZCD_ IFC ECC
security algorithms ¥ I\/I(,QV ) (RSA) | (ECDSA)
30 2TDEA, L =1024 K = 1024 f = 160-
(z0 2010 r.) SKIPJACK, N = 160 223
112 L = 2048 1 f = 224-
(10 2030 1) 3TDEA N =224 it 255
128 L = 3072 f = 256-
(mocsie 2030 AES-128 N _32056 k =3072 383
I.) 1
192 AES-192 L,\|::736§f k=7680 | | :5";’?4'
256 AES-256 L=15360 | — 15360 | =512+

N =512




KPUINTOIPA®UA C OTKPbITbIM
KAKOYOM U HEYUCAOBDIE
ANTEBPAUYECKUE CUCTEMDI

TaK KaKk AN anrebpanyeckux o6bEeKToB Teope-
TUKO-YUCAOBOU NMPUPOAbI pa3paboraHbl cpas-
HUTEABHO XOpOLUWEe aArOpUTMbl, AAS MOCTPO-
€HUA HOBbIX CUCTEM C OTKPbITbIM KAIOYOM
MOXXHO nonpob6oBatb yxoA B anrebpauvueckue
CUCTEMbI C 3NeMEeHTaMU HEYUCAOBOMU MNPUPO-
Abl, HAnpumep, B HeabeAeBble rpynnbl - rpyn-
Nbl 3aBEAOMO HEUYUCAOBOU MNPUPOADI.



TPYAHbIE 3AAAYY B TEOPUU TPYIIIN

[Ip4 UCNOAB3OBAHMUM TaKUX rpynn B
KPUMTOCUCTEME C OTKPbITbIM KAIOYOM

MpeXape BCero BO3HUKAalOT CAEAYIO-
LLiIWe BOMPOCHI:



TPYAHbIE 3AAAYY B TEOPUU TPYIIIN

» KaKk npeactaBuTb coobLueHMe B BUAE
anemMeHTa rpynnbl G;

» CyLiecTBYeT AM eAUMHCTBEHHOE NpeACTaBAE-
HUe AN 3aneMeHToB rpynnbl G . Ecau
3N\EMEHTbI NPEACTaBAAIIOTCA HE eAUHCTBEH
HbiM 06pa3oM, OTKPbITbIU TEKCT U pacLuu
¢dpoBaHHbIK MOIYT HE COBMNacTb.

» BO3MOXHO AU 3¢PEeKTUBHOE BbIYUCAEHUE
TaKoro rnpeAcTaBAeHMUA.




TPYAHbIE 3AAAYY B TEOPUU TPYIIIN

> Mpobaema conpAXXeHHOCTH:
Jlano: X,y € G
Onpeoenump. X~y ?

> MMpobAeMa noucka

conpsArarLlero aneMeHra:
Jlano: X,y € G, X~y

Onpedenums. a€G:. y = axa!



TPYAHbIE 3AAAYY B TEOPUU TPYIIIN

> 060060LeHHasa npobrema NnoUcka
conpsAraoLLero asneMeHTa:
Jano: X,y € G, y=bxb™, be HcG,
b — neuzeecmen
Onpedenums:. a€G:. y = axa!



TPYAHbIE 3AAAYY B TEOPUU TPYIIIN

> Mpobaema conpsXXeHHOU

pa3peLuMOCTH:
Jlano: X,y € G, y=bxb™1, beHcG
Onpeodenums. a,, a,€ G a,Xa,= Y

> NMpobArema u3BAeUEHUS KOPHA:
Jano.y € G,y =XP, X — neuszeecmen
Onpeoenums. 7 € G. y = 7P






BbIYNCAUTEABHBIE MOAEAU

» MaLwuHbl TolOpUHra

» PaBHOAOCTYMHbIE appecHble MawuHbl (PAM)
» CxemMbl U3 PYHKLIUOHAAbHbIX SAEMEHTOB

» KOHeYyHble aBToOMaTbl

>»WU T.A. U T.N.



BbIYNCAUTEABHBIE MOAEAU

»IMaLlrHbl TbIOPUHIa

» PaBHOAOCTYMHbIE appecHble MawuHbl (PAM)
» CxemMbl U3 PYHKLIUOHAAbHbIX SAEMEHTOB

» KOHeYyHble aBToOMaTbl

>»WU T.A. U T.N.



BbIYNCAUTEABHBIE MOAEAU

» MaLwuHbl TolOpUHra

» PaBHOAOCTYMHbIE appecHble MawuHbl (PAM)
>

» KOHeYyHble aBToOMaTbl

>»WU T.A. U T.N.



HOBbIU MOAXOA K
OAHOHANPABAEHHOCTMU

B KayecTtBe Mepbl CAOXXHOCTU TOr0O UAU UHOIO
npeobpa3oBaHUA 6yaeM paccmaTpuBaTb CAOX-
HOCTb MMHUMaAbHOU O6yAeBOM CXxeMbl, peaAusy-
loLen AaHHoe npeobpa3oBaHue U 0603Hayae-
MoM yepe3 C(T). B kauectBe MoAeAU OAHOHAa-
npaBAeHHOU ¢YHKUMKM OGyaeM paccmarpuBaTtb
BbIYHCAHUTEABHO ACHMMETPHYHOE MpeobpasoBa-
HHe, T.e. Takoe obpaTtumoe npeobpa3oBaHue,
CAOXXHOCTb KOTOPOro OTAMYAETCA OT CAOXHOCTH
obpatHoro npeobpa3zoBaHuUS.



BbIYUCAUTEADHO ACUMMETPUYHDbIE
NPEOBPA3OBAHUA

» Boppana R.B., Lagarias J.C. One-way functions and
circuit complexity. Information and Computation, v. 74
(1987), pp. 226-240

» Hiltgen A.P. Constructions of feebly-one-way families
of permutations. AUSCRYPT'92, LNCS v.718 (1993),
pp. 422-434

» Hiltgen A.P. Cryptographically Relevant Contributions
to Combinatorial Complexity Theory. ETH Series in
Information Processing, vol. 3 (1993)



OBPATUMbIE AOTUYECKUE SAEMEHTDI

AnemeHT NOT 3nemeHT CNOT 3nemeHT CCNOT



OBPATUMbLIE CXEMBDI

47/ m
Bxogwl npsamoro YpaneHuwe v Beixogel npAMoro
npeobpazoeanua/ | #mycopas AansHie 3
o 6 ofpaTHoro «OBLee Teno» EMYCOPaYy NPAMOIT >— npeocbpa3osanus/
BbIXOAbl 0BpaTHOro | npectpa- npeobpasoBanua | BX0f4bl 0bpaTHoro
npeoBpazoBaHna A0BAHWA npecbpazoBanHua
o 1.4
CNoMHOCTE NPAMOID
npectpa’oBaHuA C,.p
CnowHocTs obpaTHoro npeobpasoBaHns Gm,m




HOBbIU MOAXOA K
OAHOHANMPABAEHHOCTU

B OTAMUMM OT NpeAbIAYLLUX MOAXOAOB, KOraa
pacCcMaTpUBaAUCb 4BE€ OT4EAbHbIE CXeMbl
-ama T u apna -1 npu HoBOM nopxope
3TU CXeMbl CBfi3aHbl BHYTPU OAHOW CXEMbI
U ABAAIOTCA r104cxemMamu O4HOH H TOH
Xe cxembl — NOCTPOEHHOU U3 0bpaTUMbIX
AOTMYECKUX INEMEHTOB oOpaTUMOMU CXembl

AN obpaTumoro npeobpasoBaHus T.
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