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KOPOTKO O Hac

> Ha pblHKe ¢ 1998 roaa
o Otpenenuna B CLLUA n Poccuun

- BoccTtaHoBneHue AaHHbIX ana 180+ Tnnos dannos
> BBICTPbIN MOUCK 3aWULLEHHBIX OOBEKTOB HAa KOMMblOTEPE

> NMoppepxka annapatHoro yckopenus (Tableau TACC,
GPU) ansa BocCcTaHOBNEHUA naponen/knoyen

- [lepeHocuMan Bepcusa A8 paboTbl HA MeCTe MHUUAEHTA
> AHanM3 AaHHbIX B MAMATH
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KpaTKkoe coaepxaHue

» KOMY 1 3a4eM 3TO HYXHO?

» ObbeKTbl aTak

» OCHOBHbIE 3a/4,a4YU

» AIFTOPUTMbl N HOBbIE pe3ynbTaThl
» [pumMep

» CMeXHble 3a4a4u




ATakm Ha RAM - 0630p

» Mpobnema:

- CToMnKoe wudpoBaHme, 3Ha4YNTeNbHOE BpeMs
pPaboThbl

» [yTb pelwleHus:
> [Tonck kntouyen wnhpoBaHns 8 RAM

» KOMY 3TO HYXHO?
> KpuMuHanucTbl - c6op LM pOoBbIX YAUK

> Pa3paboTumkn NpunoxeHnn — aHaams
3aWNLWEHHOCTU
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Tunbl 3allMLLaeMbIX 0OBbEeKTOB

» 3awmnTa hannos
o [laponun + Knwun wudpoBaHuA

» CeTeBble ceccuu
o CeaHCOBbIe KUK

» 3alLlnTa ANCKOB

> Full Disk Encryption (FDE)
- Software
- BitLocker
- PGP
* TrueCrypt
- Hardware
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Cnocobsbl AocTyna K naMaTu

» [penycTaHOBAEHHbIN ApanBep
> lUnpoknn BbI6GOp MHCTPYMEHTOB

» FireWire + DMA

o

» Hibernation

(o]

» ColdBoot
- [D. Maclver, 2006]
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MeToabl MoOMCKa Kakueun

» MonHbIV Nepebop
> Mnwcbl - YHUBEPCAIbHOCTb, FAPAHTUPOBAHHbIW pe3ynbTaT
> MUHYCbl - KpaHe HU3Kas CKOPOCTb paboThl

» CUrHATYPHbLIN MeTOL,

> [ntocbl - BbICOKAA CKOPOCTb PaboThbl, rapaHTUPOBAHHbIN
pe3ynbTaT

> MUHYCbl - NPUBA3AH K KOHKPETHOMY NMPUIOXKEHUNIO (Bepcun),
TpebyeTcsa rnyboknm aHanmn3 NpuIoKeHUA, He BCerna ecTb
noaxoafume CUrHaTypesi
» DHTPOMUNHBIN METO,

> [ntoCbl - YHUBEPCANbHOCTb, OTHOCUTE/IbHO BbICOKAf
CKOpPOCTb paboTsl

> MWHYCbI - €CTb PUCK MPONyCKa Katoua
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MeToabl MoOMCKa Kakueun

» MeToA, paclWnpeHHbIX Kato4Yen

> [ntocbl - NpUBA3aH K A/ICOPUTMY, HO He K MPUJTIOXKEHMUIO,
TpebyeTcsa TONbKO aHanM3 anropmutma (C/I0KHOCTb
BapbupyeTca), paboTaeT OTHOCUTENBHO OLICTPO

> MUHyCbl - paboTaeT TO/NIbKO NPU KILLNPOBAHUMN
PACLLUNPEHHbIX KOYEN

» TMbpnaHble MeTOAbI

° JHTPOMUNHbBIE TECTbl + METOL PaClWMpPEHHbIX KaKUYeu

> TOHKWUA MOMEHT - paclUMpeHHbIe KAoYn obnagatoT
BHYTPEHHEN U36bITOYHOCTbIO, MO3TOMY TpebyeTcs
afanTUPOBATb SHTPOMUNHbIE TECTbI
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LlenieBble anropuTMbl

» MpocTtble (AES, Serpent)

> OpUrnMHaNbHbLIN KNOY ABNAETCA HaYa/lOM MacCcuMBa
PACLLIMPEHHbIX KHOYEN

- [MpoBepKa MaccuBa AaHHbIX CBOAMUTCA K BbipaboTKe
PACLUIMPEHHOIO KtoYa U3 OPUTrMHANBHOIO

» CnoxHble (Twofish, Blowfish)
> OpUrMHaNbHbIN KJIHOY HE MPUCYTCTBYET ABHO
> PaclwmpeHHble KoumM BbipabaTbiBAOTCA MO C/IOXKHOW CXEMe
> PaclwmpeHHble K1oYM CBA3AHbl APYr C APYrOM HEeJIMHENHO
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Hawwn pe3ynbTaThl

» LleneBble anropuTMBl:
o Twofish
> Blowfish

» ATaka: bbicTpoe BOCCTAHOBNIEHNE OPUTNMHAJIbLHOIO
Knto4ya U3 paclumMpeHHoro

» Pa3zBntne atakun: buicTpoe pacno3HaBaHue
PACLUMPEHHbIX K/lOYEN B MOTOKE AaHHbIX

B paHee onyb/inMKOBaHHbIX paboTax 3TU a/IrOPUTMbI
aTaKOBa/INCb TOJIbKO CUTHATYPHbIMU MeTOoAaMMU!
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Twofish - onncaHue

» 256-6UTHBLIN KNtoy M = (MO, M1, ..., M7)

» Me = (MO,M2,M4,M6), Mo = (M1,M3,M5,M7)
» R=0x01010101

» Ali] = h( 2*i*R, Me)

» B[i] = h( (2*i+1)*R, Mo ) <<< 8

v K[2*i] = Ali] + BIi]

» K[2%i+1] = ( A[i] + 2*B[i]) <<< 9

» Bce onepauuun nponseBoaaTca Hagh 32-pa3pagHbiMU C10BaMU

» MapameTp i npuHMMaeT 3HadeHus oT O Ao 19 BKAOYUTENBLHO
(T.e., Bcero 40 knwuen)

» h - HeAnHenHas dyHKLKMA
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Twofish — onuncaHue

» Aapo anroputMma - pyHkumna h( X, [A,B,C,D] )
» Bxoppbl: X, A, B, C, D - 32-6buTHble cnoBa
» BbIxopn: Z - 32-6UTHOE C/I0BO

» Myctb W[i] - i-n 6ant cnoa W
» 'Y - NnpoMeXyTo4yHasa nepemMeHHas (32 6uta)

» Y[O] = alplplalpl X[0] ]~ D[O] ]~ C[O] ]~ B[O] ]A A[O] ]
» Y[1] = plplalalal X[1] ]~ D[1] 1A C[1] JA B[1] ]~ A[T] ]
» Y[2] = alalplplal X[2] ]A D[2] ]A C[2] ]A B[2] ]A A[2] ]
» Y[3] = plalalplpl X[3] ]~ D[3] ] C[3] ]~ B[3] ]* A[3] ]
» L =M*Y

» M - obpaTtumas maTtpuua 4x4,
d, p - HeIMHeNHble obpaTUMble nepecTtaHOBKU (banT->banT)
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Twofish - npesa atakwu

» NToro:
> OpUrnHaNbHbIN KNOY OTCYTCTBYET

> 3aBUCUMOCTUN MeXAay KatYaMm HeJIMHENHbI
> Y10 Xe pgenartb?

» OAHAKO:
- Y[0] = qlplplalpl X[O] ]A D[O] ]~ C[O] ]~ B[O] ]~ A[O] ]
> Micnonb3yloTcs TONbKO Maaalwmne 6anTbl!
- => TOoNbKO 2A32 BapuaHToB (A[0],B[0],C[0],D[0])
> [Mpwn 3apaHHOM 3HauyeHun Bxoaa X[0] u Bbixona Y[O] byneT
poBHO 2A24 noaxoaauwnx (A[0],B[0],C[0],D[0])
- bonee Toro, MmoxHo BeluncnunTb A[0] no (B[0],C[0],D[0])
> Bce X[0] 3apaHee n3BeCTHbl - UCNOJIb3yeM MNpeaBblYnNCNeHuns
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Twofish - cxema aTaku

» MpenBblYncngeM HyXHble Tabnumubl (4,0CTaTOYHO
naTn)

» Mo K[2*i], K[2*i+1] Beiumncngem h( 2*i*R, Me ), h(
(2*i+1)*R, Mo ) - TpuBManbLHO

» 1o BbIxoaam h Bbluncnsem coorsetcTByowme Y -
TpUBUANbHO, T.K. MaTpuua M obpatnma

» Ona nepBbIX Y n X = 2% (unun 2*i+1) nssnekaem
Tabnuubl noaxoasawmnx (A[0],B[0],C[0],D[O]) - no
2A24 3neMmeHTa (TO Xe - onsa 6bantoB 1, 2 u 3)

» Nwem nepeceyeHuns (BepoaTHOCTb 2A{-8} ans
KaXXA0ro HoBoro 6auvTa)
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Twofish - cxema ataku

» nga npaBUNbHOroO Maccmea - 1BapuaHT, AN4
HeNnpPaBUJbHOIO - BEPOATHOCTb CZTy4auHOI O
coBnageHus 2A{32-8*n}, roe n - yncno Tabnuu,

» JlocTaToyHo 5 Tabnuy, ong cyu,ecTBeHHOro
cokpal,eHusa nepebopa

» Tak Kak npoBepseM cpa3y 4 banta, He byaeT
NOXHbIX cpabaTbiBaHMM B MaccuBe ANUHbI ~ 4 b

» CNOXXHOCTb NpeaBbIYNCIEHUN - N * 2A32

» [epeceyeHune Tabnuu onTuMmmnsnpyeTca (oetann - B
NOJIHOM TeKcTe)!
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ColdBoot - ocobeHHOCTH

» Bce meToAabl, HE NCNONb3YylOWME PACUNPEHHbIE KTHOYN,
TpebyloT nepebopa BeKTOpa OLNOOK:
> 1% owmnbokK, kntod 128 6uT (1-2 ownbkn) - nepebop ~ 2A13 (> 8000)
> 1% ownbok, KNy 256 6ut (2-3 owmnbkun) - nepebop > 2.6 MAH
> 3% ownbok, kny 128 6uT (3-4 ownbkn) - nepebop > 10 MAH
> 3% ownbok, kN4 256 6ut (7-8 owmnbok) - nepebop > 450 * 10A12

» JHTPOMMUINHbIE XAPAKTEPUCTUKN MOTYT UCKAXKATLCA MO Mepe
HaKoOMJIeHNa ownbok

» MeTopn paclWwMpeHHbIX Knven (MHoraa) MoXeT ObiTb
afanTUPOBAH K OWINMOKAM B MOTOKe AaHHbIX U 6e3 NoNHOro
nepebopa!
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[IpoTNUBOAENCTBMNE aTaKaM

v

ckniouyeHne curHaTyp

- PaboTaeT NpoOTUB CUTHATYPHOIro MeToAa

MacKknpoBKa K/toyeun

° YBeNNYMBAeT CTOMMOCTb aTakKu NPU HEN3BECTHOWN CTPYKTYpeE Katouen/Macok

Pa3pexeHHble KJ1I0YeBble KOHTENHEPDI

© YBeNnuymBaeT CTOMMOCTb aTaKu NMpu A0CTyMne TO/bKO K (hU3NYECKUM
agpecam

v

v

HO: UaoeanbHasa 3awmTta HEBO3MOXHalll

>




¥ Passware
BoiBOAbI

» ATakm Ha RAM paboTatoT
» MccnepoBaHng BoCTpeboBaHbl MPAKTUKOMN
» Teopua noka OTCTAET ®

» [MpucoegnHanTecCh!
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Bonpock!?

» chilikov@passware.com
» http://www.lostpassword.com
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