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Umo makoe APT

APT — Advanced Persistent Threat

In 2006, the United States Air Force (USAF) analysts coined the
term advanced persistent threat (APT) to facilitate discussion of

intrusion activities with their uncleared civilian counterparts. )
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Yem omauyaemca om opyaux amak

* ATaKkywowux —rpynna
* WNHamBuayanbHbIN NOAXOA K XKepTBe

* Wcnonb3oBaHue cTapbix ya3sumocTten, 0-day coBMecTHO € coLManbHOMN
NHXeHepunen

* LUenb—nonyyeHmne yeHHOW MHGOPMaLUK

* [lony4yatoT NOAHbLIN AOCTYN HA4, XKepTBOW

* He ocTaHaBAMBAlOTCA Ha HEYAAYHOW MOMbITKE

e Jlonro v TWwaTeNbHO CKPbIBAOT CBOE NPUCYTCTBME
 He ¢oKycupytotca Ha ROI

* Bo3spawatotca «l'll be back»

* Yrto xoTaT: «critical data and assets, for example, card holder data, source
code, and trade secrets» (SANS)

APT HHaoo?
SANS: “Even the best monitoring mindset and methodology may not

guarantee discovery of the actual APT attack code. Instead, the power of
more comprehensive analysis and correlation can discover behavior
indicative of APT-related attacks and data exfiltration.”
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Operation Aurora.




Havano:
On January 12, 2010, Google revealed on its blog that it had been the victim of a cyber

attack. The company said the attack occurred in mid-December and originated from
China.

Google 6b111 NnepBbiMKM KTO 3aABua 06 aTaKe.

Nouyemy Aurora:
Aurora was part of the filepath on the attacker’s machine that was included in two of the

malware binaries that have since been associated with the attack. The filepath is
typically inserted by code compilers to indicate where debug symbols and source code
are located on the developer’s machine. (McAfee)




Boobuwe-1o, nHTEPEC M3HAYA/IbHO ObiN K
Kutanckmm amccmaeHtTam

HanagasLwiune nonyuymnmn aoCcTyn K BCEro NnLlb ABYM aKKayHTam
KUTAaUCKnx 6opuoB 3a NpaBa yenoBeka. OanH 13 Hux — Ai Weiwei.
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WIKIPEDIA Al Weiwel
The Free Encyclopedia From Wikipedia, the free encyclopedia
This is a Chinese name; the family name is Al
Main page -
(vlontepntg Ai Weiwei (born 18 May 1957) is a Chinese conte , and social, political and cultural criticism. /" Aj collaborated with

ctivist, he has been highly and openly critical of the Chinese

n schools corruption scandal following the collapse of so-called "tofu-skin
out any official charges being filed; officials alluded to their allegations of
was criticised by the Chinese authorities. Chinese Foreign Ministry
political bias and perspective has violated the objectives of the

Swiss architects Herzog & de Meuron as the artistic
Government's stance on democracy and human rigl
schools” in the 2008 Sichuan earthquake.™ In 2011
"economic crimes” (tax evasion). In October 2011 A
spokesman Liu Weimin responded, "China has ma
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Kak nposoousacb amaka

HecKonbKo COTPYAHUKOB NOAYy4Yasiv MUCbMa OT J0BEPEHHbIX aJpecaToB

[MMCbMO coaepKano CCbIIKY Ha CanT, PpacnoNoXKeHHbIN B TarBaHe

Ha canTe 6bin pasmeuleH JavaScript, akcnayatupyrowmm yassumocTb B Internet Explorer
(Memory Corruption)

Ha MHPMUMpPOBaHHYIO CMCTEMY yCTaHaBAMBaACA BIKA0P

NHPnumpoBaHHaa cuctema nogkntodanacb K C&C no 443 nopTy, UCNONb3YS
wndposaHmne TpadPmKa

Ha momeHT 06HapyKeHUA aTtaku He 6bin1o
MHPOpPMaALUUN O TOM KaKaAa YA3BUMOCTb

1 I

MC"OI’IbB\!ETCﬂ U B KAKOM npop,yKTe , 10100101001010110”_ A J
-'\.1."‘, o
1101010 NAME ADRES.

LLlar 3a warom, MHGULUMPOBANUCL Apyrue 11010010100101011010010.

BHYTPEHHME Pecypcbl B 3TOM CETU, KOTOPbIE TaKXKe
MCMNONb30Ba/INCh B aTaKe U aasee ANa NoayYyeHus
[0CTYyNa K KOHeYHbIM Lensam (pivoting)
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RSA, Guuyic, viviyun swuiney, HBGarry, Adob r Networks, Yahoo,

Symantec, Northrop Grumman, Morgan Stanley and Dow Chemical were also
among the targets. 8




B APT Aurora amakyrowumu 014 3aKpenaeHus Ha
npomsaxceHUU MHO2UX MecAayes 80 BHympeHHel cemu xepmaebl
ucnosab308anuUcb cucmemesl software-configuration
management (SCM) (Google, Adobe u Opy2ue komnaHuu 8
«Fortune 100 companies»).

MpnynH ana 3Toro 66110 MHOXKECTBO:

1) Tam 66110 MHOTO «BKYCHOTO»;

3) MHoro ya3BmMmocTeun.
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MHoro. O4eHb MHOTIO YAA3BUMOCTEMW.

PerForce.

PERFORCE Company | Contac

Products Downloads Documentation Multimedia Customers Services Purchase Support

Create. Develop.

Version everything with Perforce.

software and firmware. Digital assets and games. Websites and
documents. More than 400,000 users in over 5,500 organizations
trust Perforce to version their work. Discover fast, scalable

effortless version management with the Perforce platform.
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RSA attack
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Havyano aTaku NpuULLINOCL Ha ABe HebonblUMe rpynnbl COTPYAHUKOB.
3/10yMbILIEHHUKK 06X0aa cnam GUNbTPbl B TeYEHWE ABYX AHEN OTCbINaaAn UM
GULLIMHTOBbIE NMUCbMA.

Mnucbmo copepkano gamn MS Excel c 0-day||yassumocTtbio Adobe Flash (CVE 2011-

069)
EcTtecTBeHHO, Npu OTKPbLITUM Panna — SKCNNOUT ycTaHaBanean RAT

RAT ycTtaHaBamMBan peBepc KOHHEKT Ha tcp nopTt 3460 C&C cepsepa

«the victim workstations installed a remote access toolkit (RAT) known as

Poison Ivy; referred to here as PI-RAT»

“A —zero-day exploit for a vulnerability is
created before, or on the same day, as a

vendor learns about a particular o
vulnerability and no patch or remediation = e,
. . ” o8
is available yet. ™

12



@ JSF FAMILY OF AIRCRAFT

Carrier Variant Conventional Take-Off

(CV) F-35C and Landing

JA (CTOL) F-35A

< The PI-RAT toolkit has been
extensively used in other

attacks, mcludlng GhostNet

; -D_I_F b EBL-aring
=3 "f 'WH'H i o S

Duct

Short Take-Off
. Vertical Landing ‘
he (STOVL) F-35B

N 80eHHbIM CMAs10 04eHb CMPAUWHO, NMOCKO/bKY aaA20pUMMbI U
npoodykmel RSA ucnons3yromca mHozo 20e))
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GhostNet (ShadoNet). Introduction.




China Is Scary

Somebody Hacked the Dalai Lama

By Jen Doll Tue., Apr. 6 2010 at 1:59 PN Comments (3) ﬂ
Categories: China Is Scary, Cybercrime, Jen Doll, Technology

Mexay NIoHe
da3oBylo aTa

epTBbl aTaK

IPYKUN ABYX

EiLike | =) Send 3 Tweet 0 0 SuUbDmit Pin it I +1

Let's say you're part of a gang of MKe.
infamous, powerful Chinese hackers

with a really cool name, say, "the

Shadow Network." You've busted 'pa B J1oH [l0He,
through the fortified security systems of

sensitive targets "including foreign J4a/IN KaK
ministries, embassies, and even a

computer at NATO headquarters.” All

in all, vou've stolen confidential,

privileged information from 103

countries and almost 1,300 computers.

KepTtBamu ok
Hbto Mopke, E
3/1I0YMbILU/IEH

But what do vou really want?

Ah yes, the personal e-mails of the man
Can you guess this man's password? hehind the following Voda-like nuggets

of wisdom:

"Happiness is not something ready made. It comes from your own actions.”

15



* Web nHtepdenc ynpasnan yetbipbma C&C.

* Koraa akcnepTbl 06HAPYKMAN €ro, BbIACHUAOCH YTO
MHPUNLUMPOBAHHbIMK OKa3anucob 1,295 komnbtotepa B 103
CTpaHax

«close to 30% of the infected computers can be considered high-value and include the
ministries of foreign affairs of Iran, Bangladesh, Latvia, Indonesia, Philippines, Brunei,
Barbados and Bhutan; embassies of India, South Korea, Indonesia, Romania, Cyprus,
Malta, Thailand, Taiwan, Portugal, Germany and Pakistan; the ASEAN (Association of
Southeast Asian Nations) Secretariat, SAARC (South Asian Association for Regional
Cooperation), and the Asian Development Bank; news organizations; and an
unclassified computer located at NATO headquarters»

16




«In 2009 and 2010, researchers from the University of Toronto
published reports on two cyberespionage networks known as
“GhostNet” and “ShadowNet” that included malware and

command and control infrastructure connected with the Enfal
Trojan.»

Enfal ncnonb3osancsa eule B faBHMe BpemeHa. AKTUBHOCTb €ro
6blna 3amedeHa ¢ 2002 roaa u bblna n3BecTHa Kak “Byzantine
Hades”, “Byzantine Anchor,” “Byzantine Candor” un “Byzantine
Foothold.

17



Cdopmuposal
campaigns@f
AtTay 6b151 B ¢
ID Book for Til

RaK pacnpocCcTpaHANCA

From: "campaigns@freetibet.org” <campaigns@freetibet.org>
Date: 25 July 2888
Subject: Translation of Freedom Movement ID Book for Tibetans in Exile

Translation of Freedom Movement ID Book for Tibetans in Exile.

Front Cover

Emblem of the Tibetan government in Exile

Script: Voluntary Contribution into common fund for Tibetan Freedom Movement

Inside Cowver

Resolution was passed in the preliminary general body meeting of the
Tibetan Freedom Movement held on July 38, 1972 that the Tibetan
refugees in exile would promise for each individual,Ads share of the
voluntary contribution into the Tibetan Freedom Movement Receipt book.
This resolution was later reaffirmed by the 11th Tibetan People,Ads
Deputies and passed into the law on April @1, 1992 (Tibetan King Year

2119)

Until the last page of this book is used, the book stands valid until
August 15, 2812

Date: August 16, 2008
Emblem of the Tibetan Government in Exile

Official Signature

Attachment: Translation of Freedom Movement ID Book for Tibetans in Exile.doc

2ment
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* [1pn OTKPbLITUM NUCbMA UM CCbIZIKU MCNOJIb30BaNacCb
YA3BMMOCTb M yCcTaHaBAMBanca 6akaop

“I July 2008, Only 11 of the 34 anti-virus programs provided by
Virus Total38 recognized the malware embedded in this
document”

Antivirus [VersionlLast UpdateResult

Antivir - - EXP/Word.Dropper.Gen
Authentium - - CVE-2006-2492

Avast - - MWO7:CVE-2006-2492
eTrust-Vet - - WIO7M/SmartTags'!exploit
F-Prot - - CVE-2006-2492

Fortinet - - MSWord/ObjPointer.Alexplo1t.M20062492
Ghaia - - MW37:CVE-2006-2452

Ikarus - - Virus.MW97.CVE. 2006. 2492
Microsoft - - Exploit:Win32/Wordjmp. gen
Sophos - - Troj/MalDoc-Fam
Webwasher-Gateway|- - Exploit.Word.Dropper.Gen




WEige B | & abadod |

3 L ST L
I (AR (R F WEieA W 8, EX ] A8 1id LRI I TIRELD
e a8 jaie w ijone e e [t et L * L Mo o we g . |S¥S'I'E]l Send Command (|0
e . e ) b4 2| b | - - wh|n e . e m— .- . |SYSTEM Send Command (536
- . .| . - - -
LR ¢, GhOst RAT Beta 3.6 =13
g ' . : j o WAN LAN Computer Name [Note | OS cPU Fing  ‘Webcam
: i I 0 10.0.2.1 . red-bwo P2 (Bulld 2600) 2386, ., bl B
- 010 @ ————— T
- 28 Control : [1-C2D3313AEBE14 / 1], Socket : [6B4]. (=53]
-, =@ System info Active Ports |Netw0rk Shares | Server SacksS || Scan LAN Computers | Met Gateway || IP Scanner || Url Dovnload |
e ™ el & E System Monitar
== = Computer Info Mame FID Protocal Local IP Local Port Remote IP Remote Port Status
5 Trace Map © sychost.exe 1308 TCP 0.0,0,0 135 0.0,0,0 0 LISTENING
y | () Fun Functions @ System 4 TCP 0.0.0.0 445 0.0.0.0 0 LISTENING
|l L) Syskem Functions o DarkCometRAT.exe S44 TCP 0.0.0.0 1600 0.0.0.0 u] LISTEMIMNG
40189718 Remate MSConfig & System 4 TP 10.0.2.15 139 0.0.0.0 0 LISTENING
i | || Remate Scripting © alg.exe 256 TCP 127.0.0.1 1025 0.0.0.0 0 LISTENING
o8040 4 = g Files manager © IEPLORE.EXE 1256 TCP 127.0.0.1 1127 127.0.0.1 1600 ESTABLISHED
-0 [ 2 Explarer files © IEZPLORE.EXE 0 TCP 127.0.0.1 1159 127.0.0.1 1600 TIME_WAIT
") ' - [0l Search Far files © IEXPLORE.EXE 0 TCP 127.0.0.1 1160 127.0.0.1 1600 TIME_WAIT
=T == Passwords [ Datas & IEXPLORE.EYE o TCP 127.0.0.1 1161 127.0.0.1 1600 TIME_WAIT
s 1007 s £g Stored Passwords © IEXFLORE.EXE il TCP 127.0.0.1 1162 127.0.0.1 1600 TIME_WAIT
- . %‘N”;LIDI:E::“EE'WMDEdS & IEXPLORE.EXE i) TCP 127.0.0.1 1163 127.0.0.1 1600 TIME_WAIT
- % o Frnetens © IEXPLORE.EXE 0 TCP 127.0.0.1 1164 127.0.0.1 1600 TIME_WAIT
0300 B % Network Functions © IEXPLORE.EXE 0 TCP 127.0.0.1 1165 127.0.0.1 1600 TIME_WAIT
—— T E—— © IEPLORE.EXE 0 TCP 127.0,0.1 1166 127.0,0.1 1600 TIME_WAIT
————— T3 Meterork Shares © IEXPLORE.EXE 0 TCP 127.0,0.1 1167 127.0,0.1 1600 TIME_WAIT
Server Sockss © IEPLORE.EXE 0 TCP 127.0,0.1 1168 127.0,0.1 1600 TIME_WAIT
L ! LAM Computers © IEXPLORE.EXE 0 TCP 127.0,0.1 1169 127.0,0.1 1600 TIME_WAaIT
-l & Het Gateway & IEXPLORE.EXE 1256 TP 127.0,0,1 1170 127.0,0,1 1600 ESTABLISHED
- =4 IP Scanner © IEXPLORE.EXE 0 TCP 127.0,0,1 1171 127.0,01 1600 TIME_WAIT
# Url Download © IEXPLORE.EXE 0 TCP 127.0.0.1 1172 127.0.0.1 1600 TIME_WAIT
&) Browse Page © IEXPLORE.EXE 0 TCP 127.0.0.1 1174 127.0.0.1 1600 TIME_WAIT
42 Redirect InfPort © DarkCometRAT.exe  G44 TCP 127.0.0.1 1600 127.0.0.1 1127 ESTABLISHED
L:j Misc Functions © DarkCometRAT.exe 544 TCP 127.0.0.1 1600 127.0.0.1 1170 ESTABLISHED
8 Computer Power © DarkCometRAT.exe O TCP 127.0.0.1 1600 127.0.0.1 1173 TIME_WAIT
&y Restart Socket @ System 4 UDF 0.0.0.0 445 * *
Connections 1": o - ST S @ lsass.exe 592 LD 0.0.0.0 500 * *
I 10.0.2.15 Ut ey @ sychost.exe 1536 UDF 0.0.0.0 1032 * *
[ Take notes @ lsass.exe 9oz LDP 0.0.0.0 4500 * *
w svchost.exe 1444 UDF 10.0.2.15 123 * *
@ System 4 UDP 10,0.2.15 137 * *
@ System 4 UDP 10,0.2.15 138 * *
@ sychost.exe 1596 UDP 10,0.2,15 1900 o o
@ sychost.exe 1444 UDP 127.0.0.1 123 * *
@ DarkCometRAT.exe 844 LoP 127.0.0.1 1132
@ sychost.exe 1596 uop 127.0.0.1 1900 * *
TCP : 24 UDP ; 11 Total : 35 -



Operation Shady RAT
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On April 11, 2009, researchers at the Information Warfare Monitor released a
report that uncovered a suspected cyber espionage network of over 1,295
infected hosts in 103 countries.

JTa aTaka He bblna yem 1o HoBbIM. “McAfee has detected the malware variants
and other relevant indicators for years with Generic Downloader.x and Generic
BackDoor.t heuristic signatures”

22



e ATaKyloume cHavana KomnpomeTtmposanm Web cepsep ¢ nomoulbto SQL

UHBEKUNU

* Co3paBanu Tam cTpaHuuy “drive by” exploit code, koTopaa nHpmMumposana

nocetTutenem
N ueneHanpaBAeHHO HAaNPaB/IAAM Ha 3TY CTPAHULY LeNeBbIX

nonb3oBaTenen, ncnonbsya email phishing

* KMcnonb3oBanu Te Xe PULIMHIOBbIE MMCbMA C BAOKEHUAMM B popmaTe
*.PDF n *.DOC oTKpblBasA KOTOpble, Yepe3 yA3BMMOCTb YCTaHaB/IMBaCA

6aKkaop

= JECheck.exe
» WisZhelp.PNF +its

fullpath at end

« original SFC_0S.dll |
« called SFC_0S.dll

= orl
moved file and named

as Lox

Ordinal #5
iginal netstatexe
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ghOst RAT coeguHanca K IP agpecam DSL npoBanaepa B Kutae no JOMEHHbIM

MMEHaM!:

*.broad.hk.hi.dynamic.163data.com.cn
*.broad.hk.hi.dynamic.163data.com.cn
*.broad.hk.hi.dynamic.163data.com.cn
*.broad.hk.hi.dynamic.163data.com.cn
*.broad.hk.hi.dynamic.163data.com.cn
*.broad.hk.hi.dynamic.163data.com.cn

24



Shady RAT Intrusions in 2009
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C asrycta 2010 rona obHapyr*Kmunacb HoBaA aTaka. Ho Tenepb
MHPULUMPOBAHHbIMW OKa3anmncb opraHmnlaumnm B Poccnmn, KasaxcraHe, YKpaunHe,

BbeTHame n apyrux ctpaHax.

«At least 50 victim organizations ranging from government ministries
and agencies, diplomatic missions, research institutions, and commercial
entities have been hit in the former Soviet Union region and other
countries.» (McAfee)

Atakytowme pa3epHyn C&C nHebpactpyKktypy obwmm obbemom B 15
aomeHos Ha 10 IP agpecax.

1,465 unique hosts (host name + MAC address as stored by the C&C)

r

2,272 unique external IP addresses

The top 10 countries based on number of victims (2,272 IP addresses) were:
Russia had 1,063 IP addresses hit in the attacks; Kazakhstan, 325; Ukraine,
102; Vietnam, 93; Uzbekistan; 88; Belarus, 67; India, 66; Kyrgyzstan, 49;
Mongolia, 42; and China, 39.

Bce2o 3ampoHymeoix cmpaH: 61



Kak 310 He 6aHaNbHO, HO 3Ta cepuA aTak TaKk¥Ke UCMob30Basa CEPUIO YA3ZBUMOCTEN
Adobe Reader CVE-2009-4324 , CVE-2010-2883

CVE-2010-2883 Learn more at National Vulnerability Database (NVD)

= Severity Rating = Fix Information « Vulnerable Software Versions » SCAP Mappings

(under review)

Stack-based buffer overflow in CoolType.dll in Adobe Reader and Acrobat 9.x before 9.4, and 8.x before 8.2.5 on Windows and Mac 0S X, allows remote attackers to execute arbitrary code or cause a denial of service
(application crash) via a PDF document with a long field in 2 Smart INdependent Glyphlets (SING) table in a TTF font, as exploited in the wild in September 2010. NOTE: some of these details are obtained from third party
information.

Mote: References are provided for the convenience of the reader to help distinguish between vulnerabilities. The list is not intended to be complete.

o MISC:http:/
« MISC:http nmunity.websense.cor

log.metasploit.com/2010/09/return-of-unpublished-zdobe.html

s/securitylabs/archive/2010/09/10/brief-analysis-on-adobe-reader-sing-table-parsing-vulnerability-cve-2010-2883.aspx

National Cyber-Alert System

Rpriginal release date: 12/15/2009
« ulast revised: 08/21/2010

* SISource: US-CERT/NIST
« Ui
sl Overview
UYse-after-free vulnerability in the Doc.media.newPlayer method in Multimedia.api in Adobe Reader and Acrobat 9.x before 9.3, and 8.x before 8.2 on Windows and Mac OS X, allows remote attackers to execute arbitrary code via a crafted PDF
Tlile using ZLib compressed streams, as exploited in the wild in December 2009.
e UJ
ﬁ Impact
CVSS Severity (version 2.0):
CVSS v2 Base Score: 5.3 (HIGH) (AV:N/AC:M/Au:N/C:C/1:C/A:C) (legend)
Impact Subscore: 10.0
Exploitability Subscore: 8.6

CVWSS Version 2 Metrics:
Access Vector: Network exploitable; Victim must voluntarily interact with attack mechanism

Access Complexity: Medium
Authentication: Not required to exploit
Impact Type: Allows unauthorized disclosure of information; Allows unauthorized modification; Allows disruption of service

CVSS Access Vector: Network exploitable

28



KaK npoBoAunachb aTakKa

OnATb *Ke — NUCbMa MO 3/IEKTPOHHOMN NouTe.

[TMcbMO He coaepKano Kakoro Mbo KOHTeHTa. bblna ykasaHa Tema NnMcbma u
BJIOXKEHHDbIN aTTau.

Subject: “Tibetan Losar Event on 6 March 2011”

Attach: “LOSAR FLYER edited-3.pdf”

Mo aaHHbIM McAfee — 2 Bepcum Enfal.

“The email was sent using an email provider called Gawab (gawab.com) which is
popular in the Middle East. The server used was info3.gawab.com (66.220.20.18)
and the email address was emb107@gawab.com. The originating IP address was:
96.46.11.88 (INTERNETXTUSA). While this IP address is assigned to the US, it is used by a VPN
provider in China”

nd‘
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Cnepyet oTmeTUTb OCHOBHOeE OTAnYue ot apyrux APT:
* bbinn pasBepHyYTbl UHAUBUAYANbHbIE KOMMNAHUWM aTaK.
* [op Kaxayto — 6bin 3aBeaeH pasHbiM URL Ha C&C

Campaign Count Countries
strong 668 All 68 of the compromised counters were in Vietnam.
&jun0708 63 5 m. Russia, 3 ”?l. L_Jkrame and 1 each in Czech Republic, Kazakhstan,
Switzerland, Tajikistan and Belarus
ciun0614 42 27 in Russia, 3 in China, 3 in Kyrgyzstan, 2 in Tajikistan and 1 each in UK,
J US, S. Korea, Czech republic, Pakistan, Germany and Kazakhstan.
strongNewDns 34 All 34 of the compromised counters were in Vietnam.
gjun0509 32 31in Russia, 1 in Ukraine
: 21 in Russia, 4 in Ukraine, 2 in Kazakhstan, and 1 each in Czech Republic
ejun0511 29 ;
and Azerbaijan
7-28 28 24 in Vietnam and one each in UAE, Cambodia ,Thailand and China
ejun0503 25 23 in Russia and 1 each in Ukraine and Czech Republic
Odayaugi2.exe 22 20 in Belarus and 2 in Kazakhstan
CAWINDOWSH 22 12 in US, 5 in Russia, 3 in The Netherlands, and 1 each in Switzerland and
system32\desp.exe the European Union.

* C&C Cepsepa Tenepb Haxoamnucb n B CoeanHeHHbIX LUTaTtax n 8 AHIMK, HO
ANOMEHHbIE UMEHa 3aperncTpnposBaHbl Ha Knutan. 30



Country Sector Date Camapign
France GOV Sat Jun 18 10:22:22 2011 Odayjuni4 exe
Switzerland GOV Mon Jul 11 11:28:02 2011 LOGOO0786

UK MEDIA Thu Jun 16 08:18:44 2011 Odayapr13.exe
Germany SPACE Mon Jun 20 09:43:48 2011 6-7

Spain SPACE Mon Jul 4 11:38:35 2011 6-27

Russia GOV Tue Jun 7 12:15:34 2011 IhD603hy
Russia GOV Mon Jul 11 07:17:46 2011 ejun0708
Russia GOV Tue Jun 28 00:54:16 2011 110608

Russia SPACE/GOV Wed Jul 13 04:21:20 2011 ao0526pdf
Russia SPACE Wed Jul 13 07:14:38 2011 winupdate712
Russia SPACE Mon Jul 25 08:43:40 2011 6-7

Russia SPACE Wed Jul 13 02:45:59 2011 co0328xls
Russia RESEARCH/GOV Wed Jul 13 06:06:06 2011 aoo0516pdf

«After the initial connection, the malware makes two kinds of connections to the
command and control server every 2 minutes. The fi rst connection is a KEEPALIVE

conhection to tho IRl nath “/ral-hin /ﬂu/nnll rnl” Tho mnl/n are nosts infnrmaotion tn the
CUIIITIvoe LIV LUV LT VIie FUL" /Uy' U"'/ vvv,u\.1 . rHirirc rirAI vy FUJLJ "'JU""UL'U" LWV LiiIC

command and control server that identifi es the comprom/sed machine: OS and version, “campaign ID” and
malware version. The second connection is an ASKCMD connection to a URL with the path “/trandocs/mm/
<machine_name>:<MAC address>/Cmwhite”. The contents of “Cmwhite” contain commands that are sent by the
attackers to the compromised computer.»

| Tue Jun 14 024958 2011 | winupdate
|
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Operation Night Dragon
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Ncmoku Night Dragon bbinu 3ameyeHsl ¢ Hoabpsa 2009 2o0a

Night Dragon was another attack revealed by McAfee in early 2011 that targeted global oil, gas,
and petrochemical companies. Again sourced from China and targeting sensitive industry specific
intellectual property.

e Company extranet web servers compromised through SQL-injection techniques, allowing remote command
execution

e Commonly available hacker tools are uploaded on compromised web servers, allowing attackers to pivot into
the company'’s intranet and giving them access to sensitive desktops and servers internally

e Using password cracking and pass-the-hash tools, attackers gain additional usernames and passwords,
allowing them to obtain further authenticated access to sensitive internal desktops and servers

e |nitially using the company’s compromised web servers as command and control (C&C) servers, the attackers
discovered that they needed only to disable Microsoft Internet Explorer (IE) proxy settings to allow direct
communication from infected machines to the Internet

e Using the RAT malware, they proceeded to connect to other machines (targeting executives) and exfiltrating
email archives and other sensitive documents
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Atakytouwme ncnonbsosanu ytunuty zwShell (Hanmucana Ha Delphi) ana reHepauymm
YHMKa/IbHOrO TPOAHA

Bbinn ncnonb3osanbl Cain & Abel n KoHconbHaA yTuauTa gsecdump anAa B3noma
AAMMNOB nNaponeu

File Wiew Configure Tools Help

iy @ g @ BVEEIrFEM~aBDh®sn 2 @2 0
lﬁ Probecked Storage I@ Metwark: Iﬂ Sniffer |§ L34 Secreks ],f Cracker Ilﬁ Traceroute |M CCnil I’ﬂ“ erelesi

j_‘ll FrYp—— \WINDOWSisystem 32\cmd. exe
: |
% FTP {4) F:\bin2>psexec -s \\192.168.40.30 -c gsecdump.exe -s
HTTR (1) PsExec v1.71 - Execute processes remotely
IMAP {0} Copyright (C) 2001-2006 Mark Russinovich
POP3 (1) Sysinternals - www.sysinternals.com
=k SME (1) R— n P— 42ede2el1a6: 102138:::
o Ten o) Administrator(current):500:0283527a1736T2T8d863baec9895d56b:d9514b62d442ede2e1a611a00f102138:::
Ene
WIC () AdministratorChist_01):500:0283527a1736T2f8d863baec9895d56b:d9514b62d442ede2el1a611a00f102138:::
I:!ﬂ TOS () Administrator(hist_02):500:56c3181cb75d5F¥3402d56b8b3al16ba56:754a83a5b79ce6220297bd94d902cff
I
SMTP (0] Administrator (hist_03):500:0283527a1736Ff2f8d863baec9895d56b:d9514b62d442ede2e1a611a00¥102138:
NINTF (D) Guest(current):501:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73c59d7e0c089cD: ::
M3k erbS-Preduth (00 kmtgc current):502:aad3b435b51404eeaad3b435b51404ee: 1f175b7d071a342c1b33651bab%ecec3: ;
-antivirus(current):1104:3575d13eec6e8b68e37be39blbe5b25d: e540ac85bb5d5f76ac709994706FF39¢c:: :
8L padius-keys (0)
- ¥ arcserve‘rurrent} 1105:16ac416c2658e00daad3b435b51404ee:938df8b296dd15d0dce8eaa37be593e0:::
ﬂ Radius-Users (0} ulla(current) : 1106:c350aa4028458522aad3b435b51404ee:160d4348bfbe4001dcecc6d5278fel7b: : :
janne(current 107 :14afd91e8bab02adaad3b435b51404ee:8c27847ed8bed58b1b048T46078F8e77:
% ICG{(0) 108:06e280a2 oBGdQGléa:\gSg«l :ggl4ﬂ4ee aﬂlgﬂce3658534813053137?"£052fec
a5 _p TleChist_ 108:06e2 86d96baad3b435 a01f0ce36685d481305ala77f052fec
9o IKE-PSK (0) (hist_ 08:67d4113 8a2a4baad3b435b5 60493bcb72980cf887fab89eaeblaa7
|? MyS0L () kalle(current 11:b267df22rb°4'§eoeaadwb435b51404e 6aa83bdcab3c9fd lcad42a3lc3fc
[ﬁ'qr-.nll 11: 19 SHP [l:l' kajsa(cur:ent 112:4adb32803979b521aad3b435b51404e 9be997333dale66be7Tf853b1706a7%e
o e el L knatte(current):1113:0643996ca5cab22caad3b435b51404ee:T530F1FfFff74d1a28a20T8e37475ecl1lb
g SIP (0 fnatte(current):1114:6d70c7110f5e76c6aad3b435b51404ee:8e7cd98209a36efccd598a3754525d91
tjatte(current):1 fFf3750bcc2b22412c2265b23734e0dac:Td0896477d4e8bT81345cd4d464d381b
s-arcserve(curren 6:16ac416c2658e00daad3b435b51404ee:938dFf8b296dd15d0dce8eaa37be
backdoor (current) 499fbc7bc03a8038944e2df489a880e4: 167 3L.E}fZaﬂucsr”b4fl"’94b.«fa&?5“
Port: B0 konsult (current): 8 ada3adb7b6952aaad3b435b51404ee:d1led4549d94812259095daa577c7ce

g Hosts [@ APR [.f, maja(current):1119:736a 89becb.l.d?aad:b-thSHO-!ee'351655”11;40“84bf1‘91-bbeﬁiﬁ«,aaae.:.
marcucrcurrent\'ll’o b’ 7df22cb945e3eaad3b4?? 35b51404ee:36aa83bdcab3c9fdaf321cad42a3lc3fg

itsupport(current) :d4d7cac784102c40aad3b435b51404ee:35a0c5c8b8e7e7eeb3 baz%zac:blfﬁ::'

Lost packets: 0%




K yemy mox<eTt npmusectun?

N

AT&T Data

discuss the

WecTopus ™

Komnanua Beina ocHoBaHa &
CUrHANW3auWii 1 YCTpoRCTE |
Cable brina obpazoeana Mo

phone Company of Canada beino Belgen:
1aCTMHOK (BMECTO 0BBIYHEIX B TO BpEMA B

B 1922 — nauarto nponagsog ‘DpOHTO.

B 1953 — Ha Daae Tpybok R
B 1966 — wcocnepoBatenkbo
B 1976 — dwpma cmeHwna 4 8 Nortel Networtcs.

1 egepansHoro 3akoHa CLUA «O Bankpr
'HWE PbIHKE Ha IOHe MWUPOBOro §HMHaHCOE

B 2009 — ¢ uenkw pecTpyk 4§
onybnuKoBaHHOM 3aABNEHK T8
BLICOKMA 3annaHupoBaHHEIR

Mo wroram 1-ro keaprana 20
oceHe 2009 rn:u,qa.“:

JOCTOAHWA 33WWTRl OT KpeguTopoE W BEDH

I B wione 2009 pykoeogcTeo | a koMnanuA Byget NMEBMANpPOBEaHA. I

[RET T

ingtoa

an of
SR e T T A e LNe rMacrimngy, Wil me ¥od gl e COrmpdany arscuvered e greder i 004
but allowed the hacks to continue for years afterwards. Five years after the
breach was discovered, in 2009, Shields found rootkits in laptops using an
encrypted channel to send e-mail and other sensitive infarmation to servers

Federal Budget
GCH Lab Reviews

Cloud/Virtualization near Beijing.

35



Npyrue npumepbl NOCAEACTBUN?
(He coBcem APT © )
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« LUYTKU-LUYTKaMM, HO B KaXKAOW LLUYTKE eCTb
Mope npasabl»

@ A3bIK 3TOW CTpaHMWLLbI lu:maﬁcmﬁ (¥YnpolweHHaa KMTanckan) » | XOTUTe 1

NHER |[|[CMDey || REBEN || ZEE | SRR BEERE - - BE &AM
whoami | 04T |

nt authority\system

KOHTaKTH | e -
F"E'-*AO"I% = =5 Notice: Undefined offsat: 1 in lh0me!n!notixshoru!nov-mvd_mfpublic_hhnl!include!uti!s.inc on line 1808
DoKyHeHTw
D‘EI_LJ.;_ECTBEHHHFI cogeT 4
I : ;
it Lt ] notixshoru_mvd@localhost:5.0.26-log:notixshoru_mvd
MNpasoaoe uHbopHADOBaHWE ] Mp# HCNONB3IOBIHUH MATEPWANDE CCLINKE Ha npecc-cnyxly MYBOE ofasarensHa
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CypoBasa poccMMCKan npaBaa

25%

25%

0,
20% H MHPOPMALMOHHBIN CEKTOP

15% H rocy,apCTBEHHbIM CEKTOP

bkd GMHaHCOBBIN CEKTOP

10%
M npyrve

5%

0%

Malware Detect

100% -
90% -
80% -
70% -
60% -
50% -
40% -
30% A
20% A
10% A

0%

i C Bpe4OHOCHbIM Kogom [ bes

SQL Injection OS Commanding Improper Filesystem
Permissions

POSITIVE TECHNOLOGIES







. Yt1o nenartb 107!
\ |£||

Prevent:

* [IpouyeccHaa cocmaesnarow,asa
* JexHU4YecKaa cocmaenAaruwasa

Post factum: * Op2aHU3AUUOHHAA

AHann3 TpadmKa cocmasesiarnwasa

AHTMBUPYCHAA NpoBepKa
KOHTPO/1b LEeNnoCTHOCTH
KOHTPO/b NONUTUK
BbiABUTb YA3BMMOCTH

BbiABUTb cnabblie mecTta B MHPPACTPYKTYpE

BbiABNATbL CMMNTOMbI
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AHanuns TpaduKa

* Hanpumep, B cnydae ¢ Night Dragon, MO»KHO cocTaBuUTb cUrHaTypKy Ha IDS\IPS:

plain text signature of “hWS.” (or “\x68\x57\x24\x13”) at the byte offset 0x42 within the TCP packet

* B cnyyae c gpyrummn APT, paBHO KaK 1 4N1A BbISIBIEHUA aHOMA/INIA NONE3HO 3arNAHYTb
B fast flux n dyn dns 3anpocobl

No. Time Source Destination Protocol Infa

1 2011-05-07 06:19:04,913420 192.168.1.121 192.168.1.8 Standard gquery response A 192.118.40.97

2 2011-05-07 06:;19:25. 751097 192.168.1.121 192.168.1.8 DMS Standard query response A 192.180.99, 59

3 2011-05-07 06:19:46. 841776 192.168.1.121 192.168.1.8 DMS Standard query response A 132.106.178.136
4 2011-05-07 06:20:07.852046 192.168.1.121 192.168.1.8 DMS standard query response A 192.31.7.237

5 2011-05-07 06:;20:28. 880871 192.168.1.121 192.168.1.8 DMNS Standard query response A 192.232.239.160
6 2011-05-07 06:20:49, 743262 192.168.1.121 192.168.1. 8 DMNS standard query response A 192.114.123.242
7 2011-05-07 06:21:10. 860840 192.168.1.121 192.168.1. 8 DMNS Standard query response A 1392.151.178.111
8 2011-05-07 06:21:31. 846147 192.168.1.121 192.168.1.8 DMS standard query response A 192.161.62.145
9 2011-05-07 06:;21:52. 855336 192.168.1.121 192.168.1. 8 DMS standard query response A 192.10.144.119

 He HagenTecb Ha yaauy! MpoBepbTe HaANUMe cUrHaTyp unm gobasbte camu!

alert tcp SHOME_NET any -> SEXTERNAL_NET 443 (msg:"ET TROJAN Aurora C&C
Checkin"; flow:established,to_server; content:" | ff ff ff ff ff ff 00 00 fe ff ff ff ff ff ff ff ff ff
88 ff|"; offset:0; depth:20; classtype:trojan-activity; reference:url,
www.avertlabs.com/research/blog/index.php/2010/01/18/an-insight-into-the-aurora-
communication-protocol/; sid:10000000001; rev:1;)
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 He HapgelTecb Ha yaauy! MpoBepbTe HaAKYMe cUTHaTYpP Uan nobasbTe camu!

= Transmission Control Protocol, Src Port: http (B0), Dst Port: remote-as (1053), seq: 1, aAck: 17, Len: 16
source port: hrep (BO)
Destination port: remote-as (1053)
[stream index: O]

Sequence number: 1 (relative sequence number)
[Next sequence number: 17 {relative sequence number}]
Acknow]edgement number: 17 {relative ack number)

Header length: 20 bytes
¥ Flags: Dx18 (PSH, ACK)
window size: 64224
# Checksum: OxObba [validation disabled]
# [SEQ/ACK analysis]
= Hypertext Transfer Protocal

Data: 0160011100000019000000006857 2413

D000 00 Oc 29 1d BT 76 00 Oc 20 B6 dl e OB DO 45 00  ..)..... Juasas E.
0010 00 38 Be d7 40 0O B0 O6 Bd 7b ac 10 c2 25 ac 10 slasliae o feooss
D020 c3 26 00 50 Od 1d aa 3d cf 5e 7e dO Je e6 50 18 P A P,
D030 fa 0 Ob ba 00 00 01 60 01 11 OO OO 00 19 00 00  ...vuvn sosanues
DO40 00 00 6B 57 24 13 v o S

e Ecnu ewe He KOHTpOANpPYETe YYyBCTBUTENbHYIO MHDOPMaLMIO — NOPa HavyaTb

= Transmission Control Protocol, Src Port: http (80), Dst Port: remote-as (1053), Seq: 17, ack: 17, Len: 17
Source port: http (BO)
pestination port: remote-as (1053)
[stream index: 0]

Sequence number: 17 (relative sequence number)
[vext sequence number: 34 (relative sequence number)]
acknow] edgement number: 17 (relative ack number)

Header length: 20 bytes
i Flags: Ox18 (PSH, ACK)
window size: 64224
# Checksum: Oxbla? [validation disabled)
# [SEQ/ACK analysis]
- Hypertext Transfer Protocal
- Data (17 bytes)
Data: 07BCO000006164606%6E00200000110000
[Length: 17]

QOO0 00 Oc 29 1d BF 76 00 Oc 29 BS dl e/ OF OO0 45 00
0010 OO0 39 Be di& 40 00 B0 06 &d 79 ac 10 c3 25 ac 10
0020 3 26 00 50 04 1d aa 3d cf Ge 7e d0 3e &6 50 18
0030 fa ed b3 a7 00 OO

0040




 He 3abbiBanTe 0 conyTcTBYHOLWMX Ablpax! (Mo moen npoBepKe Yepes NPOCTENLLNIM 3aNPOC
yepes google - Lizamoon elle o4eHb XKUBET ;)

alert tcp SEXTERNAL_NET SHTTP_PORTS -> SHOME_NET any (msg:"SPECIFIC-THREATS
lizamoon script injection"; flow:established,to_client; content:"script src=http |3A 2F
2F|"; nocase; content:" | 2F |ur.php"; within:50; fast_pattern; nocase;
reference:url,isc.sans.edu/diary.html?storyid=10642; classtype:misc-activity; sid:18604;
rev:1;)

* [lpoBepbTe Ha/MUYMe OCHOBHbIX K/OYEN B peecTpe, nposBepbTe pannosble cuctemsi!

PI-RAT is installed on a Windows system, it creates the following file and registry keys:
e C:\Documents and Settings\All Users\Application
Data\Microsoft\Network\Connections\Pbk\rasphone.pbk

o HKCU\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Network\Location
Awareness

o HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Network\Location
Awareness



MpoBeauTe CKAHUPOBAHME YA3BUMOCTEN
Ob6paTnTe BHMMAHME HA XUTbl B JIOrax NPOKCcH
OTKAuMTe AOCTYN K MHTEpHETY AN1A BallMX CEPBEPOB Mo ip\mac agpecam

He 3abbiBaiTe 0 MOBU/IbHbBIX NONb30BaTeNAX

OrpaHunybTte HTTP POST size

OrpaHu4ybTe NCMONb30BaHME HEKOHTPOIMPYEMBbIX BbIXOAOB U3 UHTPACETH
(oTKNtOUEHME NPOKCK B HAaCTPOMKax, Nnpobpoc nopTos)

He Bce «onepaTtopbl U KpeaTopbl APT » - reHUm

)

Acceass violation at address 0044E6BS in module

C:\Documents and
Q Settings\ Administrator\Deskiop'zwShellx.exe,
Write cf address 00000000, Process stopped.

T

Ol Cancel







[lpenoTBpalleHue

1) MpoueccHas cocTaBaAOLWanN:

e Patch management
* Vulnerability management
* Policy management

e Configuration management

3) OpraHM3aUMOHHAA COCTaBAAIOLLLAA:

* BHewHeewu BHYyTpeHHee CKaHUPOBaHUE,
TeCTbl Ha NPOHUKHOBEHUE

e (Oby4yeHne nepcoHana

* UHuUMpEeHT-meHeaKMeHT

L A FINIVEIGC S

* Pearnpymnte Ha yrposbl. byabte Ha Yeky.

2) TexHM4Yeckasa coCTaBNAOLLANA:

CKaHepbl y3BMMOCTEMN

IDS\IPS

Honeypots

Co3panTe «NOBYLUKUY

KOHTpOAb @aHTMBUPYCHOM 3aLMThI
SIEM

[ByxpaKkTopHasa ayTeHTUPmnKauua

DLP\IRM
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Crracubo 3/afBPmuzszIe




Is not interested this...
oed.. ©

+Bel Mouck KapTuHkW Kaptel Play YouTube Hoeocth Mouta [OokymeHTel Kanehpgape  EWeE -

+Bbl Mouck  KapTUHKW KapTel Play YouTube HoBoCTH Moyta  [OKYMEHTEI KaneHgapk Ewe -~

ﬁ +Bel  Moumck KaptuHkw  Kaptel Play YouTube Hoeoctw [MMoura [JokymeHTel KanedHgape  EWE -

. advanced persistent threat EH “
Mo Gl p
N
Bce pe HDMCH
B
KapTu
Kz
KapTsl Bce pesynsTaThl Moxoxue 3anpockl » TONBKO HA pyccKoM x
KE
Buaeo .
A - KapThHKin 3anpocsl, noxoxue Ha advanced persistent threat:
Hosoc 4 KapTsl advanced persistent threat cemuHapa risspa
advanced persistent threat y4acTHUKM ceMUHapa
F Bvaeo advanced persistent threat He

HOBOCTH advanced persistent threat Ho
advanced threat persistent MroHA

Ewe
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[Toyemy China?

41% nonb3oBaTtenen MHTepHeTa HaxoamTca B A3nm
B China 6onee 500 mnnnmnoHos nonb3oBatenen MHTepHeTa

BonbWMHCTBO NO/sIb30BaTENIEN HAXOAUTCA OH-NauH 24 4yaca B
CYTKM

— 17.01.2012 01:07 —

Yucno nonesoeareneu WHTepHeTa B KMTae npeBbICUNO
nonMunnuapaa 4Yenoeek, bonkle ABYX MUNNTUOHOB CAUTOB

Yucno none3oeatensi MHTEPHETA B Kutae Ha koHey Aekabpa 2011 roga nepewarnyno 3a 500 mrH u gocturne 513 MnH yenoeek,
OTMeyaeTca B cBogke, onyonukosanHoi Kutaickum nHhopMaunorHein uentpom weTepHeta (KMUW). ybw gannsie npueognt «CHHbXyas.

CornacHo ceogke KU, yncno none3oeareneit 3a 2011 rog yeenunyunocke Ha 55,8 mnH yenoeek. Ha kowey gexalpA yposeHe 0xBaTa
WHTEPHETOM HECeneHuA KMTAA BLIPOC HA YETbIpe NPOLEHTHLEEX MYHKTE No cpaBHeHnto ¢ koxuom 2010 roga n aoctur 38,3%. KonwdecTeo
nonsaogateneil MobUNBHOrO WHTEpHEeTa cocTaBkng 356 mMnH Yyenoeek ¢ npupocTom Ha 17.5%.

Mpu atom Ha koHey 2011 roga e Kutae HacunTeieanock 2,296 mn eeb-caitoe, yro Ha 20% Gonewe, vem B konue 2010 roga.
» glazera.Rus



CTPYKTYpa aTaku

1 3tan. C60p AaHHbIX O }Ke

* CKaHuUposaHuA -

L%

O N
* CoyuanbHble cemu oo . ) e
4 Fa o -

GO\ }81@ BHEAPWUNM SAP
GO ( :8[@ BHeOpUnK bitrix

Mownck
Mownck

Bee pesynsTaThl g Online Port Scan
* [louckKkosUK

L] ..
ermine if the device is listening on that port. Scanning TCP ports only (UDP scanning available soon by free registration). Over 2,

KapTbl
Buneo C Host name or IPv4 address:
w
HosacTu 2 Scan this list of port numbers: ?
Ewe p _
Scanara
{less than 5

[CIFTP/fle server open/vulners
C 6 [Clsmte relay vulnerable (por
* CnyxebHeble cepsuchl o= -
e F=Yatdiar, Y |""L'|-|'|l‘"- WL ot =1
y p [[] Scan for NETBIOS suscep aer II ) [(—'r = .__r_..'_-:l[ =
[CIMicrosoft Remate Desktop

[CIVPN (PPTP) S8MEE DPBM A criis ars ypomie ety e vmrras s o am et vt g e atrs s s

preie sy

[] Oracle database service openfvulnerable (port 1521) DMySOL database open/vulnerable (port 3306)
0 w r 3 R - — _Check AL _lnecherk Al o

[
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CTPYKTYpa aTaku

2 OTtan. Brop)xeHue

Coyuasnka
malware
Vulnerabilities

O-day exploits
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CTPYKTYpa aTaku

3 dTtan. 3aKpenaeHue BANAHUA

SCM
MS AD
Proxy

Source code

«mom He3amMemHbllU cepsep 8 yany»

punuan\knueHm\cybrnoopaoyukx
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CTPYKTYpa aTaku

4 9tan. CoxpaHeHue BAUAHUA
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