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Accouuauus

PycKpunro

CK3U nHdpopMaLMOHHBIX TEXHO/IOTUN
(CK3U UT)

CoBeT gupektTopoB KoHpepeHuuu PycKpunto

AwnpekTop no Hay4yHou pabore OO0 Kpunto MPO
Copykosogutenb rpynnbl. CONYTCTBYIOWUX anropntmos. TK26
K®PMH

NMonos Bnagumup Onerosuy
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KPUNTO
BesepoeHue Frriro

B HoAbGpe 2013 r. oT pykoBoacTea PCh nocTynunno yKasaHue o nepecmotpe noHATMa CK3U B npouecce mx
pa3paboTKkM M NpoBeAeHMA TEMATUYECKUX UCCNea0BaHMI. B gaHHOM AOKYMeEHTe cyLecTByowas NpakTMKa paboTbl c
CK3U onpepenanacb KAt0o4eBbIMU CNIOBAMMU:
—  Kpuntoaapo, BcTpansaHme, KOHEYHbIN NPOAYKT.
Hosoe npeactasneHmne o CK3U, onpependaemoe ykasaHmem:
—  PYHKUMOHANbHO 3aKOHYEHHOE KPUNTOCPEeACTBO.
MoHATME GYHKLUMOHANbHOM 3aKOHYEHHOCTU B UT, cTpoALMXCA NO NPUHLMMNY B3aUMOAENCTBUA
OTKPbITbIX CUCTEM (BOC), OCHOBbIBAETCA Ha cneayrownx npeanonoxeHmnax:
—  Cuctema pasbusaetca Ha PyHKLMOHANbHbIe B10KY;
—  ®OyHKUMOHanbHbIX 610K onpeaenseTca nHTepdencom;
—  WHTepodenc cTanaapTU3NpyeTCca U ABNAETCA MHBAPMAHTOM B10Ka;
—  ®yHKUMOHanbHas coctaBaAowan 6,10ka noaaepKMBaeT CornaweHna nHTepdpeinca, 4onyCTMMOo pacliMpeHme
dYHKUNIM 610Ka NpU BbINO/IHEHUM TPEeboBaHMN 06paTHOM PYHKLMOHAIbHOM COBMECTUMOCTMU.

MoryT 6bITb OnpeaeneHbl cneayowme Noaxoabl K NOHATUIO GYHKLMOHANbHO 3aKOHYEHHOIo

KpuntocpeacTsa:

— Nopxon BOC;

— NMopaxopa gencteytowmx TpedbosaHmn K CK3U;

— NMopaxon HopmaTtueHoM 6a3bl ceptTndmnKkaumm CK3U;
— K3 2005;

— CywecTBylowan npakTuKa noctpoeHna CK3U.
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MecTto Kpuntorpadpum 8 UT @ riro

Jlo HepaBHEro BpemeHun mecto Kpuntorpadum 8 UT onpenenanocb

KpunTtorpapumueckmmm ycayramm

— wWKndpoBaHUA, KogaMmn ayTeHTUOUKALUNN, PYHKLUAMM XELUMPOBAHUA,
3/IEKTPOHHOM noanucwu.

B nocnegHee Bpemsa B Kpuntorpaduyeckon noacmcteme UT Bce bonbluee mecto

3aHUMAOT MEXaHU3MblI

—  uaeHTUdUKaunm/aytTeHTUGUKaLUK,

— aBTOpM3aLUN.

KntoueBbiMM NOHATMAMMK, oNpeaenatowmmmn mecto Kpuntorpadum B UT

ABNAOTCA:

— nonb3osaTtens UT,

— Kpuntorpaduyeckaa noacucrema UT,

— WT, obecneunBatow,an BbiNO/IHEHME 3aNPOCOB Ha 3aLUMLLEHHbIE YCYTH
noNb30BaTens.

KomnoHeHTa KpunTtorpadpmnyeckom NnoacucTeMbl, NpeacTaBasemas Ha TemaTuyeckme
nccneposanus (TH).
PYHKUMNOHANbHO 3aKOHYEHHOE KPUNTOCPEACTBO.
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nTo
nMPO

Tunmnzauma UT no cnocoby ayTEHTMCI)MKaLw
MHPOPMALLMOHHbBIX NMOTOKOB

CepBepHble NMpUNoXKeHuUA.
MoHONoNbHOE MCNOAb30BaHUE CPeACTBa A1a 06pabOTKM NOTOKA OT MMEHN agMUHUCTPaTopa. (MorKeT onpeaenaTb
NPOTOKO/IbHbI YPOBEHb KPMNTOrPadMUeCcKon NoaCUCTEMBI.)
MOHONOAbHOE NCNO/Ib30BaHMeE CpeacTBa AN 06paboTKM MMNEePCOHAIN3NPOBAHHbIX AAHHbIX.
e  BbinonHaT KpunTorpaduyeckme 3anpocbl HaL NOTOKAMM AAHHbIX OT UMEHWN agMUHUCTPATOPA cepBepa C
MCNO/Ib30BaHMEM NOTOKOB, UMMEPCOHANM3UPOBAHHbIX M0/1b30BaTENAMM.
e  XapaKTepusyloTca LWMPOKUM CNEKTPOM NpeacTaBAeHMs AaHHbIX B NOTOKe OoT 06paboTKn HedhopMaTUPOBAHHbIX
AAHHbIX 40 06PaboTKM NPOTOKO/bHbIX AAHHbIX.
e  XapaKTepusyeTcs OTCYTCTBUEM OKOHHbIX MPUIOKEHN.
e Bo3MOXXHO ynpaBneHue Yyepes yaaneHHbIN TEpMUHAN.

MHorononb3oBaTtesibCkue npunoxkeHna, APM nonb3osaTena.
e  BbINONHAIOTCA 3aNpPOCbl HA KpunTorpadmyeckme ycayrm ot MMeHn nonb3osaTens yepes CP UT.
e  XapaKTepusyeTcA OKOHHbIMU NPUSTOKEHUAMMN.

MobunbHble CUCTEMBI.

OpHononb3oBaTeNbLCKNE CUCTEMBI, KCnnyaTtnpyemMblie BHE KOHTpO.I'II/IpyeMOIZ 30HbI.
XapaKTepM3y+0Tc9| BbICOKMM YpPOBHEM UHTErpaunmn KpmnTorpa(bmquKoﬂ nogcucrtemMbl B NMpuknagHble 3agayvn.
XapaKTepM3y+oTc9| OKOHHbIMU NPUITOXKEHUAMN.

OcobeHHOCTU MOBUIbHbIX CUCTEM:

* [pobnema KOHTPOANA LLEeJIOCTHOCTU NPU PACNPOCTPAHEHUA AUCTPUOYTMBA;
* [pobnema obecnevyeHnA aHTUBMPYCHOM 3aLLUTDI.

PeweHne AaHHbIX Npob61em Ha CUCTEMHOM YPOBHE.
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KPUINITO
nMPO

3anpocskl UT K Kpuntorpadpmnyeckon noacucTemg
3anpocbl Kpuntorpadpuyeckom nogcucremsl K A

CK3U B MHPOPMALMOHHDbIX TEXHONOrMAX AONXKHbI NOAAEPXKUBATD MPUHLMUNDI
nocTpoeHna UHGOPMaLMOHHDbIX TEXHONIOTUNA:

. MHOronnaToOpMeHHOCTb U B3aUMOOENCTBUE OTKPbITbIX CUCTEM;

. MO,EI,y.I'IbeII7I NPUHLUNMN NMOCTPOEHNA CUCTEM.

Kpome Toro, T xapaKTtepusytoTtca:

. MHO)XECTBEHHOCTbIO M AUHAMUYHOCTBIO Pa3BUTUS annapaTHoM nNnaTtdopMmbl,
. MHOXECTBEHHOCTbIO U AUHAMUYHOCTbIO pa3sBuTus OC,

. MHO)XECTBEHHOCTbIO U AUHAMWYHOCTLIO Pa3BUTUSA NPUKNaAHbIX 3aaauy,

. BMPTYyanu3aunen Ha pasnnyHbiX YPOBHSIX,

. MHOro3aa4HoCTbi, MHOTOMOTOYHOCThIO.

KpunTtorpadpuueckaa nogcucrema onpegenset 3anpocbl K UT:

. noBepue/HegoBepure K annapaTtHou nnatgopme;
o nosepue/HegoBepue K cucteMHomy 1 npuknagHomy [0O;
o BblCOKasi cTeneHb TpeboBaHM K 3awWmTe cpedbl BbINOMHEHUST KpUnTorpagouyeckmux 3anpocoB OT

HapywuTenen B mogenax H1 — H3, HS B ycnoBusax nogkntoveHns K obLeaoCTynHbIM CETSM;
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CDYH KUMNOHJAJ/IbHAA 3dKOHYEHHOCTb KPW nTocpep,CTB"__KPMH;g

NHTepdencel kpuntocpeacTsa (KOMNOHEHTbI KpUNTOCPEACTBA) pa3aensatnTca Ha ABa Knacca:
e LUTATHbIK MHTEPdENC KpUNTOCpeacTBa NpeacTaBieHNA KpUnTorpaduyecknx ycnyr;

e UHTepdenc kpuntocpeacTsa Kk cuctemHomy yposHio T (OC) k cnyxbam pacnpeneneHmsd
namsTn, NPoLEeccoB, MOTOKOB N CUHXPOHM3auun, wtatHou cucteme CPL, cnyx6am runtime
(BpeMsi, CHETUUKM N Npoyee).

DyYHKUMOHANbHYKD 3aKOHYEHHOCTb KPUNTOCPEACTBAa MOXHO TaKkKe TpakToBaTb Kak
obecneyeHne OoBepusi K annapaTtHOM KOMMOHEeHTe, cMcTeMHOMY M npuknagHomy MO, cpene
NCMOJTHEHMUST KpUNTOrpadnyeckmx 3anpocos.

Kpuntorpadudeckas 3akOH4€HHOCTb KPUNTOCPEACTBA (KMno4YeBas cuctema).
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POyHKLNMOHaNbHaA 3aKOHYEHHOCTb KpmnTocpep,CTBz;’_.KP“H;g

Cny»x6a xpaHeHUsA Kao4en;

CSP
o " n : WraTHaa/
acnpeapeneHue FS IF_>IOI-'.ECC|= HaNOXeHHanA
namsaTtum OTOKMU
: Ccp
OC Registry CuHXpOHM3aLUA A
OoC
Cny»x6b1 OC

MHTepeCHO OTMETUTb, YTO d)yHI-(LI,VlOHaIIbHaFI 3dKOHYEHHOCTb Kpuntocpeacrtsa no
OTHOWEHUNI K CUCTEMHOMY YPOBHIO XapPaKTEPHAa A/14 KpMﬂTOFpad)MHeCKOVI noacmnuctembl

YPOBHA XpaHeHus Katouen (1 ypoBeHb).
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APM B UHPOPMALIMOHHbIX TEXHONOTUAX

I/A
nosnb3osartens
Ha Kntouun

APDU

SC

BHewHUM

Cnyx6a xpaHeHua Knoueu CSP

KPUINITO

P

1 ypoBeHb
Knouesble napbl acummeTpuuHoii/ KpM nTorpacbuquKue
cMummeTpudHasa Kpuntorpadum
I/A Ha kntoun aIrTOPpUTMbI
=
ocC Kpuntorpadpuueckme npoToKonbl
npeacrasnaeT 2 YPOBEHb
ynpasneHue o
PC/SC o3y .COM uHTepdeicbl cnyKb ynpaBneHna ceptupuKatamm, KAroyamm
FS
CcPL
LSA
MpuknagHble 3aaaun
I/A P A A 3 ypoBeHb
ocC
I/A SC
UHTepdeiic nonb3oBaTens
NMonb3oBaTtesnb
Cucrema ynpasneHua knroyamum PKI, VPN 4 ypoBeHb

K/lOYeBOM
HOCUTeNb
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Kpuntorpaduyeckaa 3akoHYeHHOCTb (X.509 3aKOHUYEHHOCTb) onpeaenaeTcsa 3akpbiTbiMU

Kntodyamm Cuctembl ynpasneHmnsa Knrodamm PKI n ceptudunKkatamm Karouer nosib3oBaTens.




¥ KPUMNTO
YpOBHU KpUnTOorpaduyeckon noacmctemsl UT »ge=ripo

CnoxuBLIasiCsl NpakTUKa MCMNONb30BaHUS KpunTorpadnyeckmx NnoacmucTem
NO3BONSIET BblAENUTb 4 YPOBHS:

1. YpoBeHb XpaHeHUs Krntoyen (KnroyeBble napbl, KoY N HECTPYKTYPUPOBAHHbIE
OaHHble, MexaHn3Mbl WwndgposaHus, MAC, xewmnposanune, JUIT), (CSP).

2. YpoBeHb KpunTorpaguyecknx NpoToKonos (TOKEHbI 4OCTYNa, cepTudmkarhl,
NpOTOKOSbHblE coobuweHnsa), (CSP + cepTtudukartel, revocation provider).

3. YpoBeHb 3awmueHHbIx yenyr T nonb3oBatens (CyOobekTbl 4ocTyna u
nHopmauma cybbekta gocTyna).

4. YpoBeHb pacnpegeneHuns knoyven (CybbekTbl 4OCTyrna v Krodmn cybbekTa
aocTtyna).

YpoBHU Kpuntorpadonyeckom NnoacuCTeMbl XapakTepmayroTcs:
- doyHKUMOHaNom (MexaHnamamm) u oobekTamuy;
- HTepdencamm n SDK.
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v KPUINITO
YpoBeHb XpaHeHus Kntouen (yposeHb 1) @ ==nro

[laHHbIV ypOBEHb onpeaenaeT XpaHeHMA OTKPbITbIX/3aKPbITbIX CUMMETPUYHbIX K/toUYel Nonb3oBaTens,
BbINOJIHEHME KpUNTOorpapuyecknx pyHKLNIM CTaHAAPTOB 3aWMTbl AaHHbIX M CONYTCTBYHOLWMX aITOPUTMOB.

®YHKUMOHANbHbIN HAbOp AAHHOTO YPOBHA ABNAETCA AOCTAaTOUYHbIM 414 NPOBeAeHNA onepaumn C
KNtoueBomn MHGOPMaLUEN.

OnpeaensieT CO6CTBEHHYIO CUCTEMY ayTEHTUOUKAUUK/MAEHTUDUKALMM Ha KNOUYM NOJSIb30BaTENS.

Ot CP[], onepauMOHHOMN cUCTeMbI HacneayeT NPOLLEeCChl NO/b30BaTeNsA, Security naeHTUdUKaTopbI

nonb3oBaTens.
Mpeactasnsetca nHtepdencamm: CryptoAPl 1.0 (CSP), CNG, PKCS#11 v nHble.

®PYHKUMOHANbHO onpeaenaeTcsa CTaHAapTaMmn Kpuntorpadpmnyeckom 3anTbl AaHHbIX U CONYTCTBYHOLWLMMM
anropuTMmamm, onpegeneHHbimm B gokymeHtauun P 34,10, P 34.11, 12847-89, RFC 4357, meTogmMyecKkumm
pekomeHaaumamm TK26 (conyTcTBYHOLLME aATOPUTMbI, MAaPaMeTPbl CTaHAAPTOB, PEXUMbI LWNPPOBAHUA).

NHTepdercHana yacTb onpeaensetca B SDK, cooTseTcTByHOWME Moaynun BbinonHAtoTcAa B CSP.
CocTaB MexaHM3MOB, CBA3aHHbIX C 06paboTKon KntoveBoM MHGOPMALMKM, NOACUCTEMbI XPAHEHUA KNOUEN

[l0CTaToO4YEeH ANA BbINOJHEHMA 3aNpoCcoB KpunTorpadpuyeckomn NnoacucTembl MPOTOKObHOTO YPOBHS.
3aKOHYEHHOCTb JaHHOTO YPOBHA — obecneyeHne 6e30NacHOro UCNoNb30BaHMs Katouel B UT.

TpebyeT HaACTPOMKM CUCTEMbI YNPABAEHUA U KOHTPOANA cepTUdUKATOB AN obecnedyeHus
GYHKUMOHAaNbHOM 3aKOHYEHHOCTU B KpUNTOrpadmMyYeckom cMmbicne.

© 2000-2014 KPUNTO-MPO



KPUNTO
YpoBeHb Kpuntorpapmuecknx NnpoToKonos (YpOBEHb 2) *-npo

Onpenendet kpuntorpaduyeckne npoToKosbl U CryXObl:
CAPI 2.0, NSS
CMS
TLS, IPSec, EFS, LogOn, Kerberos...
CA, TSP, OCSP, Cades,...

BoinonHseTca B npoueccax rnoJjib3oBaTtersd, nnbo B MMMNepPCOoOHaNnM3npoBaHHbIX
MNOTOKaxX Nosib3oBaTesis.

BbinonHsaeT kpuntorpadgpuyeckme 3anpochkl OT UMEHU Nonb3oBaTenst Ha OCHOBe
TOKEHOB AocTyna.

XapakTtepusyetcd nHTepgencamu:

CryptoAPI 2.0, SSPI, .COM, NSS, EMV, n ap.

Onpepensetca gokymeHTamn TK 26: meTogmnyeckne pekomeHgaummn, TEXHNYeCcKme
cneuyndpukauyum X.509, CMS, TLS, IKE v.1, ESP, AH.

3aKOHYEHHOCTb JaHHOro YpoBHA — obecneyeHune
noeHTuunkauymm/ayteHTMpuUKaLmmn, astTopmsaummn Kpuntorpadon4ecknx ycnyr B
cpene UT.
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YpoBeHb npeacrasneHuns 3awmweHHbix yenyr UT KPUNTO
P PeL LN LLL ycay *-npo
nonb3osBaTento (ypoBeHb 3)

OnpenensieT ypoBeHb NpeacTaBneHns 3almLLeHHbIX MHPOPMAaLMOHHbIX YCIyr
nonb30oBaTerno.

Onpepgenset cuctemy naeHTndunkaummn/ayteHTupukaumm nons3osarens K UT.
Onpepgenset crnocobbl ynpaBneHus Krtodamu nosb3oBaTens npu obpawieHum Kk UT.

BbINonHAET ycnyrm 3awuieHHon nodtel, 6paysepa, 3aWwmThbl NoKanbHbIX
pPecypcos.

[MpencraBnseT MHTeEpdENCHI Nosib3oBaTens.

ObecneuunBaeT cBa3b nonb3oBartena ¢ CPL onepauoHHON CUCTEMBI.
Pasgenaet nHrepgenc K pyHKUnSam Kpuntorpadonyeckon nogcuctemMsl B HacTu
yrnpaBneHusi pecypcamu noacucTeMsl.

3aKOHYEHHOCTb aHHOro YPOBHSA — NpeacTaBneHne Kpuntorpadouyecknx ycnyr
nonb3oBatento AT.
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CTekn nHTtepdencos (kpmntorpapnyecknx cpedcTs), MPOTOKOMAOB Noa
YPOBHS NpeAcTaBneHns 3allunLLeHHbIX YCNVT.

3awmueHHan Kpunr. Kpunr. Kpunr. KommeHTapuii
ycnyra noacucrema noacucrema noacmucrema
ypoBHA 1 YpOBHA 2 ypoBHAa 3
MouTa CAPI 1.0 CAPI1 2.0 OUTLOOK
3awmuweHHas CAPI 1.0 CAPI 2.0 LSA. LOGON. ... MpuKknagHon ypoBeHb
¢dannoBasn —
e —_— CAPI 1.0 CAPI 2.0 FS. LSA. LOGON. ... MpuknagHoOU ypoBeHb
(EFS) FS. ... YposeHb agpa OC
3awmTa IP CAPI 1.0 CAPI 2.0. IKE uUDP CeTeBOW ypOBEHb
(IPSec) LSA. LOGON. ... MNpuKNagHON YPOBEHb
CAPI 1.0 ESP IP. ... YposeHb agpa OC
3awmnTa bpaysepa CAPI 1.0 CAPI 2.0. SSPI LSA. LOGON. ... MpuKnagHon ypoBeHb
(TLS) MNpunoxkeHuna Windows
PKCS#11 NSS.TLS FireFox YpoBeHb Agpa
(v npouecc LSB) ThanderBird MpunoxeHuna Unix
DNEeKTPOHHaA CAPI 1.0 B 3aBucumocTtn ot
noanucb (Mcnonb3oBaHKe B ypoBHA 3anpocos UT
(reHepauus) MOHOMNO/IbHbIX
cucTemax)
Cades
DNeKTPOHHaA CAPI 1.0 CAPI1 2.0. TSP. OCSP LSA. LOGON. ...
noAanucb
(npoBepka)

© 2000-2014 KPUNTO-NPO



o KPUTITO
YpoBeHb pacrnipeneneHuns Kntoden (yposeHs 4)  ¥gmewriro

ObecnevnBaeT BbINOSTHEHME 3aNPOCOB NMONbL3oBaTeENS Mo YNpaBfEHUIO
KItoYamMu Krto4eBon CUCTEMBbI (CUMMMETPUYHAs, aCUMMETPUYHas
KpunTtorpadus).
B cnyyae acummeTpuyHon kpuntorpadum peanndyetca cnyxbamm PKI:
CA
LIP
TSP
OCSP
APM nonb3oBaTens

Ha gaHHOM ypoBHe obecnevnBaeTcsa Kpuntorpaduyeckas
3aKOHYeHHocCTb AT.
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KPUNTO
Boisoabl Peeripo

1. C TO4YKM 3peHnA nonb3osBaTena GyHKLUMOHANbHO 3aKOHYEHHbIM KPUNTOCPEACTBOM ABNAETCS
KpuntocpeacTtBo ypoBHSA 3-4 UT, obecneumBatowmim NOIHbIA KOMMNJIEKC KPUNTOrpadpmUUecKmnx
YCAVT.

2. CToukM 3peHna UT PyHKLMNOHANBbHO 3aKOHYEHHbIM KPMNTOCPEACTBOM MOMKET ObITb
onpeaeneHo KPUNTocpeacTBo YPoBHA 1 UM yPOBHA 2, B 3aBUCMMOCTM OT CMEKTPA 3anNpocos,
onpeaensemblX JaHHOM TEXHONOTUEN.

3. CTO4YKM 3peHusa Kpuntorpapumyeckom noacncteMol PyHKLMOHAIbHO 3aKOHYEHHbIMU
KpuntocpeacTtBamm moryT bbITb onpeaenieHbl:

Cnyxba xpaHeHua knoyen (ypoBeHb 1)

Cnyxba Kpuntorpadunyeckmx NPoToKoNoB (YpoBEHDb 2)

Cnyx6a npenocTtaBneHUA 3aWMLLEHHbIX YCAYT NO/Ib30BaTeNO (YpoBeHb 3)
Cnyxba ynpasneHua katoyamm (ypoBeHb 4)

1. Bce nepeuncneHHblie cnyxbbl BKAtoYatoTca B UT yepes nHtepdeicol, onpeaensemblie SDK.

2. [paKTuKa ncnonb3oBaHUA MHTEPPENCOB NOKa3bIBAET, YTO KpUnTorpapumueckmn 6e3onacHbIx
NHTEepPPENCOB HEe CyLLEeCTBYET.

3. Bce Kpuntorpaduyeckme nHTepPencobl NnoteHuUmanbHo onacHbl B UT. Bce oHM TpebytoT
KOHTPO/1S KOPPEKTHOCTU UCMNO/Ib30BaHMSA B UT.

© 2000-2014 KPUNTO-MPO



KPUNTO
Bonpocsl > e 110

BOINPOC: Jonyctnmo nu ncnonb3oBaHme TorbKo annapaTtHbix CK317?

OTBET: B ycnoBusax npuopmuTETHOrO UCMNOfb30BaHNS MEXaHN3MOB
naoeHTndounkaumn/ayteHTndomnkaummn, astopusaumm scsa AT npoHnsbiBaeTcs
KpunTorpadpuyecknmmn cpeacrsamMmu.

[lanbHenwmne Tembl:

- HopmaTtmeHaga 6aza CK3W v knaccndoumkauma CK3U UT.

- Bonpocbl TemaTtnyeckmnx nccnegosanmn n ceptudpmkaumm CK3UN um
knaccudpumkaumsa CK3UN UT.
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KPUIMNTO
FPrerro

CNMNACUBO 3A BHUMAHME!

http://www.cryptopro.ru

Ten./dakKc:
vpopov@cryptopro.ru..

+7 (495) 780-48-20
+7.(495) 660-23-30



